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Chapter 2. Gateway Access
Logging Into The Gateway

Users have online access to their Gateway Software account. This system allows for simple transactions
and reporting features through an easy to use interface. To log in to the system, go to ht-
tp://www.itransact.com.

Figure 2.1. iTransact Home Page
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Enter your user name email address and password in the Client Login section to open the Gateway |nter-
face.

The Gateway Interface - Merchant Center

After you log in, the following page will open.

Figure 2.2. Merchant Center Main Page
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Merchant Header Tabs

In the figure above, Item 1 is the Merchant Header Tabs. These are the tabs that can be clicked on to
open the various features of the Gateway |nterface. Those features are:

» Home - Opens the main Merchant Center pages

* Merchant Settings - Opens access to the Account Settings interface

* Virtual Terminal - Opens the window where transactions can be entered

» Batches - Opens the window where batches can be viewed and settlements can be generated
» Transactions - Opens the reporting and tracking system

* User Accounts - Opens the interface where permissions and user levels can be added

» Support - Opens the merchant toolkit

Merchant Overview

In the figure above, Item 2 is the Merchant Overview. This area displays information specific to your ac-
count.

Security Overview

In the figure above, Item 3 is the Security Overview. Thisis the quick reference guide to view the anti-
fraud settings. This information changes when the account settings are updated. The features it displays
are shown with either a"Yes" or "NO" or a numeric amount value.
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Quick Tools

In the figure above, I1tem 4 isthe Quick Tools section. Thisis a simple way to access some of the reports
available from the gateway.

» Transaction Listing Tools - This area can be used to view a set of transactions based on a few spe-
cific items during a given date range. The "Advanced Search" link opens the full search tool.

» Transaction Detail Tool - Thiswill display the details of a specific transaction when the transaction
ID (XID) is entered.

Recent Activity
In the figure above, Item 5 is the Recent Activity display. It displays the following data for the last 10
transactions:
» Dateand Time - The time stamp of the transaction.

e XID - Unique transaction ID number assigned by the gateway. By clicking on the XID, you can
open the details of the transaction.

» PXID - Thisvaueisthe Parent XID, or the XID of the transaction which is the originating XID of a
recurring transaction, a void, a credit/refund, a postauth, or a resubmitted transaction. This field will

be blank unless the transaction has an originating X1D. When a merchant clicks on the PXID num-
ber, the Transaction Detail for that XID will open.

* CXID- Thisvaueisthe Child XID, or the XID of the transaction which has used this transaction as
the originating transaction for a recurring transaction, a void, a credit/refund, a postauth, or a resub-
mitted transaction. This field will be blank if the transaction has no child transactions. When a mer-
chant clicks on the CX1D number, the Transaction Detail for that XID will open.

» Action - This designates the type of transaction which was processed.

e Status- Thisdisplaysthe status of atransaction.

* AVS- Thisisthe address verification response back from the credit card processor.

e CVV - This is the credit verification value response back from the processor for any transaction
when a CVV value has been entered.

* Type- Thisidentifiesthe card type or EFT.

* First - The name entered as the customer's first name.

* Last - The name entered as the customer's last name.

» Auth #- The approval code for authorized transactions.

* Amount - The amount of the transaction.

* RR - The number of remaining repetitions for a recurring transaction.

* Options - The"GO" button is alink to the Options interface where Voids, Refunds, Resubmits, and
Forces can be generated.
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Merchant Settings

The Merchant Settings interfaces are used to update the settings within the gateway account. This can be
accessed by the clicking on the Merchant Settings tab in the Merchant Tabs at the top of each page.

General Settings

Thisinterface allows you to change contact information, anti-fraud settings, and style settings.

Figure 2.3. Top of General Settings
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Merchant Header Tabs

In the figure above, Item 1 is the Merchant Header Tabs. You can use these links to quickly move to
other sections of the gateway system.

Settings Section Tabs

In the figure above, Item 2 are the Settings Section Tabs. These will allow you to move to the other in-
terfaces within the Merchant Settings section.

General Information

In the figure above, Item 3 is the Genera Information area. This information lists the contact informa-
tion for the gateway account.

» First Name - The contact person's first name.

e Last Name - The contact person's last name.
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Address, City, State, Zip - The business address.

Phone - The business phone number,

Fax - The business fax number.

Web Site - The business URL.

Settlement Time - This feature allows you to set the settlement time for your batches each day that
you have transactions. If you choose "Auto", setlements will happen at random times based on
volume and ease of network traffic. All times are Mountain Time.

Recurring Post-Back URL - If you use the recurring transaction features of the gateway, you may

specify a URL to receive transaction postback information when a transaction recurs. The check
mark must be set to "Activate” for that feature to be enabled.

Email Settings

In the figure above, Item 4 is the Email Settings. These allow you to designate which addresses you will
receive certain emails at.

Contact Email - The address used by the gateway for communication with the user. Settlement re-
ports are sent to this address.

Error Email - This address receives emails if there are errors in the HTML/XML integration of the
gateway into awebsite.

Order Emails - The address which will receive emails of order confirmations/receipts from the
gateway.

Customer Reply Email - This can be used if you would like an aternative address to be included in
the email confirmations that are sent to customers for them to contact you (otherwise the value for
the Order Emailsis used).

Received Failure Emails - This check box must be activated if you want to receive email notifica-
tion if atransaction is declined or fails for some other reason.

Merchant Updates Email List - Click on this link and sign up for this opt-in email list used by the
gateway to notify merchants of scheduled maintenance and any unexpected outages.

Test Transaction Settings

In the figure above, Item 5 is the Test Transaction Settings. This can be used to test a web integration
with the gateway.

Test Mode - This should only be selected if you want all transactions processed as TEST transac-
tions. By default, this is unchecked. When checked, any transactions will run as TEST transactions
and will not be processed or charged. Any transactions submitted as TEST transactions will not
show up in the Transaction Listing or Transaction Detail interfaces.

First Name - When the entry in this field is passed as the customer's first name, the transaction will
be processed as a TEST transaction. Do not use a real name, instead use something like "Test123".
Thisvalueis case-sensitive.
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Figure 2.4. Bottom of General Settings
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Customer Confirmation Email Delivery

In the figure above, Item 1 is the Customer Confirmation Email Delivery section. This feature allows
you to select/deselect which emails are sent to the email provided by the customer at the time of the
transaction. Many merchants who use a shopping cart system prefer that the shopping cart sends a con-
firmation, rather than the gateway. In that case, they remove the check marks. All emails are set to be
sent by default, except for the Pre-Auth emails.

Fraud Controls

In the figure above, Item 2 is the Fraud Controls area. These settings are provided as additional protec-
tion against potential fraud. Each of these features are optional. Y ou may use as many of these features
as you desire. None of these features can completely prevent all types of fraud, but these are some of the
most powerful anti-fraud options available on any gateway software available today.

* Allow Credits - When thisis selected, you can log into the gateway and utilize the Post A Credit in-
terface to put money into the credit card account of a customer. The interface does not function cor-
rectly unless this checkbox is marked.

» Allow Refunds - This should be enabled if you want to be able to refund past transactions in the
Transaction Listing or Transaction Detail Options area without having to enter the customer's in-
formation.

» Refunds Greater Than Sale - This checkbox, when selected, allows you to generate refunds for a
larger amount than the original payment made by the customer.
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Resubmit Greater Than Sale - This alows you to generate a charge to a past customer without
having to re-enter the customer's information. This should be enabled if you would ever possibly "re-
bill" a past customer for an amount larger than the original sale. The feature does not effect Recur-
ring transactions, only Resubmit transactions.

IP Filter Settings Interface - This alows you to access the IP Filter Management window. Thisin-
terface allows you to limit transaction submissions to the IP address/range of a specific server. This
isrequired for XML connection users and optional for HTML users. If used with HTML, be sure to
activate the "Restrict ORD By IP" feature. The HTML Transproc Module is used for HTML based
transactions. The XMLTrans moduleis used for XML. The status must be set to Active. To delete an
I P address, click the"GO" button in the Delete Column.

Figure 2.5. I P Filter Settings
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Restrict ORD By I P - This feature alows you to allow transactions only from specific IP addresses.
This is activated and used by merchants who will be making all of their customers order submis-
sions from their own server directly to our system. When enabled, you should also enter acceptable
IP addresses into the IP Filter Management window using the HTML Transproc module. It should
not be activated if customerswill be posting to the gateway system.

Restrict ORD Usage - This fraud prevention module is specifically designed to reduce the number
of 'testers' hitting merchants with credit card numbers attempting to find valid cards. If atransaction
isreceived and is NOT approved, a restriction will be automatically enabled. For the next X minutes
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no transactions will be allowed from the IP address of the original unapproved transaction. To activ-
ate this, click the checkbox and enter an amount of time in the minutes box.

e Proof of Life- Thisfeatureis also known as "Captcha Verification". When activated, a page is dis-
played to the user with a dynamically generated image containing random characters after order sub-
mission. The user must enter these characters correctly to complete the transaction submission. If
you are logged into an open session of the Merchant Center, and submit a transaction through a web-
site with an order form, it will not prompt the merchant for the entry. However, if the you do not
have an open session, you will be prompted for the entry - like a customer.

* Require VT Customer ID - This fraud prevention module gives you the ability to enforce the Cus-
tomer ID value for Virtual Termina Transactionsif you wish to do so.

* Regect Duplicates - This feature will block duplicate transactions sent through the gateway. To be
considered a duplicate transaction the following values must be identical to another successful trans-
action that has occurred in the last 24 hours. Currently this service only works with credit card trans-
actions. The following fields are used to determine duplication:

*  Credit Card Number

* Credit Card Expiration Month
e Credit Card Expiration Y ear

* Billing Street Address

« Billing Zip/Postal Code

*  Order Tota

e« Maximum Sale - This allows you to place a cap on the highest amount that they will alow to pro-
cess through the gateway. Often, a merchant will set this amount to coincide with the "maximum
volume ticket limit" imposed on them by their credit card merchant processing bank. A customer
who attempts to place a transaction which exceeds that amount will be shown an error which indic-
ates that they've entered an invalid amount.

e Minimum Sale- This allows you to place an "at least" amount. A customer who attempts to place a
transaction which does not meet at least that amount, will be shown an error which indicates that
they've entered an invalid amount.

Credit Card Processing Information

In the figure above, Item 3 isthe Credit Card Processing Information.

e Card Processing Enabled - This must be checked if you want to accept credit cards.

* Auto-Void Options - These advanced features will automatically void a transaction that would oth-
erwise be approved based on the merchant's own risk tolerance.

e« The Address and ZIP Verification Auto-Void/AVS Auto-Void Setting - All of the major
credit card processors will accept transactions that do not pass AVS. The fact that processors do
not reject non-AV S transactions is a great concern of ours. Because of this, we've introduced one
of the first AVS Auto-Void systems for the Internet. Our system allows the software to void
transactions that are allowed through the processor without passing AV S based upon the require-
ment level set by the merchant. Remember, the gateway does not provide the AVS Responses.
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Those responses are generated by the credit card issuing bank and reported by the credit card
processor based on information located in the bank's AVS database (which may or may not
match the bank's statement database). However, the gateway system will perform the Auto-Void
according to the requirements set by the merchant. These settings may be modified by the mer-
chant at any time. Keep in mind, a(n) void/auto-void of an authorized transaction cancels the
charge, but does not cancel an authorization. An authorization freezes funds in an account, so
that a completed charge can withdraw those frozen funds. A voided authorization may "freeze"
the funds in the customer's account for up to 10 days. The following levels are available:

No Auto-Void - This will alow any approved transaction to process regardless of the address
verification response.

Void Unless ZIP Matches - This will void any approved transaction for which the processor
indicates that the ZIP Code entered does not match the ZIP Code listed in the bank's AV S data-
base (even if the street address matches).

Void Unless Addr Matches - This will void any approved transaction for which the processor
indicates that the street address entered does not match the street address listed in the bank's
AVS database (even if the ZIP Code matches).

Void Unless Both Match - This setting requires that both the address and the ZIP Code match
exactly what the issuing bank's AV S database has on file for the customer. If either the address
or ZIP Code, or both, come back as a non-match, that approved transaction will be voided.

The Recurring AVS Auto-Void Setting - This feature provides auto-voiding of recurring trans-
actions based on the address and ZIP Code verifications returned by the processing network. Re-
member, the gateway does not provide the AVS Responses. Those responses are generated by
the credit card issuing bank and reported by the credit card processor based on information loc-
ated in the bank's AV S database (which may or may not match the bank's statement database).
However, the gateway system will perform the Auto-Void according to the requirements set by
the merchant. These settings may be modified by the merchant at any time. Keep in mind, a(n)
void/auto-void of an authorized transaction cancels the charge, but does not cancel an authoriza-
tion. An authorization freezes funds in an account, so that a completed charge can withdraw
those frozen funds. A voided authorization may "freeze" the funds in the customer's account for
up to 10 days. The following levels are available:

1. No Auto-Void - Thiswill alow any approved transaction to process regardless of the ad-
dress verification response.

2. Void Unless ZIP Matches - This will void any approved transaction for which the pro-
cessor indicates that the ZIP Code entered does not match the ZIP Code listed in the bank's
AV'S database (even if the street address matches).

3. Void Unless Addr Matches - This will void any approved transaction for which the pro-
cessor indicates that the street address entered does not match the street address listed in the
bank's AV S database (even if the ZIP Code matches).

4. Void Unless Both Match - This setting requires that both the address and the ZIP Code
match exactly what the issuing bank's AVS database has on file for the customer. If either
the address or ZIP Code, or both, come back as a non-match, that approved transaction will
be voided.

The CVV Verification Auto-Void Setting - The CVV code is a security feature for ‘card not
present' transactions (e.g., Internet transactions), and now appears on most (but not al) major
credit and debit cards. This feature is a three or four digit code which provides a cryptographic
check of the information embossed on the card. Therefore, the CVV code is not part of the card
number itself. This setting allows a merchant to have sale transactions automatically voided if
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the processing network indicates that the CVV entered does not match the CVV database at the
customer's credit card issuing bank. Most issuing banks do not require a CVV number to be
entered for atransaction to process. A small group of banks do require correct CVV entry for In-
ternet based transactions. The gateway system will perform the Auto-Void according to the re-
quirements set by the merchant. These settings may be modified by the merchant at any time.
Keep in mind, a(n) void/auto-void of an authorized transaction cancels the charge, but does not
cancel an authorization. An authorization freezes funds in an account, so that a completed charge
can withdraw those frozen funds. A voided authorization may "freeze" the funds in the custom-
er's account for up to 10 days. The following levels are available:

1. NoAuto-Void - Thiswill alow any approved transaction to process regardless of the CVV

verification response.

2. Void Unless CVV Matches - This setting will void any authorized transaction which is re-

turned with a non-matching or empty CVV response.

3. Void If CVV Not Entered - With this setting a customer's transaction will be voided if the

bank indicates that a CVV code should exist on the card, but was not entered.

Card Types You Are Authorized To Accept

In the figure above, Item 4 is the Card Types section. Only select card types that you are officially au-

thorized to accept by the processing banks.

Style Settings

In the figure above, Item 5 is the Style Settings. This feature alows you to modify the look and feel of

the secure pages that display as a part of a"Split Form" or "BuyNow" format.

ANY CHANGES MADE IN THE GENERAL SETTINGS AREA MUST BE SUBMITTED BY

CLIKCING THE "UPDATE" BUTTON.

Recurring Settings

This area allows you to establish recurring recipes, view transactions using recurring recipes, and modi-

fy existing recipes.

Figure 2.6. Recurring Settings Recipe List
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Merchant Header Tabs

In the figure above, Item 1 is the Merchant Header Tabs. You can use these links to quickly move to
other sections of the gateway system.

Recurring Tabs

In the figure above, Item 2 is the Recurring Tabs. You can access the different areas of the Recurring
System using these tabs.

Recipe List

In the figure above, Item 3 is the Recurring Recipe List. This displays the Recurring Recipes (or recur-
ring commands) available in your gateway.

Recurring Recipe Builder Interface

By clicking on the "Add Recipe" tab in the Recurring Tabs, you can access the interface that will allow
you to create new recurring recipes. A recurring recipe is the set of commands that tells the gateway

when to re-hill transactions using that recipe.

Figure2.7. Top of Recurring Recipe Builder
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Merchant Header Tabs

In the figure above, Item 1 is the Merchant Header Tabs. You can use these links to quickly move to
other sections of the gateway system.

Recurring Tabs

In the figure above, Item 2 is the Recurring Tabs. You can access the different areas of the Recurring
System using these tabs.
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Naming Tool

In the figure above, Item 3 is the Naming Tool. When selecting a recipe name, please remember that it
will be case-sensitive (must be lowercase) and can be only one word. Any apha-numeric characters can
be used. You should make it easy to remember. For instance, you may want to name a recipe
"1stofmonth™ if it's designed to bill on the first day of the month.

Recipe Types

In the figure above, Item 3 is the Recipe Types section. Only one recipe type may be used per recipe.

e Scheduled Recipes - Using a Scheduled Recipe allows you to run ALL transactions linked to a re-
cipe at a date that can be controlled and scheduled manually using the scheduling tool. The schedul-
ing tool may be accessed from your Recipe List after a Scheduled Recipe is built. The scheduling
tool is only available for scheduled recipes. The "Delay Period" can be used to prevent a transaction
from recurring too soon after the initial transaction is processed. The "Delay Period" is the number
of days after the original transaction before it is €eligible for a scheduled recurrence. To build a
Scheduled Recipe, choose a recipe name, click the radio button to the left of "Scheduled”, enter a nu-
meric value for the number of days in the "Delay Period", add any additional features, and click the
"Create Recipe" button.

» Day Recipes - This type of recipe alows you to bill transactions applied to a recipe to bill every X
number of days after the initial billing (and from billing to billing). To build a Day Recipe, choose a
recipe name, click the radio button to the left of "Day", enter the value for the number of days
between recurrings, add any additional features, and click the "Create Recipe" button.

*  Week Recipes - Building a Week Recipe allows you to hill a transaction on specific days of the
week - even multiple days during the same week. You can select 1, 2, or 3 weeks between hillings
and can check any day or (days) for the billings to take place. To build a Week Recipe, choose are-
cipe name, click the radio button to the left of "Week", select the value for the number of weeks
between recurrings, select the day (or days) of the week on which the billings will take place, add
any additional features, and click the "Create Recipe" button.

* Month Recipes - The type of recipe alows a merchant to bill transactions every X number of
months on the Nth day (or days) of that month. Since some months have only 28, 30, or 31 daysin
the month, days 29-31 are covered under the "Last Day" selection. This type of recipe assumes that
the recurring will begin in the calendar month after the initial transaction is processed. This means if,
for instance, atransaction is billed on January 5th, and the recipe instructions are built to bill every 1
month on the 15th day of the month, the transaction would experience its first recurring billing on
February 15th (not on January 15th). To build a Month Recipe, choose a recipe name, click the radio
button to the left of "Month", select the value for the number of months between recurrings, select
the day (or days) of the month on which the billings will take place, add any additional features, and
click the "Create Recipe" button.

Figure 2.8. Bottom of Recurring Recipe Builder
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Split Amounts

In the figure above, Item 1 is the Split Amounts section. This feature allows the recurring transactions to
be billed a different amount than the initia transaction. The amount can be changed automatically is set-
ting up a form based recurring transaction using a recipe built with the Split Amounts function, or the
amount can be changed manually in the "Edit Recurring Items" interface. If there is ever the potential
that the amount of abilling may increase, it iswise to set al recipesto alow Split Amounts.

Email Text

In the figure above, Item 2 is the Email Text section. This allows you to pass a generic message in the
text of each of the confirmation emails sent out when a transaction using the recipe recurs.

Create Recipe Button
In the figure above, Item 3 is the Create Recipe button section.

ANY RECIPE CREATED IN THISINTERFACE MUST BE SUBMITTED BY CLIKCING THE
"CREATE RECIPE" BUTTON.

Recurring Help Window

By clicking on the "Recurring Help" tab in the Recurring Tabs, you can access a window with additional
guidance on using the Recurring Billing system.

IP Filtering Management

This interface alows a you to limit transaction submissions to the IP address/range of a specific server.
Thisisrequired for XML connection users and optional for HTML users. If used with HTML, be sure to
activate the "Restrict ORD By IP" feature in the Merchant Settings. The HTML Transproc Module is
used for HTML based transactions. The XML Trans module is used for XML. If you want an |P address
available for both XML and HTML, please use the Global module. The status must be set to Active. To
delete an IP address, click the "GO" button in the Delete Column.

Figure 2.9. IP Filter Interface
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Merchant Header Tabs

In the figure above, Item 1 is the Merchant Header Tabs. You can use these links to quickly move to
other sections of the gateway system.

Settings Section Tabs

In the figure above, Item 2 is the Settings Section Tabs. These will allow you to move to the interfaces
within the Merchant Settings section.

The IP Filter
In the figure above, Item 3 is the IP Filter. Enter the required information here to set your filters. By de-
fault, it will display all types of filters. If you would like to view only the XML or only the HTML, click
on the links in the upper right corner.

IP Examples

In the figure above, Item 3 isthe examples of how | P addresses/ranges should be entered into the filter.

Virtual Terminal

The Standard Virtual Terminal Interface is the page that opens by default when ayou click on the Virtu-
a Termina link in the Merchant Header Tabs. This interface alows you to type in severa different
items for purchase, as well as separate shipping and tax charges for the entire purchase. The interface
can be used for check/EFT or credit card payments.

Figure 2.10. Top of Standard Virtual Terminal
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Merchant Header Tabs

In the figure above, Item 1 is the Merchant Tabs. These are the tabs that can be clicked on to open the
various features of the Gateway Interface.

Virtual Terminal Tabs

In the figure above Item 2 is the Virtual Terminal Tabs. These enable you to use the aternative Virtual
Termina interfaces. This only includes instructions for the Standard Virtual Terminal. To access in-
formation for the other formats, click on the "Support" link in the Merchant Header Tabs and open the
Complete Gateway Documentation.

Standard Virtual Terminal Layout

In the figure, above Item 3 is the top oflayout of the standard Virtual Terminal. The bottom half is dis-
played in the next figure.

Order Information Section

Some of the entry fields in this area are required and others are optional. Y ou can choose to enter up to
ten separate items plus shipping and tax amounts, or can submit a single item which is a total of the
amount to be hilled to the customer. To access items 6-10, please use the scroll bar on the left side of the
"Tota" column.

* Item Description - You should enter the name of the product that a customer is purchasing in this
field. This information will be recorded in your Transaction Listing and in the Merchant/Customer
confirmation emails. Some merchants choose to enter all of the itemsin a single line item - either
with each item detailed, or with a generic description like "Purchased Items'. This can be done as
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long as the value for the Item Qty is "1" and the total price of the purchase is entered into the Item
Pricefield.

e Item Qty - This vaue will be multiplied by the amount listed in the Item Price field to provide the
value for the Item Total. Thisvalue can be"1", even if you are selling multiple quantities - aslong as
the Item Price amount is the cost of all of the products combined.

* Item Price - The amount listed here will be multiplied by the value listed in the Item Qty to provide
the value for the Item Total.

* Item Total - Thisvalueisarrived at when the Virtual Terminal automatically multiplies the value of
the Item Qty and the Item Price for asingle item.

e Total - Thisamount is the sum of the Item Totals for al items purchased.

* Include Shipping Checkbox - This should be selected if you would like shipping to be a separate
lineitem. This must be used in conjunction with an entry in the " Shipping Amount" field.

»  Shipping Amount - This value should be the amount of shipping for the entire purchase. The Virtu-
a Terminal does not calculate shipping. A merchant will need to calculate that prior to entering the
transaction in this interface. If the "Include Shipping" checkbox is selected, there must be a value in
thisfield.

» Include Tax Checkbox - This should be selected if a merchant would like tax to be a separate line
item. This must be used in conjunction with an entry in the "Tax Amount" field.

e Tax Amount - This value should be the amount of tax for the entire purchase. The Virtual Terminal
does not calculate tax rates. Y ou will need to calculate that prior to entering the transaction in thisin-
terface. If the "Include Tax" checkbox is selected, there must be avaluein thisfield.

* Order Total - Thisvalue isthe sum of the Total, the Shipping amount, and the Tax amount. Thisis
the amount that will be charged to the customer's card.

 Email Text - This field allows you to enter a message up to 255 characters which will display on
both the merchant confirmation email and on the customer confirmation email.

» Approval Code - The value for this field can only be obtained directly from the Credit Card Mer-
chant Account Processor's VVoice Approva phone service. This feature should only be used if a"call
authorization center" error response was received during a previous authorization attempt. The ap-
proval code will be a numeric or apha-numeric code provided by the Voice Approval service. The
gateway does not provide voice approval codes. Those codes must be obtained directly from the
Merchant Account Processor.

* CVV Number - The value for this field is the CVV or CVV2/CID code listed on the credit card.
This three or four digit numeric codeis used as afraud deterrent.

e Auth Only Checkbox - A merchant should never check this box, unless they do not desire to actu-
aly charge a customer's card. When this is selected the transaction will only run a "pre-au-
thorization" which verifies the card account and a set amount in the account, but it does not actually
charge the card. The pre-authorized amount is "frozen" on the account. A pre-authorized transaction
can be converted to afull transaction by running a post-authorization from the Transaction Listing. If
no post-authorization is run, the money is never paid to the merchant and the "frozen" funds will be
released back to the customer's available credit limit after 10 business days.

Payment Information Section
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Figure 2.11. Bottom of Standard Virtual Terminal
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To begin to enter payment information, you must select the radio button for the customer's payment
method (either Check or Credit Card). This radio button will enable the appropriate/required fields for
the payment type and disable the others.

* Credit Card Information - These fields will be enabled if you select the Credit Card Payment
Method radio button.

e Card Number - The customer's credit card number should be entered into this field without any
dashes or spaces.

e Exp. Date - The expiration month and year should be selected in this area.

» Checking Account Information - These fields will be enabled if you select the Check Payment
Method radio button.
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ABA Number - This is the nine digit ABA Routing number for a customer's bank. These are
generaly thefirst nine numbers listed in the line of numbers across the bottom of a check.

Account Number - Thisis the customer's checking account number asit appears on a check.

Check Number - This can be entered for a Check transaction, but should be left blank for an
EFT transaction. If a check number is entered, the customer should take the corresponding phys-
ical check and write "V OID" acrossiit.

Check Memo - This can be entered for a check transaction, but should be left blank for an EFT
transaction. Thiswill populate the Memo Line on a check draft.

Account Type - A merchant needs to use the selection tool to indicate whether the customer's
checking account is a Personal or a Business checking account.

Account Source - Thisvalue is for NACHA transactions and identify whether the payment was
drafted from a checking or savings account.

Recurring Information - If your transaction needs to be set as a recurring transaction, click the
"Toggle" button to display the appropriate entry fields.

Recipe Name - This drop down menu displays all of a merchant's pre-built recipes, which will
provide the rules and schedule by which a transaction will re-bill when set with at least one re-
maining repetition.

Number of Repetitions - This is the numeric value for the amount of times the Recurring Re-
cipe needs to cycle. Each successful repetition will cycle down the number of remaining repeti-
tions by one until it reaches zero.

Recurring Total - If the amount that is to recur is the same as the total amount listed in the Ini-
tial Transaction Information, please leave this blank. This feature can be used in conjunction
with Recurring Recipes designated by the merchant as a " Split Amount" recipe. When an amount
is entered into this field, that Recurring Total will be the amount billed when the transaction re-
curs. For example, merchants who bill a one time setup fee and then a different amount for
monthly service fees, would put the amount of the monthly service fee in the Recurring Total
field.

Recurring Description - If the Item Description used in the Initial Transaction Information is a
sufficient explanation for both the initial payment and any subsequent recurring transactions,
please leave this blank. If, however, the merchant would like this to display differently on sub-
sequent recurring hillings, please enter an adequate description in this field.

Billing Information - All fields here are required unless otherwise indicated.

First Name - This should be the customer's first name.

Last Name - This should be the customer's last name.

Address - This should be the cardholder's street address as listed with the account issuer.

City - This should be the cardholder's city as listed with the account issuer.

State - This should be the state abbreviation of the cardholder as listed with the account issuer.
ZIP - This should be the cardholder's postal code as listed with the account issuer.

Country - This should be the cardholder's country as listed with the account issuer.
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« Phone - This should be a contact phone number for the customer.

e« Cust ID - Thisis an optional field that allows a merchant to enter a tracking number for their

customers.

* Email - This should be the customer's email address. The transaction confirmation email will be

sent to this address.

* Optional Shipping Information - Each of these fields are optional and can be populated with al-
ternative shipping address data. The processing banks are unable to verify this information. If you

enter one item here, you'll need to enter it all (or use the "Same As Billing" button).

Transactions

The Transactions interfaces are used to view and print reports gateway account and create new types of
alternative transactions. This can be accessed by the clicking on the Transactions tab in the Merchant
Tabs at the top of each page.

Transaction Search

This is the default search mechanism for the gateway. It will allow you to pull open alist of transactions

based on specific search requirements.

Figure 2.12. Top of Transaction Search
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In the figure above, Item 1 is the Merchant Header Tabs. You can use these links to quickly move to
other sections of the gateway system.

Transactions Section Tabs

In the figure above, Item 2 is the Transactions Section Tabs. These will alow you to move to the other
interfaces within the Transactions section.

Transaction Details Search Area
In the figure above, Item 3 is the Transaction Details Search area. This search section searches using
card information. These are the explanations of search criteria:
* Type - Use this drop down to view a certain kind of transaction (i.e. Order, Credit, Void, Postauth).

This defaultsto "All" and allows for a search for any transaction type.

» Payment Type - This identifies whether you are searching for a credit card payment, check pay-
ment, or EFT payment. This defaultsto "All" and will search for any payment type.

e Card Type - Thisis used when you need to search for transactions run on a specific card type (i.e.
American Express, Discover, Diners Club/Carte Blanche, MasterCard, Visa). This defaults to "All"
and allows for a search for any card transactions.

e AVSCategory - Thisalows for a search of transactions with a specific AV'S category.

» Batch Numbers- Use thisfeature to pull open alist of al transactions in a specific batch.

e |P- Thisisused to search for transactions generated from a specific |P address.

» Trans Source - Use this to search for transactions generated from a specific source (i.e. Auto-
Voided, Web Form, Phone System, Recurring, Virtual Terminal, XML).

» Sub-Action - This alows for a search of different types of order transactions (i.e. Sale, Force, Pr-
eAuth). This defaultsto "All" and will search for any type of order transaction.

e Status- Thisalows for a search of transactions using the status as the criteria (i.e. OK, Failure, Er-
ror, AVS Failure, Unknown Error, Incomplete). This defaults to "All" and will search for a transac-
tion with any status.

* Last Four - Thisis used to search for transactions which were generated from an account ending in
a specific last four digits of the account.

» AVSResponse - Thisallowsfor a search of transactions with a specific AVS response.

» Approval - Thisis used to search for atransaction with a specific authorization code.

* CVV2Response - Thisallows for a search of transactions with a specific CVV response.
o XID First - Thisisthefirst entry if doing asearch of all transactionsin an XID range.

* XID Last - Thisisthe ending entry if doing a search of al transactionsin an XID range.

e Total - Thisistotal amount of atransaction.

Customer Home Information

In the figure above, Item 4 is the Customer Home Information area. This search section searches using
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customer information that was submitted at the time of the transaction. This is not necessarily the card-
holder information. The following search criteria can be used:

» First Name - This can be used to search for al transactions generated using a specific customer first
name.

e Last Name - This can be used to search for all transactions generated using a specific customer last
name.

* Address- Thisalowsfor asearch for transactions using a specific street address.

e City - Thiswill search for transactions submitted from a specific city.

» State- Thisalowsfor transactions to be searched for using the state as the criteria.
e Zip - This searches transactions generated using a specific ZIP Code.

* Country - Thisallows you to search for all transactions submitted using a specific country.

Customer Shipping Information
In the figure above, Item 5 is the Customer Shipping Information area. This search section searches us-

ing customer shipping information that was submitted at the time of the transaction. This is not necessar-
ily the cardholder information. The following search criteria can be used:

» First Name - This can be used to search for al transactions generated using a specific shipping first
name.

* Last Name - This can be used to search for all transactions generated using a specific shipping last
name.

e Address- Thisalowsfor asearch for transactions using a specific shipping street address.

» City - Thiswill search for transactions submitted from a specific shipping city.

» State- Thisalowsfor transactions to be searched for using the shipping state as the criteria.
» Zip - This searches transactions generated using a specific shipping ZIP Code.

e Country - Thisallowsyou to search for all transactions submitted using a specific shipping country.

Figure 2.13. Bottom of Transaction Search
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Recurring Information
In the figure above, Item 1 is the Recurring Information area. This search section is designed to assist
you in reviewing specific recurring transactions. These are the explanations of search criteria:
e Parent XID - Thisis used to search for any transactions that were generated as child transactions

from the same parent transaction.

* Recipe Name - This allows for you to find all transactions associated with a specific recurring re-
cipe.

* Recur Status - This searches for recurring transactions based on the status of the transaction (i.e.
Begun, Error, Complete).

* Recur XID - This searches by the Recurring XID.

Customer Contact Information
In the figure above, Item 2 is the Customer Contact Information area. This search section searches using
contact information that was submitted at the time of the transaction. This is not necessarily the card-
holder information. The following search criteria can be used:
» Phone- Thisalows a search of transactions by phone number.
» Email - You can search for all transactions submitted with a specific email address.
» Ext Cust ID - This can be used to search for a specific transaction that was submitted with the
"cust_id" field.
Transaction Date Information
In the figure above, Item 3 is the Transaction Date Information area. This section is the cornerstone of

the entire search mechanism. When doing any type of search, enter a valid date range. The date range
only alows amerchant to view the current and previous calendar year.

Output Information
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In the figure above, Item 4 is the Output Information area.This section allows a merchant to determine
how much information and in what format the search data s displayed.

Records Per Page - Thisis used to display the number of transactions in the search display. The de-
fault value is 100 transactions, but alternate values are 25, 50, 250, 500.

Output Format - Thisis used do create different types of files for the data to display. Here are the
options:

HTML List - This is the default display. It will pull open an HTML page that displays the in-
formation in aversion much like the Standard Transaction Listing.

XML List - Thiswill download the datain an XML file.

CSV List - Thiswill download the datain a CSV (comma separated value) file. Microsoft Excel
or similar applications can be used to view the CSV file.

Transaction Report

When the Transaction Search interface is completed and you submit the "Search Transactions' button
the following page will display:

Figure 2.14. Transaction Report
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Across the top of the Transaction Listing, a merchant's name and gateway 1D is displayed. Each of the
items across the top have important features:

Page Links - These indicate how many pages of transactions a date range includes. Each transaction
listing page lists up to 50 transactions. The pages may be moved through by clicking on the "First",
"Prev", "Next" and "Last" buttons at the top or the bottom of the page.

ThePrint Listing Button - Thisinstructs a computer to print the page being viewed.

The Explanation of Codes Button - This opens a window explaining the information displayed in
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the Status, AV'S, and CVV columns.

The Close Window Button - This closes the Transaction Listing window.

Download Data Options - By selecting CSV or XML in the drop down menu and clicking the
"GO" button, a file will download that includes the details of al of transactions in the opened date
range.

The Estimated Open Batch Total Link - This link opens a window that displays the then-current
batch total based on information in the gateway. This may or may not match with the batch amount
on the processor's system.

DATE AND TIME - This value in this column is the date and time of the origina transaction at-
tempt.

XID - This value is the ID number assigned automatically to a transaction when it is submitted
through the gateway system. When a merchant clicks on the X1D number, the Transaction Detail for
that X1D will open.

PXID - Thisvalueisthe Parent XID, or the XID of the transaction which is the originating XID of a
recurring transaction, a void, a credit/refund, a postauth, or a resubmitted transaction. This field will
be blank unless the transaction has an originating X1D. When a merchant clicks on the PXID num-
ber, the Transaction Detail for that XID will open.

CXID - Thisvaueisthe Child XID, or the XID of the transaction which has used this transaction as
the originating transaction for a recurring transaction, a void, a credit/refund, a postauth, or a resub-
mitted transaction. This field will be blank if the transaction has no child transactions. When a mer-
chant clicks on the CX1D number, the Transaction Detail for that XID will open.

ACTION - Thisfield identifies what type of transaction was submitted.

STATUS - The field identifies whether a transaction was successful or not. Potential values are lis-
ted below:

e Ok - Valid Transaction
« Incomplete - Generally indicates transaction is currently in process.

e Error - Error receiving response from network. May be caused by user error or an unknown re-
sponse during transaction processing.

* Fail - Could be any of the following reasons:
* Declined
e Card Expired
* Invalid Card Number
* Lostor Stolen Card
» Card Type Not Supported
* Service Not Allowed
e User Input Data Error

* No Answer From Processing Network
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» No Response From Processing Network
Review the Transaction Detail "Error Message” field for the specific reason for failure.

e AVS- Thiscolumnis blank for check or EFT transactions. The value is the response received from
the processing network to indicate whether the address and ZIP Code matched the credit card's ac-
count address on file in the bank's AVS database or not. Different processors have different values.
To keep the listing simple, the listing shows 6 easy to understand categories (A& Z - address and ZIP
match, ZI P - address does not match but ZIP does, Addr - address matches but ZIP does not, GNP -
Global Non-Participator/foreign card can not be verified, U - unsupported AVS, and N - neither ad-
dress nor ZIP matches). Those simple categories include several types of responses generated from
the processors.

* CVV Response - This field is blank for check or EFT transactions. The value is the response re-

ceived from the processing network to indicate whether the CVV/CID/CVV 2 code matched or not.
Here are the possible responses:

Table2.1. CVV Responses

Mat ch

No Mat ch

Not Ent ered/ Processed

CW shoul d be present, but was not entered/processed.
No response from card issuer.

Unavai |l abl e. Card issuer not certified for CVW.

cCxXnoz

TYPE - This area displays the payment instrument/card type used for the transaction.

FIRST NAME- This value is the customer's first name as submitted with the transaction informa-
tion.

LAST NAME - This value is the customer's last name as submitted with the transaction informa-
tion.

AUTH # - Thisisthe authorization code issued by the credit card issuing bank for approved transac-
tions.

« BATCH - This number indicates the batch that the transaction is a part of. This is not listed for
check or EFT transactions.

AMOUNT - Thisvaue isthe total amount that was billed to a customer's account.

RECUR - The "GO" button in this column opens the "Recurring Detail" window where a merchant
can modify the recurring commands for a transaction.

OPTIONS- The"GO" button in this column opens the "Transaction Options" window where a mer-
chant can run refunds, voids, forces, resubmits, postauths, and resend emails.

The Transaction Detail Window
A merchant can access the data for a specific transaction by entering the XID number into the Transac-

tion Detail tool and pressing the "GO" button or by clicking on the XID number of the transaction in the
Transaction Report.
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Figure 2.15. Transaction Detail Window

Transaction Detail for XID 32428094

DATE & TIME XD |P-XID C-XID ACTION|STATUS|INSTR|  FIRST AST | AUTH # | AMOUNT OPTIONS RECUR

1{;?‘22%0 32428094 Order| Ok |@®% |Customer| Name [TAS995| $5.50
CUSTOMER INFORMATION: SHIPPING ADDRESS:
Name: Customer Name Person Name
Address: 123 Main St 321 Center St

BH, CA 90210 BH ,CA 90210

USA USA
Telephone: 8885551234
Email: email@domain.com
Cust ID: ABC123
TRANSACTION DATA:
Last Four: 5454 IAVS Response: N
Batch: 458 CVV Response:
Order Total: $5.50 IP Address: 65.103.239.179
Transaction Source: session Error Message:
FORM ITEMS:

Item 1

cost 5.50
desc Monthly Payment
gty 1
RECURRING INFORMATION:
Start Date: 1/13/2010
Recipe Name: 1st
Remaining Reps: 924
Recurring Total: 14.00
On Hold: Yes
Recurring History:

( Go Back ) (Close Window ) (" Print Detail )

The Transaction Information Section
This section includes the same information displayed about a transaction in the Transaction Report. This
is the definition of each of those fields:
« DATE AND TIME - Thisvalueisthe date and time of the original transaction attempt.

* XID - This value is the ID number assigned automaticaly to a transaction when it is submitted
through the gateway system.

e PXID - Thisvaueisthe Parent XID, or the XID of the transaction which is the originating XID of a
recurring transaction, a void, a credit/refund, a postauth, or a resubmitted transaction. This field will
be blank if the transaction is an originating transaction itself.
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» CXID - Thisvaueisthe Child XID, or the XID of the transaction which has used this transaction as
the originating transaction for a recurring transaction, a void, a credit/refund, a postauth, or a resub-
mitted transaction. Thisfield will be blank if the transaction has no child transactions.

» ACTION - Thisfield identifies what type of transaction was submitted.

e STATUS - The field identifies whether a transaction was successful or not. Potential values are lis-
ted below:

e Ok - Valid Transaction
¢ Incomplete - Generally indicates transaction is currently in process.

e Error - Error receiving response from network. May be caused by user error or an unknown re-
sponse during transaction processing.

e Fail - Could be any of the following reasons:
* Declined
e Card Expired
* Invalid Card Number
* Lostor Stolen Card
e Card Type Not Supported
* Service Not Allowed
e User Input Data Error
» No Answer From Processing Network
*  No Response From Processing Network
Review the Transaction Detail "Error Message" field for the specific reason for failure.
* INSTR - This area displays the payment instrument/card type was used for the transaction.

* FIRST NAME - This value is the customer's first name as submitted with the transaction informa-
tion.

e LAST NAME - This value is the customer's last name as submitted with the transaction informa-
tion.

* AUTH #- Thisisthe authorization code issued by the credit card issuing bank for approved transac-
tions.

« AMOUNT - Thisvalueisthe total amount that was billed to a customer's account.

* OPTIONS- The"GO" button in this column opens the "Transaction Options’ window where a mer-
chant can run refunds, voids, forces, resubmits, postauths, and resend emails.

* RECUR - The"GQO" button in this column opens the "Recurring Detail" window where a merchant
can modify the recurring commands for a transaction.

The Options Window
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By clicking the "GO" button in the "OPTIONS" column in the Transaction information Section, the OP-
TIONS window will open.

Figure 2.16. Options Window

__DATE & TIME | ACTICHSTATUSFIRST HAME|LAST NAME AUTH # [AMOUNT
2272006 151046 Order| Ok | Customer| MName 002382 $1.00
The fallowing options are available for XID 9999939
I e i Gopaoen
Void
let for Email: |
Hﬂ;ﬂil.:{]'lll_:j& 1.0 I’ PROCESS REFLIMD
Refund
Tet for Email: |
Auth Code: " PROCESS FORCE
Force .
Texl for Email: |
To resubrmil a tramseclion using the sarmae ilen
duscdplions, llem guanlties, and Lom cosls o
Option 1 e origing 1assaction isted above. SIToy DEes
tie FESLIEMIT hutton balva
| RESLIBMIT
T resubmit a trarsaclion using the same accoun
Opticn 2 numbse but @ diffesent descrplion and frarsaction
P total, complots the Form belos ord press
Resubmit RESUBRMIT NEW, Badn fleias A requires
Options Neaw Amount
Mew Description: |
" mEsLsnent ew
You may type a message hare that wil e
Dpﬁnnal InCiuded In Lhie confirmalion amall mges e,
Text for Email: |
D Customar Confimmation 2 Merchant Confirmation
Resend Email This will reganerate the email sert 1 the time of tha ongina ransacton.
Confirmation
T RFSFMO ERLAR SO |
|1 Custamer Confimmation ) Merchant Confirmation
View Email This will &7 ernail sea7 al the Lime of the ofiginal rarsaction
Confirmation
L L
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The features displayed above are the options available for a successful sale transaction. In addition to
these, the Postauth option is available on Pre-Authorized transactions. Here is what these features do:

* Void - This feature can be used to cancel sale, resubmit, or refund/credit transactions. Voids may
only be issued prior to the batch settlement for the open batch that the original transaction is pro-
cessed in. Batch settlement cycles daily. The "Text for Email” field can be used to add a message of
up to 255 characters which will display on the emailed transaction confirmation.

» Refund - Thisinterface is used to generate a refund to a customer's account. By default, the amount
in the interface will be the amount of the original transaction. A merchant can modify the amount as
needed. The "Text for Email” field can be used to add a message of up to 255 characters which will
display on the emailed transaction confirmation.

* Force - This feature should only be used if instructed to by the credit card processing network.
When instructed to process a forced transaction, enter the approval code in the "Auth Code" field.
The "Text for Email” field can be used to add a message of up to 255 characters which will display
on the emailed transaction confirmation.

» PostAuth - Although not displayed in Figure, this feature is used to complete a sale on a pre-
authorized transaction.

* Resubmit Options - There are two options to be used in different situations.

1. Resubmit Original Transaction - Thiswill generate a new transaction using all of the inform-
ation, including amount and description, processed during the original transaction.

2. Resubmit New Transaction - This will generate a new transaction using all of the billing in-
formation from the original transaction, but will process using the newly entered amount and
description.

* Resend Email Confirmation - This generates a copy of the email(s) sent at the time of the transac-
tion. This can send either the Customer Confirmation, the Merchant Confirmation, or both.

» View Email Confirmation - This displays copies of the emails sent at the time of the transaction.

The Recurring Detail Window

Clicking on the "GQO" button in the "RECUR" column opens the Recurring Detail Window.

Figure 2.17. Recurring Detail Window
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Recurring Setup

Parent Transaction Schedule
XID: 103018 Recipe: Monthly1
Date: 2010-03-24 11:03:52 Interval: month

Next Run: 2010-04-01
Remaining Reps: 10

Billing Items
Description Quantity Price Total
Monthly Charge 1 $5.55 $5.55
Edit Setup

Billing Information

Contact Info Payment Info
Name: Customer Name Type: Card
Phone: 8885551234 Card Type: MasterCard
Email: email@domain.com Last Four: 5454
User ID: Test123ABC Expiration: 6/2010
Billing Address Shipping Address
123 Main St
BH Ca, 90210 .
USA
Edit Billing Info

“'jGo Back_.\ "f_Back To Detailj_\

To edit the recipe, the remaining repetitions, or item amounts, click "Edit Setup”. Modify the in-
formation as necessary. Click into the "Repetitons’ field, and edit or delete the value, and enter the
new number of repetitions (set it to "0" to stop future recurrings). If you need to change the amount
to be hilled or the items, uncheck the "Use Current Items" box and editing and additional line tools
will display. Once the necessary fields are completed, click the "Update Recurring Setup” button.

Figure 2.18. Recurring Billing Info Edit Page Example: Recurring Transaction
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Parent Info
Type: Card
Card Type: MasterCard
Last Four: 5454
Expiration: 6/2010

Select Recipe
Recipe

Contact Info

Name: Customer Name
Phone: 8885551234
Email: email@domain.com
User ID: Test123ABC

Recurring Repetitions
Repetitions

[ Manthlyl - month s ] & |
Recurring Items
["1Use Current ltems
Description Quantity Price Total
X |Monthly Service Fee 1 §5.00 $5.00
X 0 $0.00 $0.00

[ P ——
Add Line Item )

Recurring %Eod.wt

{Update Recurring Setup \

"(_ Go Eack? ”_Back To Detail-_\

The page also gives a merchant a way to access the edit the information used for billing. To edit any
of that information, the remaining repetitions, or item amounts, click "Edit Billing Info". Edit any
necessary information and click the "Submit" button.

Figure 2.19. Recurring Billing Info Edit Page Example: Recurring Transaction

32



Gateway Access

Enter billing address Enter card information
Street First name
123 Main 5t Customer
City Last name
EH Name
State Card number
Ca
Zip code Expiration date month / year
90210
Country
us,

Email address (to send confirmation)

email@domain.com

Telephone
8885551234

Customer ID
Testl23ABC

'_’_Suhmit \

'(_ Go Back \ '( Back To Detail \

The Customer Information Section

The Customer Information displays the information that was entered concerning the cardholder at the

time of the transaction. Thisis the definition of each of those fields:

» Name - Thisdisplaysthefirst and last name entered for the cardholder.

» Address - This displays the street address, city, state, ZIP Code, and country entered at the time the
transaction was submitted. It is this information that is submitted as the data to the AV'S (address
verification system) at the card processor.

e Teephone - Thisvalueisthe phone number entered at the time of the transaction.

* Email - Thisisthe email address which was submitted at the time of the transaction, and the address
to which customer confirmation emails will be sent to (if the merchant has that feature enabled).

The Shipping Address Information Section

This area will be blank unless the optional shipping information is submitted with the transaction at-
tempt.

The Transaction Data Section
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This area provides information about how a transaction was submitted and the status of the transaction.

e Last Four - These are the last four digits of the credit card number. This is not listed for check or
EFT transactions.

» Batch - This number indicates the batch that the transaction is a part of. Thisis not listed for check
or EFT transactions.

* Order Total - Thisvalueisthe full amount that was billed to the customer.
e Transaction Source - Thisindicates how atransaction was submitted. The possible values are;

e Cust - Thisindicates that a transaction was submitted viaan HTML form post generated from an
Internet order form.

e Session - Thisindicates that a transaction was submitted via any of the Control Panel interfaces.
XML - Thisindicates that atransaction was submitted viaan XML query.

» AVS Response - This field is blank for check or EFT transactions. The value is the response re-
ceived from the processing network to indicate whether the address and ZIP Code matched the credit
card's account address on file in the bank's AV S database or not. Different processors have different
values.

 CVV Response - This field is blank for check or EFT transactions. The value is the response re-
ceived from the processing network to indicate whether the CVV/CID/CVV2 code matched or not.
Here are the possible responses:

Table2.2. CVV Responses

Mat ch

No Match

Not Ent ered/ Processed

CW shoul d be present, but was not entered/processed.
No response from card issuer.

Unavai |l abl e. Card issuer not certified for CW.

cXnovzZ

» |P Address- Thisvaueisthe |P address from which a transaction was submitted.
e Error Message - When a transaction fails, the response from the processor is listed in this field.
Thisfield is blank on a successful transaction.
The Form Items Section
For each item submitted to the gateway system as a part of atotal transaction, a separate Item Explana-
tion will be displayed.
» Item Explanation - Displays item number.

* Cost - Thisvalueisthe price of each quantity of an item. This value is multiplied by the "Qty" value
to populate the "Tot" field.

* Desc- Thisvalueis the description of the item submitted with the transaction.
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» Qty - Thisvalueisthe number of thisitem purchased. Thisvalueis multiplied by the "Cost" vaueto
populate the "Tot" field.

e Tot - Thisvalueistheitem total. The value is reached by multiplying the "Cost" by the "Qty".

The Recurring Information Section
When atransaction is set to be arecurring transaction, this areawill display.
e Start Date - The day of when atransaction was set as a recurring transaction. This date may or may
not coincide with the date of the original transaction.

* Recipe Name - This value is the name of the recurring recipe that is set to the transaction at that
time.

* Remaining Reps - The number of repetitions left that the transaction will continue to rebill until it
cyclesto zero or is set to zero.

* Recurring Total - The amount that will be charged for future transactions.

* OnHold - Thiswill display ared YES or a green NO indicating whether the transaction is on hold
to prevent future billings or not. By clicking on the value, you can toggle between on hold (YES) or
no on hold (NO).

* Recurring History - Clicking this "GO" button will pull open the history of the recurring attempts
on the specific transaction.

Chargeback Interface

This interface is used to locate a transaction if a credit card humber and the approximate date of the
transaction are known. This is normally used by merchants in a "chargeback" situation, when a card-
holder has disputed a charge. When a charge is disputed, a letter is sent to the merchant by the card pro-
cessing bank which lists only the card number and the date of the transaction. This interface will allow a
merchant to locate the XID of transaction in question, so that the chargeback request can be answered
with the necessary transaction data from the Transaction Detail.

Figure 2.20. Chargeback Interface

o
|'1 \ Merchant Center
| |

M —
.y
(2)mrs

T Chargeback Search
The rhargeharce mberface srabiles you find specific ransacticm
. {3Ccj baced on & crudit card number and the ransscdon dats,
{ 3 J Transaction Data: (15| (1 &) Tomls
"\‘_ J_/'II Card Number:
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Merchant Header Tabs

In the figure above, Item 1 is the Merchant Header Tabs. You can use these links to quickly move to
other sections of the gateway system.

Transactions Section Tabs

In the figure above, Item 2 is the Transactions Section Tabs. These will alow you to move to the other
interfaces within the Transactions section.

Chargeback Search

In the figure above, Item 3 is the Chargeback Search. To use it, select the date listed in the chargeback
request letter, enter the card number with no dashes or spaces, and then click the "Find Transactions'
button, which will open a window displaying al of the transactions using that card number on or near
the date selected.

The Post A Credit Tool

This interface is used to generate a refund or payment to a cardholder's account that was not originally
charged through the gateway account. This feature should only be used in that case. If a transaction has
processed through the gateway, please use the VOID or CREDIT/REFUND functions in the OPTIONS
interface of the Transaction Listing.

Figure 2.21. Post A Credit Tool
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Transactien Chargeback Und s
Searth [ntarfoce Rzczints Transacticn

Credit Reguest Farm

D NOT USE THIS FORM...
Wnless you hava chackad the Tronsacticn Listing FIRST. Tha Transastion
Listing may ke used to crecit a custamer's card (inoreal-time, This applies to
Fiall and pailial ciadils.
Ta do this, follow these sieps:
1 - Create a Transaction Usting for the date(s] required.
2 - Find the ariginal transaction on the listing,
3 - Preas the “Woid /Credit” buttorn arnd follow the steps outlined,
If the original Wansaction does not sppear on the Transaction Listing, you
may use the form below.

Cradil Amount:

Taxt for Email:
Credit Method: s Crolit Card Chack
Cridit Card Information
Cracit Card M b -

Expliraticn Bata:
Chacking Accaant Tnformatlon Reouires Ao valion Throogh EFT Provider)
ABA Mumabear: 1§ i
Accousnl Nusmber: ' L
Cusbomar Infecrmatsion
Flrst Mame: Last Mame:
Aul s
City; Skate; Ehps
Coostimbiy:
Phanae Nurmbar
E-Mail Address:
Al Custorser flelds Fegulied

Sabmit Credit
(This will remave furds from YUUR marciant sccount 2nd credit it ke your custoner. )

Merchant Header Tabs

In the figure above, Item 1 is the Merchant Header Tabs. You can use these links to quickly move to
other sections of the gateway system.

Transactions Section Tabs

In the figure above, Item 2 is the Transactions Section Tabs. These will allow you to move to the other
interfaces within the Transactions section.

Post A Credit Layout
In the figure above, Item 3 isthe Post A Credit layout.

Entering a credit transaction requires entering all of the correct information in the Post A Credit tool:

e Credit Amount - This is the amount that will be withdrawn from the merchant's account and will
deposit into the customer's account.

» Text for Email - The value of this field will be included in an email to the customer. This field can
be up to 255 characters.

» Credit Method Button - This allows you to select whether the credit will be issued to a customer's
credit card or checking account.
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» Credit Card Information Section - This section is to be used if the merchant needs to generate a
payment to the customer's credit card account. This can only be used if a merchant is setup to pro-
cess credit card transactions.

¢ Credit Card Number - The value of thisfield is the credit card account which will receive the
credit payment. This should be entered with no spaces or dashes.

« Expiration Date - These drop down menus should be set to the expiration date (month and year)
which islisted on the cardhol der's account.

» Checking Account Information Section - This section is to be used if the merchant needs to gener-
ate a payment to the customer's checking account. This can only be used if a merchant is setup to
process EFT transactions.

e ABA Number - This is the nine digit ABA Routing number for a customer's bank. These are
generaly the first nine numberslisted in the line of numbers across the bottom of a check.

e Account Number - Thisisthe customer's checking account number as it appears on a check.

» Customer Information Section - This section is aways required for any type of credit transaction
processed through this interface.

» First Name - This should be the customer's first name.

* Last Name- This should be the customer's last name.

* Address- This should be the account holder's street address as listed with the account issuer.
» City - This should be the account holder's city as listed with the account issuer.

« State - This should be the state abbreviation of the account holder as listed with the account is-
suer.

e ZIP - This should be the account holder's postal code as listed with the account issuer.

e Country - This should be the account holder's country as listed with the account issuer.

* Phone Number - This should be a contact phone number for the customer.

e Email Address - This should be the customer's email address. The transaction confirmation

email will be sent to this address.

Once the appropriate fields are completed, you need to click the "Submit Credit" button, and the credit
transaction will be submitted. Emails will be generated to the merchant and the customer (if the mer-
chant has the email delivery selected), and this information will listed in the Transaction Listing.

The Receipt and Invoice Tool

This tool allows you to generate an invoice which is emailed to a customer which allows them to click
on alink taking them to a secure server where they can pay the invoice.

Figure 2.22. Receipt and Invoice Interface
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.ﬁ":Herchant Center
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i Generate Receipt with Payment Email Rcczipts

Itam Dascription Qty Price Total
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Merchant Header Tabs

In the figure above, Item 1 is the Merchant Header Tabs. You can use these links to quickly move to
other sections of the gateway system.

Transactions Section Tabs

In the figure above, Item 2 is the Transactions Section Tabs. These will allow you to move to the other
interfaces within the Transactions section.

Invoice Layout

In the figure above, Item 3 isthe Invoice Layout.

e Item Description - You should enter the name of the product that a customer is purchasing in this
field. This information will be recorded in your Transaction Listing and in the Merchant/Customer
confirmation emails. Some merchants choose to enter all of the items in a single line item - either
with each item detailed, or with a generic description like "Purchased Items'. This can be done as
long as the value for the Item Qty is 1" and the total price of the purchase is entered into the Item
Pricefield.

* Item Qty - This vaue will be multiplied by the amount listed in the Item Price field to provide the
value for the Item Total. Thisvalue can be"1", even if you are selling multiple quantities - aslong as
the Item Price amount is the cost of all of the products combined.

e Item Price - The amount listed here will be multiplied by the value listed in the Item Qty to provide
the value for the Item Total.
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Item Total - Thisvalueis arrived at when the Virtual Terminal automatically multiplies the value of
the Item Qty and the Item Price for asingle item.

Total - Thisamount is the sum of the Item Totals for all items purchased.
Buyer 1D - You can use this to input an invoice numbr or a buyer id for the invoice.
Buyer Email Address- Theinvoice will be emailed to this addres.

Include Shipping Checkbox - This should be selected if you would like shipping to be a separate
lineitem. This must be used in conjunction with an entry in the " Shipping Amount" field.

Shipping Amount - This value should be the amount of shipping for the entire purchase. The Virtu-
a Terminal does not calculate shipping. A merchant will need to calculate that prior to entering the
transaction in this interface. If the "Include Shipping" checkbox is selected, there must be avauein
thisfield.

Include Tax Checkbox - This should be selected if a merchant would like tax to be a separate line
item. This must be used in conjunction with an entry in the "Tax Amount" field.

Tax Amount - This value should be the amount of tax for the entire purchase. The Virtual Terminal
does not calculate tax rates. Y ou will need to calculate that prior to entering the transaction in thisin-
terface. If the "Include Tax" checkbox is selected, there must be avauein thisfield.

Order Total - Thisvalue is the sum of the Total, the Shipping amount, and the Tax amount. Thisis
the amount that will be charged to the customer's card.

Types of Payment to Accept - thiswill determine which fields appear on the secure order form page.
If you want to accept credit cards and/or checks, selected the appropriate check boxes.

Auction System - If you use this tool to accept auction payments, you can select from the different
auction layouts for the email and the payment page.

Auction Number - The identifier assigned by the online auction site.

ReceiptsLink - Thislink opens a window which displays transactions requested and paid viathe in-
voice system. The interface looks like this:

Figure 2.23. Invoices
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1. Merchant Header Tabs - In the figure above, Item 1 is the Merchant Header Tabs. You can
use these links to quickly move to other sections of the gateway system.

2. Transactions Section Tabs - In the figure above, Item 2 is the Transactions Section Tabs.
These will allow you to move to the other interfaces within the Transactions section.
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3. Receipt/InvoiceList - In the figure above, Item 3 isthe Invoice List. This displays the most re-
cent invoiced transactions. These fields are displayed:

ID - Thisisthe unique value for the invoice

Buyer Name - Thisisthe value you entered in the Invoice layout as the "Buyer ID"
e Buyer Email - Theinvoice has been sent to this address

e Payment Status - This will either display "Pending” (for invoices that have not been paid
yet) or "Complete" (for invoices that have been paid).

e Payment XID - When an invoice has been paid, the transaction 1D (XID) will display here.
Y ou can click on the XID number to open the Transaction Detail.

¢ Resend Column - A "GO" button will display for any "Pending" transactions, so that you
can resend the invoice email.

¢ Gen ReceiptsLink - Thislink take you to the Invoice layout.

The Transaction File Upload Tool

This tool allows you to generate an invoice which is emailed to a customer which alows them to click
on alink taking them to a secure server where they can pay the invoice.

Figure 2.24. File Upload Wizard
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Merchant Header Tabs

In the figure above, Item 1 is the Merchant Header Tabs. You can use these links to quickly move to
other sections of the gateway system.

Transactions Section Tabs

In the figure above, Item 2 is the Transactions Section Tabs. These will alow you to move to the other
interfaces within the Transactions section.

File Upload Wizard
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In the figure above, Item 3 is the File Upload Wizard. To use this tool you must prepare a comma-de-
limited text file with the following fields for each transaction:

» first_name - The account holder's first name.

» last_name - The account holder's last name.

» address- The billing address for the account.

e ity - Thebilling city for the account.

* state- Thetwo letter abbreviation for the billing state for the account.

» Zip - Thebilling zip code for the account.

e country - Thebilling country for the account. The default is"US".

* phone - The account holder's phone number.

* payment_type - This is used to indicate a credit card or check transaction. Accepted values are
"check" or "cc".

e check_number - Thisoptional field can be used to pass a check number for check transactions.
* routing_number - Thisis the entire routing information from the bottom of a check (contains both

the account and routing numbers). Thisis required for check transactions. Here are examples of how
to enter this data:

Figure 2.25. Routing Number Examples

053¢ ROSB7ESLITN WOSBTE W (Recorded as 0532098765432109:8761)
20987E5L 32 0532  wiO9A7E W (Recorded as 09876343205321098761)
20587E5L32N WSB7EL 0532 (Recorded as 098765343210987610537)

e account_number - Thisisthe account number for credit card transactions.

* expiration_month - This must be a value between 1 and 12 listed as the credit card expiration date
for credit card transactions. Leading zeros are acceptable for the single digit months.

» expiration_year - Thisis the four digit year listed as the credit card expiration date for credit card
transactions.

e description - Thisisthe item describing the transaction.

» amount - Thisisthe total being charged in the format "XXXX.xx". Use deceimals to separete dol-
lars and cents. No commas or dollar signs allowed.

e email - Thisisthe email address to which the email confirmation will be sent. If the customer does
not have one, please enter your own address.

Figure 2.26. Submission Examples
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Valid Check Only Files

testiemad.com, Business ha

fakememal.c 23 Main Strest.An
Valid Card Only Files
emad, frst ame,last_name

fakeghemall.com, John, Dx
fredi@iest.com,Fred, Tes

Valid Mixed Files

Once you have prepared the appropriate file, save it to your local machine, use the "CHOOSE FILE"
button to locate the file on your machine, and then click the "UPLOAD" to submit the file to the transac-
tion servers. If the submission is not successful, ared error will display with instructions as to how to fix
your submission. If the submission is successful, the Upload History page will display, showing past

files (with the status of "COMPLETED") and your newly submitted file (with a status of "ACCEP-
TED").

Figure 2.27. Post-Submission Upload History Page

Merchant Center

Upload History

Your file will process and you will receive atransaction confirmation (or failure) email for each transac-
tion. Once the fina transaction has processed, you will be sent a Job Completion email. This will give
you an overview of the processing of the entirefile.

Figure 2.28. Job Completion Email
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Job Completion Notice

four uploaded baich has compleled procassing. The following table shows the states of each
rransacion in the baich

XD Typea First Last Total Status

JH4 82 300 o Demo Lisar 55N ok

JH452 303 ¥R Tasl Tasler 222 ok
28452304 CC Fake Parson 222 ok

28482 30T * Phony Cushomer 222 ok

28452 308 K Tasling Oinly 222 ok

* Upload History Link - Thislink opens awindow which displays completed files submitted through
the File Upload system. The interface looks like this:

Figure 2.29. Upload History Interface

@ Merchant Center
; Upload History

-

1. Merchant Header Tabs - In the figure above, Item 1 is the Merchant Header Tabs. You can
use these links to quickly move to other sections of the gateway system.

2. Transactions Section Tabs - In the figure above, Item 2 is the Transactions Section Tabs.
These will allow you to move to the other interfaces within the Transactions section.

3. Upload History List - In the figure above, Item 3 is the Upload History List. This displays re-
cently completed file submissions. These fields are displayed:

e Upload ID - Thisis the unique value for the uploaded file. This link allows you to access
the Upload Detail list for that file.

e Status - This can display an "Accepted” status for a file that is till running, or a "Com-
pleted" status.
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¢ TimeCompleted - Thisisthe time stamp of when the file submission completed.

Upload ID Link - Thislink opens awindow which displays a the transactions from a com-
pleted file through the File Upload system. The Upload Detail interface looks like this:

Figure 2.30. Upload Detail I nterface
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a.  Merchant Header Tabs - In the figure above, Item 1 is the Merchant Header Tabs.
Y ou can use these links to quickly move to other sections of the gateway system.

b. Transactions Section Tabs - In the figure above, Item 2 is the Transactions Section
Tabs. These will allow you to move to the other interfaces within the Transactions sec-
tion.

c. Upload Detail Listing - In the figure above, Item 3 is the Upload Detail Listing. This
displays the following information:

e XID - Unique transaction ID number assigned by the gateway. By clicking on the
XI1D, you can open the full details of the transaction.

« TYPE - |dentifies credit card or check.

* FIRST - This vaue is the customer's first name as submitted with the transaction
information.

e LAST - Thisvalueisthe customer's last name as submitted with the transaction in-
formation.

« AMOUNT - Thisvalueisthetota amount that was billed to a customer's account.

¢ STATUS- The field identifies whether a transaction was successful or not. Poten-
tial values are listed below:

e Ok - Valid Transaction
e Incomplete - Generally indicates transaction is currently in process.

»  Error - Error receiving response from network. May be caused by user error or
an unknown response during transaction processing.

e Fail - Could be any of the following reasons:
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e Declined

e Card Expired

e Invalid Card Number

e Lostor Stolen Card

e Card Type Not Supported

* Service Not Allowed

e User Input Data Error

¢ No Answer From Processing Network

* No Response From Processing Network

Review the Transaction Detail "Error Message" field for the specific reason
for failure.

e Time Completed - Thisisthe time stamp of when the file submission completed.
e Upload History Link - This link opens a window which displays completed files
submitted through the File Upload system.
CONSIDERATIONS

» A filemay contain one "payment_type" or can be mixed with both credit cards and checks.

* An XID number will be issued for each transaction in thefile.

» Thereisno necessary haming convention required for the file.

» If theformat of your fileisincorrect, a specific error will display in red explaining the issue.

» Each entry in afile will generate an XID record in the transaction system, just like any other transac-

tion in the gateway. This means that refunds, voids, credits, resubmissions, or recurring commands
can be used with transaction entered through the File Upload system.

Batches

The Batches interface allows you to view and settle transaction batches.

Batch History

This area can be view a historical listing of batches.

Figure 2.31. Batch History Interface
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Merchant Header Tabs

In the figure above, Item 1 is the Merchant Header Tabs. You can use these links to quickly move to
other sections of the gateway system.

Batches Section Tabs

In the figure above, Item 2 is the Batches Section Tabs. These will alow you to move to the other inter-
faces within the User Management section.

Batch History Area
In the figure above, Item 3 is the Batch History area. Each of the columns provide information about a
settlement:
» Date- Thisisthetime stamp of the settlement attempt listed in Mountain Time.
» Status- Thisindicates whether a transaction was successful (OK) or whether it was not (FAIL).

» Batch - Click on the batch number and it will pull open alising of transactions with that batch num-
ber.

* Net - Thisdisplays the total amount of the settlements after sales, credits, and voids are factored in.
» Sales- Thetotal amount of sales and the number of sales are displayed here.

* Credits- Thetotal amount of credits and the number of sales are displayed here.

* Voids- Thetotal amount of credits and the number of sales are displayed here.

» Page- This paging tool allows moving through settlements, ten at atime.
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The Current Batch Estimate

Thistool displays a batch estimate for the account's current open batch. The values are based on the cur-
rent set of transactions that have run since the previous batch settlement.

Figure 2.32. Current Batch Interface
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Merchant Header Tabs

In the figure above, Item 1 is the Merchant Header Tabs. You can use these links to quickly move to
other sections of the gateway system.

Batches Section Tabs

In the figure above, Item 2 is the Batches Section Tabs. These will alow you to move to the other inter-
faces within the User Management section.

Estimated Batch Details

In the figure above, Item 3 is the Estimated Batch Details area.

The Settle Now Tool

This allows a merchant to run settlement at any time without the assistance of Gateway Service Techni-
cians. When the "GO" button is selected, the account will begin the settlement request for the account.
Batch settlements may take a few minutes depending on the number of transactions in the open batch
and network traffic. When the batch has settled it will either display a successful response or afailed re-
sponse. A failed response will indicate the purpose of the error.

Figure 2.33. Settle Now Interface
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f Merchant Center
S

Settle Now

This tool can be used by merchants who have any settlement setting (Auto, Manual, or Specified time)
in the Account Settings. Remember, if an account is set to "MANUAL" settlement, it will not batch until
you use the Settle Now tool.

Merchant Header Tabs

In the figure above, Item 1 is the Merchant Header Tabs. You can use these links to quickly move to
other sections of the gateway system.

Batches Section Tabs

In the figure above, Item 2 is the Batches Section Tabs. These will allow you to move to the other inter-
faces within the User Management section.

Settle Now Window

In the figure above, Item 3 is the Settle Now Window.

User Accounts

The User Accounts interface allows you to add, edit, and delete users and permission levels for gateway
access.

User Account Management

This area can be used to add users accounts, change passwords, and modify permission levels for users
of the gateway.

Figure 2.34. User Account Management Interface
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Merchant Header Tabs

In the figure above, Item 1 is the Merchant Header Tabs. You can use these links to quickly move to
other sections of the gateway system.

User Management Section Tabs

In the figure above, Item 2 is the User Management Section Tabs. These will alow you to move to the
other interfaces within the User Management section.

User Account Management Area

In the figure above, Item 3 is the User Account Management area. Here are the fields included in this
area:

*  Number - A non-modifiable field. The gateway automatically assigns the user number for each user
of the gateway account.

« Email - Thisfield displays the ID or Username used to log in to a specific user account. This field
should not be modified.

» Password/Confirm Password - These fields can be used to change the password for a user. The
field entries must match.

* Reminder Question/Answer - If a person has forgot then user information, they can answer the
question correctly to receive information sent to their email address.

» Levd - Thisdrop don menu alows you to set the user permission level for auser.
» Delete Checkbox - Use this check box if you want to delete a user completely.
» Update Button - Used to commit any changes to the interface settings.

ANY CHANGES MADE IN THIS AREA MUST BE SUBMITTED BY CLIKCING THE " UP-
DATE" BUTTON.

User Account Level Configuration
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This features alows you to modify and create permission level definitions. There are three default set-
tings. Y ou can not modify those but you can add as many others as you would like.

Figure 2.35. Account Level Configuration L ayout
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Merchant Header Tabs

In the figure above, Item 1 is the Merchant Header Tabs. You can use these links to quickly move to
other sections of the gateway system.

User Management Section Tabs

In the figure above, Item 2 is the User Management Section Tabs. These will alow you to move to the
other interfaces within the User Management section.

Login Level Definitions Area
This explains the different login perminssion levels. You can aso add and modify permission levels for
alLevel ID. Here are the explanation of the fields:
e Levd ID - A non-modifiable field. The gateway automatically assigns a Level ID number for each

permission level created by a user.

* Name - This is name of a permission level as it displays in the User Account Management drop-
down menu.

» Description - This give further explanation of a user created permission level.

* View Button Column - If a"VIEW" button displays, you can click on this to view the options that
are available for each user level. If an "ADD" button displays, this means you can create a new ac-
count permission level.

» Edit Button Column - When an "ADD" button displays in this column, you can modify the permis-
sions for a specific account permission level. You can not modify the levels named "admin", "sup-
port", or "basic".

» Delete Buttom Column - When an "DELETE" button displays in this column, you can delete a spe-
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cific account permission level. Y ou can not delete the levels named "admin”, "support”, or "basic".

Definitions of Default Login Levels

Each of the default permission levels has different abilities within the gateway.

Admin Level

The "admin" permission level has the ability to do all of the following:

Edit and View User Management Area

Use of the Credit Feature

Ability to Change and view the Merchant Settings interface
Ability to process Postauths

Ability to generate Receipt/Invoice transactions

Use of the Receipt/Invoice listing

Ability to Credit previous transactions

Ability to change Recurring Billing information

Ability to process Forced transactions

Ability to process Retry transactions

Ability to Void transactions

Support Level

The "support" permission level has the ability to do al of the following:

Edit and View User Management area

Ability to Change and View the Merchant Settings interface
Ability to process Postauths

Ability to generate Receipt/Invoice transactions

Use of the Receipt/Invoice listing

Ability to Credit previous transactions

Ability to change Recurring Billing information

Ability to process Forced transactions

Ability to process Retry transactions

Ability to Void transactions
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Basic Level

The "basic" permission level has the ability to do all of the following:

» Ability to View the User Management area

» Ability to View the Merchant Settings interface

Adding A New Login Level

To add a new level for permissions, enter a unique value in the "Name" column and "Description”
column of the lowest row in Item 3 (listed as "new"). Click the "ADD" button. The following interface
will display:

Figure 2.36. Login Level Customization Tool
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Merchant Header Tabs

In the figure above, Item 1 is the Merchant Header Tabs. You can use these links to quickly move to
other sections of the gateway system.

User Management Section Tabs

In the figure above, Item 2 is the User Management Section Tabs. These will allow you to move to the
other interfaces within the User Management section.

Login Level Customization Tool

In the figure above, Item 3 is the Login Level Customization Tool. When setting up or editing a user
created permission level, select the desired checkboxes and then click the "Update” button. The new
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level will now display inthelist of availablelogin levels.

ANY CHANGES MADE IN THIS AREA MUST BE SUBMITTED BY CLIKCING THE " UP-
DATE" BUTTON.

Support

This link opens the Merchant Developer Toolkit. This Toolkit features integration features for the
adding the gateway to aweb order form. The Interface looks like this:

Figure 2.37. Merchant Developer Toolkit
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Instructions for all of the features of this interface can be accessed by clicking on the "Gateway Docu-
mentation” link at the top of the page.

What Emails Are Sent By The Gateway?
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The gateway system uses emails as the primary source of communication. Many different types of
emails are generated for different purposes.

Transaction Confirmations
This section includes examples of different types of Transaction Confirmation emails

Sale Transaction Confirmations

The gateway system sends a merchant an email each time a sale transaction is processed. By default, a
corresponding email is aso sent to the customer (unless the merchant has de-activated the settings).

Merchant Credit Card Sale Confirmation Email

Table 2.3. Merchant Credit Card Sale Confirmation Email Example

From "Credit Card Transaction Processing"
Date: June 28, 2002 3:05:26 PM MDT
To: "MERCHANT" <Merchant ermai | @kr chant domai n. con>
Subj ect: Customerl Namel, $25.00 Visa XID: 999999999
Approval : 012806 6/28/2002 15:06:54
Repl y- To: "Custonmer1l Nanmel" <Custonerl@ustonerensil.conp
EE R R R R R S R R
MERCHANT,
The follow ng transacti on was processed.
CUSTOMER | NFORVATI ON:
Cust omer Nane: Custonerl Nanel
Address: 123 Main St
City, St. ZIP: BHs, Ca 90210
Country: USA
Tel ephone: 555-555-5555
E- Mai | Address: Custonerl@custonerenail.com
Approval Code: 012806
CW2 Response: M
Card Type: Visa
Last Four Digits: 3263
Transaction I D: 999999999
IP Address: 0.0.0.0
AVS Response: Y
AVS response descriptions are |listed here:
https://secure.itransact.conf support/avs. ht m
Descri ption Ampbunt __Quantity__Subt ot al
Item1 25.00 1 25.00
Transaction total: $25.00
The value of any of the "emmil _text" fields get printed here!!!!

Customer Credit Card Sale Confirmation Email

The email below can be turned off in the General Settings interface.

Table 2.4. Customer Credit Card Sale Confirmation Email Example

To: "Custonerl Nanel" <Customer 1@ustonerenail.conp

From "MERCHANT Transaction Processi ng" <Merchant emai | @vr chant domai n. conr
Repl y- To: " MERCHANT" <Merchant emai | @/r chant domai n. con»

Subj ect: MERCHANT Transaction Confirmation, XID: 999999999

R Rk S S S S kS Sk O S R O S I

Custoner1l Nanmel,

Thank you! The follow ng transacti on was processed.
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This email will serve as your receipt.
For questions, please contact Merchantenail @krchant domai n. com

The value of any of the "emmil _text" fields get printed here!!!!
TRANSACTI ON DETAI L

Mer chant Nane: MERCHANT

Card Type: Visa

Date & Time: 6/28/ 2002 15:06: 54

Transaction | D: 999999999

| P Address: Logged for security purposes.
YOUR | NFORVATI ON:

Cust omer Nane: Custonerl Nanel

Address: 123 Main St

Cty, St. ZIP: BHs, Ca 90210

Country: USA

Tel ephone: 555-555- 5555

E- Mal | Address: Customner1@ustoneremail.com

Descri ption Anpunt __Quantity__Subt ot al
Item1 25.00 1 25.00
Transaction Total: 25.00

Si ncerely,

MERCHANT

Merchant Checking Account Sale Confirmation Email

Table 2.5. Merchant Checking Account Sale Confirmation Email Example

To: "NMERCHANT" <Merchant emai | @ver chant donai n. con®
From "Check Transaction Processing"
Repl y- To: "Custoner2 Name2" <Custoner2@ust oner ensi |l . conr
Subj ect: Custonmer2 Name2, $150.00 XID: 99999999
Approval : 6/28/ 2002 17:18: 11
IR SR SRS RS SRS R RS RS E SRR S SRR RS SRS SR SRS SREEREEEEEEEREEEEEEEEREEEEE]
MERCHANT,
The fol |l owi ng transaction was processed.
CUSTOMER | NFORNMATI ON:
Cust omer Nane: Custoner2 Nane2
Address: 1825 Main St
City, St. ZIP: Sturgis, SD 57785
Country: USA
Tel ephone: 605-555- 5555
E- Mai | Address: Customer2@ust onerenail.com
Last Four Digits: 4321
Check Nunber:
Check Menp:
Transaction | D: 99999999
I P Address: 0.0.0.0
Descri ption Anpbunt _Quantity__ Subt ot al
Item1 150.00__ 1~ 150.00
Transaction total: $150.00

Customer Checking Account Sale Confirmation Email

The email below can be turned off in the General Settingsinterface.

Table 2.6. Customer Checking Account Sale Confirmation Email Example
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To: "Custoner2 Nane2" <Custoner2@Custonerennil.conp

From "MERCHANT Transacti on Processing" <Merchant ensil @®rchant donai n. con>
Repl y- To: " MERCHANT" <Mer chant emai | @/r chant dorei n. con>

Subj ect: MERCHANT Transaction Confirmation, XD 99999999

IR RS SRS RS SRS RS SRR SRR SR SRS SRR RS ERE SR SRS REEREEEEEEEREEEEEEEEEEEEEE]
Cust orrer 2 Nane2,

Thank you! The follow ng transaction was processed.

This email wll serve as your receipt.

For questions, please contact Merchantenail @krchantdomai n.com
TRANSACTI ON DETAI L

Mer chant Name: MERCHANT

Last Four Digits: 4321

Check Nunber:

Check Menp:

Date & Time: 6/28/2002 17:18:11

Transaction | D: 99999999

| P Address: Logged for security purposes.

YOUR | NFORVATI ON:

Cust omer Nane: Custoner2 Nane2

Address: 1825 Main St

City, St. ZIP: Sturgis, SD 57785

Country: USA

Tel ephone: 605- 555- 5555

E- Mai | Address: Customer2@ustonerenail.com

Description Anmpunt _Quantity__Subt ot al
Item 1 150.00___1 "~ 150.00
Transaction Total: 150.00

Si ncerely,

MERCHANT

Void Transaction Confirmations

The gateway system sends a merchant an email each time a void transaction is processed. By default, a
corresponding email is also sent to the customer (unless the merchant has de-activated the settings).

Merchant Void Transaction Confirmation Email

Table2.7. Merchant Void Transaction Confirmation Email Example

To: "MERCHANT" <Merchant emai | @ver chant domai n. conp
From "Credit Card Transaction Processing"
Repl y- To: "Custonmer3 Nanme3" <Custoner 3@ust oner ensi |l . conr
Subj ect: VO D Custoner3 Nanme3, 150.00 MasterCard
XI D: 88888888 6/1/2002 09:11: 20
IR SR RS E SRS SRS SR SRR SRS SR SRS SRR EE SRS S REEREEEEREEEEEEEEEEEEEEEEEEEEE]
MERCHANT,
The fol |l owing VO D was processed.
The original transaction will not be processed and your
custonmer's account will not be charged.
Pl ease check your transaction listing for details.
Your customer will receive notification of this transaction via email.
TRANSACTI ON | NFORMATI ON:
Original Transaction |ID: 88888877
Void Transaction | D: 88888888
Voi d Anpunt: $150. 00
Cust omer Nane: Custoner3 Nanme3
Address: 515 Center St
Cty, St. ZIP: Centerville, NY 14225
Country: USA
Tel ephone: 716 555 1055
E- Mai | Address: Custoner3@ust oneremmail.com
Card Type: MasterCard
I P Address: 0.0.0.0
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Customer Void Transaction Confirmation Email

The email below can be turned off in the General Settings interface.

Table 2.8. Customer Void Transaction Confirmation Email Example

To: "Custoner3 Name3" <Custoner3@Customeremail.conp

From "MERCHANT Transacti on Processing" <Merchant email @®rchant donmai n. con
Repl y- To: " MERCHANT" <Mer chant emai | @/r chant dorai n. conp

Subj ect: VO D MERCHANT Confirnmation, XID: 88888888

R R R R R R R R R R R R R R R R R R R R R R R
Cust onmer 3 Name3,

The followi ng VO D was processed.

The original transaction will not be processed and your

account will not be charged.

For questions, please contact Merchantenail @&rchantdonmai n. com
TRANSACTI ON | NFORMATI ON:

Card Type: MasterCard

Nane: Custoner3 Nane3

Address: 515 Center St

City, St. ZIP: Centerville, NY 14225

Country: USA

Tel ephone: 716 555 1055

E- Mai | Address: Customer3@ust oner emai | . com

Oiginal Transaction |ID: 88888877

Current Transaction |ID. 88888888

Amount : $150. 00

Date & Tinme: 6/1/2002 09:11:20

Credit/Refund Transaction Confirmations
The gateway system sends a merchant an email each time a credit/refund transaction is processed. By
default, a corresponding email is also sent to the customer (unless the merchant has de-activated the set-
tings).

Merchant Credit/Refund Transaction Confirmation Email

Table 2.9. Merchant Credit/Refund Transaction Confirmation Email Example

To: "MERCHANT" <Merchant ermai | @vr chant domai n. con
From "Credit Card Transaction Processing"
Repl y- To: "Custonmer4 Nanme4" <Custoner4@ust onerenail.conp
Subj ect: REFUND Custoner4 Nanme4, 5.55 Visa XID: 5454545454
6/ 5/ 2002 09: 27: 36
EE R R R R R R R R R
MERCHANT,
The foll owi ng REFUND was processed.
The anpunt shown bel ow will be deducted from your nerchant
account and deposited into your custoner's account.
Pl ease check your transaction listing for details.
Your customer will receive notification of this transaction via email.
TRANSACTI ON | NFORVATI ON:
Oiginal Transaction I D 232323232
Refund Transaction | D: 5454545454
Ref und Ampunt: $5.55
Cust oner Nane: Custoner4 Nanme4
Address: 123 Main St
Cty, St. ZIP: BH Ca 90210
Country: USA
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Tel ephone: 888. 555. 5555

E-Mai | Address: Custoner4@cust oneremail.com
Cust orrer | D:

Card Type: Visa

| P Address: 0.0.0.0

Customer Credit/Refund Transaction Confirmation Email

The email below can be turned off in the General Settings interface.

Table 2.10. Customer Credit/Refund Transaction Confirmation Email Example

To: "Custoner4 Nane4" <Custoner4@ustonerenail.conp
From "MERCHANT" Transaction Processing"

Repl y- To: " MERCHANT" <Mer chant emai | @/r chant domai n. con
Subj ect: REFUND MERCHANT Confirmation, XID: 5454545454
SRR R S S S Sk S S O S R S I
Cust onmer 4 Nane4,

The foll owi ng REFUND was applied to your account.

This refund shoul d appear on your next bank statenent.
For questions, please contact Merchantenail @krchant domai n. com
TRANSACTI ON | NFORNVATI ON:

Card Type: Visa

Name: Customer4 Nanme4

Address: 123 Main St

Cty, St. ZIP: BH Ca 90210

Country: USA

Tel ephone: 888. 555. 5555

E-Mai | Address: Custoner4@ustoneremail.com

Custoner ID. Original Transaction |ID 232323232

Current Transaction | D 5454545454

Amount : $5. 55

Date & Tinme: 6/5/2002 09:27: 36

Preauth Transaction Confirmations
The gateway system sends a merchant an email each time a transaction is processed. Unlike other trans-
action types, by default, no corresponding email is sent to the customer (unless the merchant has activ-
ated the settings).

Merchant Preauth Transaction Confirmation Email

Table2.11. Merchant Preauth Transaction Confirmation Email Example

To: "MERCHANT" <Merchant emai | @ver chant domai n. con»
From "PREAUTH Credit Card Transaction Processing"
Repl y- To: "Custoner5 Nanme5" <Custoner5@cust onerenail . conp
Subj ect: Custoner5 Name5, $295.00 Visa XID. 777777777
Approval : 991676 6/5/2002 15:47:26
Rk S S S S kS O O kO
TH'S I S A PREAUTH TRANSACTI ON ONLY. YOU MJUST SUBM T A
POSTAUTH BEFORE FUNDS W LL BE DEPCSI TED.

MERCHANT,
The followi ng preauth transaction was processed.
CUSTOMVER | NFORVATI ON:
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Cust omer Nane: Customer5 Naneb5

Address: 2129 W Center St.

Cty, St. ZIP: Los Angeles, CA 95301

Country: USA

Tel ephone: 209- 555- 5555

E- Mai | Address: Customer5@ust oner email.com

Approval Code: 991676

CW2 Response:

Card Type: Visa

Transaction | D 777777777

| P Address: 0.0.0.0

AVS Response: Y

AVS response descriptions are listed here:

https://secure.itransact.conf support/avs. ht m

Descri ption Anpbunt _Quantity__ Subt ot al
Item 1 295.00__ 1~ 295.00
Transaction total: $295.00

Customer Preauth Transaction Confirmation Email

Table 2.12. Customer Preauth Transaction Confirmation Email Example

To: "Custonmer5 Nane5" <Custoner5@Cust onerennil . conp

From "MERCHANT Transacti on Processing" <Merchant ensil @®rchant donai n. con>
Repl y- To: "MERCHANT" <Merchant enai | @ver chant donai n. con>

Subj ect: MERCHANT Transaction Confirmation, XID 777777777

Rk S S S S R S S R R R S R R o R R
Cust orer 5 Name5,

Thank you! The follow ng preauth transaction was processed.
This email will serve as your receipt.

For questions, please contact Merchantenail @krchantdomai n. com
TRANSACTI ON DETAI L

Mer chant Nane: MERCHANT

Card Type: Visa

Date & Tinme: 6/5/2002 15:47:26

Transaction | D 777777777

| P Address: Logged for security purposes.

YOUR | NFORVATI ON:

Cust omer Nane: Customer5 Naneb5

Address: 2129 W Center St.

Cty, St. ZIP: Los Angeles, CA 95301

Country: USA

Tel ephone: 209- 555- 5555

E- Mai | Address: Customer5@ustonerenail.com

Description Anmpunt _Quantity__Subt ot al
Item1 295.00__ 1 ~ 295.00
Transaction Total: 295.00

Si ncerely,

MERCHANT

Postauth Transaction Confirmations
The gateway system sends a merchant an email each time a postauth transaction is processed. By de-
fault, a corresponding email is also sent to the customer (unless the merchant has de-activated the set-
tings).

Merchant Postauth Transaction Confirmation Email

Table 2.13. Merchant Postauth Transaction Confirmation Email Example
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To: "NMERCHANT" <Merchant emai | @vr chant donai n. conp
From "Credit Card Transaction Processing"
Repl y- To: "Custonmer5 Name5" <Custoner5@ust oner enai | . con
Subj ect: Customer5 Nane5, $295.00 Visa XID. 777777888
Approval : 6/6/2002 15: 48: 02
IR R R R E SRS SRS R RS RS SRR R R SRR SRR RS SRS SRR RS SRR RS EEEREEREEEEEEEREEEEE]
MERCHANT,
The foll owi ng postauth transaction was processed.
CUSTOMER | NFORNMATI ON:
Cust oner Nane: Custoner5 Naneb5
Address: 2129 W Center St.
Cty, St. ZIP: Los Angeles, CA 95301
Country: USA
Tel ephone: 209- 555- 5555
E- Mai | Address: Customer5@ustoneremail.com
Approval Code:
CW2 Response:
Card Type: Visa
Transaction |D. 777777888
I P Address: 0.0.0.0
AVS Response:
AVS response descriptions are listed here:
htt ps: // XXXXXXXXXX/ support/ avs. ht m
Description Anmpunt _Quantity__Subt ot al
Item 1 295.00__ 1~ 295.00
Transaction total: $295.00

Customer Postauth Transaction Confirmation Email

The email below can be turned off in the General Settings interface.

Table 2.14. Customer Postauth Transaction Confirmation Email Example

To: "Custoner5 Nane5" <Custoner 5@ust oner enail . conk

From "MERCHANT Transacti on Processing" <Merchantemail @®rchant domai n. con
Repl y- To: " MERCHANT" <Mer chant emai | @/r chant dorai n. con

Subj ect: MERCHANT Transaction Confirmation, XID: 777777888
EE R S R S R R R R R
Cust oner 5 Name5,

Thank you! The follow ng postauth transacti on was processed.
This email will serve as your receipt. For questions, please
contact Merchant ermai | @/r chant domai n. com

TRANSACTI ON DETAI L

Mer chant Nane: MERCHANT

Card Type: Visa

Date & Tinme: 6/6/2002 15:48:02

Transaction | D 777777888

| P Address: Logged for security purposes.

YOUR | NFORVATI ON:

Cust omer Nane: Custoner5 Nanmeb5

Address: 2129 W Center St.

Cty, St. ZIP: Los Angeles, CA 95301

Country: USA

Tel ephone: 209-555- 5555

E- Mai | Address: Custoner5@cust oneremnail.com

Descri ption Anpbunt _Quantity__ Subt ot al
ltem 1 295.00__ 1  295.00
Transaction Total: 295.00

Si ncerely,

MERCHANT
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Force Transaction Confirmations

The gateway system sends a merchant an email each time a force transaction is processed. By default, a
corresponding email is aso sent to the customer (unless the merchant has de-activated the settings).

Merchant Force Transaction Confirmation Email

Table 2.15. Merchant Force Transaction Confirmation Email Example

To: "MERCHANT" <Merchant emai | @ver chant domai n. con»
From "Credit Card Transaction Processing"

Repl y-To: "Custoner6 Nanme6" <Custoner 6@ustonerenail.conp
Subj ect: Custoner6 Name6, $547.90 Visa XID: 6565656565
Approval : 461097 2/17/2005 11:59: 39

EE R R Sk S S Sk S S R S S S S I
MERCHANT,

The following force transaction was processed.
CUSTOMER | NFORNMATI ON:

Cust omer Nanme: Custoner6 Nanme6

Address: 3700 wall St

Cty, St. ZIP: South Towne, M\ 55416

Country: USA

Tel ephone: 888-555-5555

E- Mai | Address: Custoner6@ust oneremnail.com
Approval Code: 461097

CW2 Response:

Card Type: Visa

Transaction I D: 6565656565

| P Address: 0.0.0.0

AVS Response:

AVS response descriptions are listed here:
https://secure.itransact.conf support/avs. ht m

Descri ption Anount __Quantity_Subt ot al
Item1 459. 00 1 459. 00
Item 2 49. 95 1 49. 95
Item 3 13.95 1 13.95
Shi ppi ng 25. 00 1 25.00

Transaction total: $547.90

Customer Force Transaction Confirmation Email

The email below can be turned off in the General Settings interface.

Table 2.16. Customer Force Transaction Confirmation Email Example

To: "Custoner6 Nane6" <Customer 6@ustonerenail.conp

From "MERCHANT Transaction Processi ng" <Merchant emai | @vr chant domai n. conr
Repl y- To: " MERCHANT" <Merchant emai | @/r chant domai n. con»

Subj ect: MERCHANT Transaction Confirmation, XID: 6565656565

Rk S S S S kS Sk O kO
Cust omer 6 Name6,

Thank you! The follow ng transacti on was processed.

This email will serve as your receipt.

For questions, please contact Merchantenail @krchant domai n. com
TRANSACTI ON DETAI L

Mer chant Nane: MERCHANT

Card Type: Visa

Date & Time: 2/17/2005 11:59:39

Transaction | D. 6565656565

| P Address: Logged for security purposes.
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YOUR | NFORVATI ON:

Cust orer Nane: Custoner6 Nanme6

Address: 3700 wall St

Cty, St. ZIP: South Towne, M 55416
Country: USA

Tel ephone: 888-555- 5555

E-Mai | Address: Custoner6@Custonerenail.com

Descri ption Anount __Quantity_Subt ot al
Item 1 459. 00 1 459. 00
Item 2 49. 95 1 49. 95
Item 3 13.95 1 13.95
Shi ppi ng 25. 00 1 25.00
Transaction Total: 547.90

Si ncerely,

MERCHANT

Recurring Transaction Confirmations

The gateway system sends a merchant an email each time a force transaction is processed. By default, a
corresponding email is aso sent to the customer (unless the merchant has de-activated the settings).

Merchant Recurring Credit Card Transaction Confirmation Email

Table 2.17. Merchant Recurring Credit Card Transaction Confirmation Email
Example

To: "MERCHANT" <Merchant emai | @ver chant domai n. con»

From "Recurring Credit Card Transaction"

Date: February 2, 2006 1:50:54 PM MST

Repl y- To: "Custoner8 Nanme8" <Custoner 8@ust onerenai | . conr
Subj ect: Recurring Transaction 2/2/2006, 493919 (Custoner8 Nanme8) MasterCard
Rk S S Sk S S O S O kR S
MERCHANT,

The following recurring transaction was processed.
CUSTOMER | NFORMATI ON:

Cust oner Nane: Custoner8 Nanme8

Address: 123 Main St

Cty, St. ZIP: South Park, CA 90007

Country: USA

Tel ephone: 555-555-3210

E- Mai | Address: Custoner8@cust oneremnail.com

Approval Code: 493919

CW2 Response:

Card Type: MasterCard

Last Four Digits: 4321

Transaction | D 9222222222

| P Address: 0.0.0.0

AVS Response: Y

AVS response descriptions are listed here:
https://secure.itransact.conf support/avs. ht m

RECURRI NG TRANSACTI ON | NFORMATI ON:

Start Date: 12/1/2004

Reci pe Nanme: nonthl y02

Oiginating XID 121211111

Recurring Anpunt: 675.00

Remai ni ng Reps: 986

Definition: Repeat every nonth on the 2nd day

Description Anmpunt __Quantity__Subt ot al
Mont hly Fee 675.00__ 1  675.00
Transaction total: $675.00

TRANSACTI ON HI STORY

12/ 1/ 2004 121211111 order ok 675. 00
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1/ 2/ 2005 1222222222 order ok 675. 00
2/ 2/ 2005 2222222222 order error 675.00
3/ 2/ 2005 3222222222 order ok 675. 00
4/ 2/ 2005 4222222222 order ok 675. 00
5/ 2/ 2005 5222222222 order ok 675. 00
6/ 2/ 2005 6022222222 order ok 675. 00
7/ 212005 6122222222 order ok 675. 00
8/ 2/ 2005 6222222222 order ok 675. 00
9/ 2/ 2005 6322222222 order ok 675. 00
10/ 2/ 2005 6422222222 order ok 675. 00
11/ 2/ 2005 6522222222 order ok 675. 00
12/ 2/ 2005 6622222222 order ok 675. 00
1/ 2/ 2006 6772222222 order ok 675. 00
2/ 2/ 2006 9222222222 order ok 675. 00

Customer Recurring Credit Card Transaction Confirmation Email

Table 2.18. Customer Recurring Credit Card Transaction Confirmation Email
Example

To: "Custoner8 Nane8" <Custoner8@Cust onerennil.conp

From "MERCHANT Recurring Transaction Processing" <Merchant ermai |l @fr chant donai n. conp
Repl y- To: " MERCHANT" <Mer chant emai | @/r chant dorei n. con>

Subj ect: MERCHANT Recurring Transaction Confirmation, Xl D 9222222222
R RS SRS RS SRS RS SRR SRR RS RS SRR RS RE SRR RS SRR REEEEEEEEEEEEEEEEEEEEES

Cust orer 8 Nanes,

Thank you! The following recurring transacti on was processed

This email wll serve as your receipt. For questions

pl ease contact Merchant emai | @vr chant donmai n. com

TRANSACTI ON DETAI L

Merchant Nanme: MERCHANT

Card Type: MasterCard

Date & Tinme: 2/2/2006 09:54:25

Transaction | D 9222222222

| P Address: Logged for security purposes

YOUR | NFORNMATI ON:

Cust orrer Nane: Custoner8 Nane8

Address: 123 Main St

Cty, St. ZIP: South Park, CA 90007
Country: USA

Tel ephone: 555-555-3210

E-Mai | Address: Custoner8@ustonmeremail.com

RECURRI NG TRANSACTI ON | NFORIVATI ON:
Start Date: 12/1/2004

Reci pe Narme: nonthl y02
Oiginating XID: 121211111
Recurring Amount: 675. 00

Rerai ni ng Reps: 986

Definition: Repeat every nonth on the 2nd day

Descri ption Anpbunt __Quantity__Subtota
Monthly Fee 675.00___ 1 ~ 675.00
Transaction total: $675.00

TRANSACTI ON HI STORY

12/ 1/ 2004 121211111 order ok 675. 00

1/2/2005 1222222222 order ok 675. 00

2/ 2/ 2005 2222222222 order error 675.00

3/ 2/ 2005 3222222222 order ok 675. 00

4/ 2/ 2005 4222222222 order ok 675. 00

5/ 2/ 2005 5222222222 order ok 675. 00

6/ 2/ 2005 6022222222 order ok 675. 00

7/ 2/ 2005 6122222222 order ok 675. 00

8/ 2/ 2005 6222222222 order ok 675. 00

9/ 2/ 2005 6322222222 order ok 675. 00

10/ 2/ 2005 6422222222 order ok 675. 00
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11/2/ 2005 6522222222 order ok 675. 00
12/ 2/ 2005 6622222222 order ok 675. 00
1/2/ 2006 6772222222 order ok 675. 00
2/ 2/ 2006 9222222222 order ok 675. 00

Merchant Recurring Check Transaction Confirmation Email

Table 2.19. Merchant Recurring Check Transaction Confirmation Email
Example

From "Recurring Check Transaction"

Date: April 5, 2006 2:01:39 PM MDT

To: "MERCHANT" <Merchant emai | @vr chant donai n. con®

Subj ect: Recurring Transaction 4/5/2006, (Custoner9 Nane9)
Repl y- To: "Custonmer9 Nanme9" <Custoner 8@ust onerenail . conr
REIE R R I b S O I O I S S R O R I R I
MERCHANT,

The followi ng recurring transaction was processed
CUSTOMVER | NFORVATI ON:

Cust omer Nane: Customer9 Nane9

Address: PO Box 123

Cty, St. ZIP: South Towne, TX 12345

Country: USA

Tel ephone: 555-123-8448

E- Mai | Address: Custoner9@ust onerenail.com

Last Four Digits

Check Nunber:

Check Memo

Transaction | D 12312312

I P Address: 0.0.0.0

RECURRI NG TRANSACTI ON | NFORIVATI ON:

Start Date: 12/5/2005

Reci pe Narme: nonthl y05

Originating XD 4564560

Recurring Anmount: 2645.00

Remai ni ng Reps: 97

Definition: Repeat every nonth on the 5th day

Descri ption Anobunt ___Quantity__Subt ot al
Monthly Fee 2370.00___1  ~ 2370.00
Addi tional Support 275.00__ 1~ 275.00

Transaction total: $2645.00
TRANSACTI ON HI STORY

12/ 5/ 2005 4564560 order ok 2645. 00
1/5/ 2006 5564560 order ok 2645. 00
2/ 5/ 2006 7564560 order ok 2645. 00
3/5/ 2006 9564560 order ok 2645. 00
4/ 5/ 2006 12312312 order ok 2645. 00

Customer Recurring Check Transaction Confirmation Email

Table 2.20. Customer Recurring Check Transaction Confirmation Email
Example

To: "Custoner9 Nane9" <Customer 9@ust oner enai | . conp
From "MERCHANT Recurring Transacti on Processi ng" <Merchant emai| @rchant donmai n. conp|
Repl y- To: " MERCHANT" <Merchant emai | @/r chant domai n. con»
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Subj ect: MERCHANT Recurring Transaction Confirmation, XID: 12312312
EE R R R R R R
Cust onrer 9 Name9,

Thank you! The followi ng recurring transacti on was processed.
This email will serve as your receipt. For questions,

pl ease contact Merchantemai |l @krchantdonmai n. com

TRANSACTI ON DETAI L

Mer chant Narme: Merchant ermai | @/fr chant donai n. com

Last Four Digits:

Check Number:

Check Meno:

Date & Tinme: 4/5/2006 11:08: 31

Transaction | D 12312312

| P Address: Logged for security purposes.

YOUR | NFORMATI ON:

Cust omrer Nane: Custoner9 Nanme9

Address: PO Box 123

Cty, St. ZIP: South Towne, TX 12345

Country: USA

Tel ephone: 555-123-8448

E- Mai | Address: Custoner9@cust oneremail.com

RECURRI NG TRANSACTI ON | NFORMATI ON:

Start Date: 12/5/2005

Originating XD 456456

Remai ni ng Reps: 97

Recurring Anmount: 2645.00

Definition: Repeat every nonth on the 5th day

Descri ption Ampbunt ___Quantity__Subt ot al
Monthly Fee 2370.00___1  ~ 2370.00
Addi tional Support 275.00__ 1~ 275.00
Transaction total: $2645. 00

Si ncerely,

MERCHANT

If you have questions regarding this recurring transaction,
pl ease contact us by replying to this enuil.

TRANSACTI ON HI STORY

12/ 5/ 2005 4564560 order ok 2645.00

1/5/ 2006 5564560 order ok 2645.00

2/ 5/ 2006 7564560 order ok 2645.00

3/5/2006 9564560 order ok 2645. 00

4/ 5/ 2006 12312312 order ok 2645. 00

Transaction Failure Notifications

These emails are only sent to the merchant. The customer does not receive email notifications when
their payments fail. This feature can be turned on and off in the Account Settings.

Sale Failure Notification Email

Table 2.21. Sale Failure Natification Email Example

From "Credit Card Transaction Failure"

Date: July 7, 2006 3:26:05 PM MDT

To: "NMERCHANT" <Merchant emai | @ver chant donai n. con®

Subj ect: Custonerl Nanel, $1.22 XID: 1717171 Error: CARD NO ERROR 7/7/2002 1:26:01
Repl y- To: "Custonmer1l Nanmel" <Custonerl@ustonerensil.conpr

LR R R EE SRR SRS EESEEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE S
TRANSACTI ON FAI LURE

MERCHANT,

The followi ng transaction was attenpted through your account

but failed because of the failure nessage |isted bel ow

Gateway | D XXXXX

Fai l ure Message: CARD NO. ERROR
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CUSTQOVER | NFORVATI ON:

Cust orer Nane: Custonerl Nanel

Address: 123 Main St

Cty, St. ZIP: BHs, Ca 90210

Country: USA

Tel ephone: 888.555. 1234

E-Mai | Address: Custonerl@Custonerenail.com

Card Type: MasterCard

Transaction I D 1717171

| P Address: 0.0.0.0

Descri ption Anpbunt __Quantity__Subt ot al
Item 1 1.22 1 1.22
Transaction total: $1.22

Recurring Transaction Failure Email

Table 2.22. Recurring Transaction Failure Email Example

From "Recurring Credit Card Transaction"

Date: January 2, 2005 1:56:31 PM MST

To: "MERCHANT" <Merchant emai | @ver chant domai n. con»

Subj ect: Recurring Transacti on FAILED 3/2/2006, (Custoner2 Nane2)
Repl y- To: "Cust oner 2 Nanme2" <Custoner2@ust oner enmi | . conr
khkkhkkkhkkhkkhhkhkkhkhkkhhkhkkhhkhhhkhhkhkdhkhhhhhkhkhhkhhhkdhkhhhkdhhkkhhkhhhkdhkhkkdhkkdhhkk,hhkkhk*x*%
RECURRI NG TRANSACTI ON FAI LED

MERCHANT,

The following recurring transaction was attenpted and fail ed.
This transaction will be attenpted again on the next recurring
date unless it is cancelled by you.

CUSTOMER | NFORNMATI ON:

Cust omer Nane: Custoner2 Name 2

Address: 1450 North 1100 East

City, St. ZIP: South Town, UT 84444

Country: USA

Tel ephone: 555-444-3333

E-Mai | Address: Custoner2@cust oneremail.com

Card Type: MasterCard

Transaction | D: 6789123

| P Address: 0.0.0.0

AVS Response:

AVS response descriptions are |isted here:
https://secure.itransact.confavs. htni

RECURRI NG TRANSACTI ON | NFORVMATI ON:

Start Date: 12/1/2004

Reci pe Nanme: nonthl y02

Oiginating XID 456789

Rerai ni ng Reps: 999

Definition: Repeat every nonth on the 2nd day

Descri ption Anobunt ___ Quantity__Subt ot al
Mont hly Service 250. 00 1 250. 00
Transaction total: $250.00US

TRANSACTI ON HI STORY

12/ 1/ 2004 456789 order ok 400.00

1/ 2/ 2005 6789123 order error 400.00

If specified, itens should be sent to the address

or email address listed

Credit Card Settlement Notifications

The payment gateway sends notification emails each time a batch settlement takes place. The informa
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tion listed in the emails is generated by the response from the credit card processing network. The gate-
way system only reports the data that the processing network responds with. Any discrepancies need to
be discussed with the processor or the merchant service provider.

Table 2.23. Settlement Email Example

From "Settlement Results"
Date: May 15, 2004 10: 08:18 AM MDT
To: undi scl osed-recipients: ;
Subj ect: Settlenent Results 5/15/2004 (
IR R R R R R R R R R R R R R R R R RS R SRR R R R R R R R R R EREEEEEEREEEEREEEEEE R RS EE S
Settlenment Results for Gateway |D XXXXX
Time of Settlenent: 5/15/2004 09:48: 26
Bat ch Nunber: 1
Settlenent |ID 22759832

Count Anpunt
Sal es 1 $44.48
Voi ds 0 $0.00
Credits 0 $0.00

Net 1 $44.48

Check Statistics Reports

Table 2.24. Settlement Email Example

From

To: <undi scl osed-reci pi ents: >

Sent: Friday, June 30, 2006 1:56 PM

Subj ect: Check Stats for Merchant XXXXX on 6/27/2006

EE R R S R S R S S S S S S S R S S R S S

Check Summary Report -- 6/27/2006

_Nane__ Check_Nunber __Date__ Check_Total __Check_Charge__Fax_Chrg__Total _Charge
V_Cust oner | 1 6/ 27/ 2006__10. 00 0. 25 0. 00 0. 25
V_Custonerll__ 2 _6/27/2006___5.00 0. 00 0. 00 0. 00
V_Custonerl|l__3 __6/27/2006__20. 00 4.50 0. 00 4.50

Val id Checks: 3

Deposit Total : 35.00
Processi ng Charge: 4.75
FAX Charge: 0.00

Del i very Charge: 1.00
Invoice Total: 5.75

Receipt/Invoice Communications

The Receipt/Invoice system uses emails to direct a customer to a secure page (built dynamically when
the invoice reguest is sent) where they can complete the payment for the auction item.

Invoice Customer Request Email

Table 2.25. Invoice Customer Request Email Example
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From Auctionseller001 <Auctionseller001@krchantemail.cone
Date: June 9, 2004 10:50: 04 AM MDT

To: W nni ngbi dder @ust oner enai | . com

Subj ect: Paynment Instructions for Itens bought from Deno Store
Repl y- To: Auctionsell er001 <Auctionsel |l er001@krchantensil.conmr
IR R R R R RS RS SRS R R SRR R R RS RS E R R R SRS SRR RS EE RS EEEREEREEEEEEEREEEEE]
Paynment |nstructions

Joe,

Thank you for your recent order from Deno Store.
Pl ease note that you nust still conplete the paynent process.
Instructions are shown bel ow.

Description Anount Qvy Subt ot al

Testltem $5.00 1 $5.00

Order Total $5.00

Conpl ete your transaction by clicking the 'Pay Now i nk,

or you nay copy and paste the link into your browser.

Pay Now (https://XXXX: 443/ cgi-bin/rc/pay_receipt/redirect/redirect.cgi ?t oken=vFoE)

You may reply to this enmail or contact Auctionseller001@krchantemail.com
if you have any questions.

Si ncerely,

Denb Store

Invoice Merchant Transaction Confirmation Email

Table 2.26. Invoice M erchant Transaction Confirmation Email Example

From "Credit Card Transaction Processing"
Date: June 12 2004 12:39:05 PM MDT
To: "Auctionseller001" <Auctionseller001@krchantensil.con>
Subj ect: Wnning Bidder , $65.00 MasterCard Xl D: 2323232323
Approval : 000000 6/12/2004 12:40:52
Repl y- To: "W nni ng Bi dder" <W nni ngbi dder @ust oner enai | . conr
ERE R R R R R R R R R R R R
Auct i onsel | er 001,
The follow ng transacti on was processed.
CUSTOMER | NFORNMATI ON:
Cust omer Nane: W nni ng Bi dder
Address: 123 Main St
Cty, St. ZIP: BHs, Ca 90210
Country: USA
Tel ephone: 888. 555. 1234
E- Mai | Address: W nni ngbi dder @ust onerenai | . com
Appr oval Code: 000000
CW2 Response: M
Card Type: MasterCard
Last Four Digits: 5454
Transaction ID: 2323232323
IP Address: 0.0.0.0
AVS Response: Y
AVS response descriptions are |listed here:
htt ps: // XXXXXXXXXX/ support/avs. ht m
SHI PPI NG | NFORMATI ON:
Name: First Last
Address: 123 Main St
Cty, St. ZIP: BHs, Ca 90210

Country: USA

Description Amount __Quantity__ Subt ot al
eBay Item 999999999999 65. 00 1 65. 00
eBay Buyer |D: Auctionbuyer001 0. 00 1 0. 00

Transaction total: $65.00
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Invoice Customer Transaction Confirmation

Table 2.27. Invoice Customer Transaction Confirmation Example

From "Auctionseller001 Transacti on Processing" <Auctionseller001@erchant ensil.conp
Date: June 12, 2004 12:39:05 PM MDT

To: "Wnning Bidder" <W nni ngbi dder @ust onerenail . con

Subj ect: Auctionseller001 Transaction Confirmation, Xl D 2323232323

Repl y- To: "Auctionsel | er001" <Auctionsell er00l1@rchant enanil.conr

EE R R R R R R S

W nni ng Bi dder,

Thank you! The follow ng transaction was processed.

This email wll serve as your receipt.

For questions, please contact Auctionseller00l1@erchantemail.com

TRANSACTI ON DETAI L

Merchant Nane: Auctionsel |l er001
URL or User ID

eBay I D: Auctionseller001

Last Four Digits: 5454

Card Type: MasterCard

Date & Time: 6/12/2004 12:40:52
Transaction | D 2323232323

| P Address: Logged for security purposes.
YOUR | NFORVATI ON:

Cust omrer Nane: W nni ng Bi dder
Address: 123 Main St

Cty, St. ZIP: BHs, Ca 90210
Country: USA

Tel ephone: 888. 555. 1234

E- Mai | Address: W nni ngbi dder @ust omer enai | . com
SHI PPI NG | NFORNMATI ON:

Nanme: W nni ng Bi dder

Address: 123 Main St

Cty, St. ZIP: BHs, Ca 90210
Country: USA

Descri ption Ampbunt __Quantity___ Subt ot al
eBay Item 999999999999 65. 00 1 65. 00
eBay Buyer |D: Auctionbuyer001 0. 00 1 0. 00
Transaction total: $65.00

Si ncerely,

Auct i onsel | er 001

Gateway Notifications

These are the email notifications sent by the Gateway.

Account Activation Email

Table 2.28. Account Activation Email Example

From "Account Activation"

Dat e: June 12 2004 12:39: 05 PM MDT

To: "MERCHANT" <Merchant @krchantemail . conp

Subj ect: Credit Card Processing Account Activation - XXXXX
Repl y- To: "Account Activation"

Rk S S S R S S O R S R I O R I

MERCHANT

1
khkkkkhkkhkkhkkhkkhkkkhkkhkkkkk*x
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Do not reply to this nessage. This is a systemgenerated email nessage;
replies are not seen by an actual person. Please contact custoner service if
you have any questions. Thank you.

ERE R R R R R R R EEEEEEE RS

We have received your merchant account infornation and have conpl et ed

your credit card processing setup using the information subnmitted to us.
You may begin accepting online credit card transactions via your

website or Virtual Ternminal.

Pl ease verify that credit card transactions are being processed
successfully. Al so, please contact your bank within 7-10 days of

receiving your first credit card transaction to verify that the funds

have been deposited into your bank account. Please contact your credit card
mer chant account's custoner service inmediately if problens are detected.

Gateway Settings Notification

Table 2.29. Gateway Settings Notification Example

From "Gateway Settings"

Date: June 20 2004 12:39: 05 PM MDT

To: "MERCHANT" <Merchant @krchantemail . conp

Subj ect: Gateway Settings Notification (XXXXX)

Repl y- To: "Gateway Settings"
khkkhkkkhhkhkkhhkhkhhkhhkhdhkhhhhhhdhkhhhdhhdhkhhhdhhdhkdhhdhhhhkdhhdhkdrhkkdhhxhh*x*%
This is a courtesy notice. No response is needed.
MERCHANT,

You have recently nade changes to your gateway account
settings. The changes are detailed below. This email

is being sent to the email address on file before the
changes were made. If you did not authorize and/or
request these changes, please log into your Control
Panel , change your password, and make any nodifications
necessary.

Pl ease contact custonmer service w th questions.

Gateway I D: XXXXX Detail of changes nmde:

Customer Reply Email changed to "MerchMil @erchant. cont
Address Verification changed to "addr"

State changed to "Ca"

Zi p/ Postal Code changed to "90210"

MerchantUpdates Communications

The MerchantUpdates email list is an opt-in email list. It is used to notify merchants about updates being
made to the gateway software, scheduled maintenance, and other system wide information.

Table 2.30. MerchantUpdates Email Example

From "Mechant Updat es”

Date: February 15, 2005 10:35:01 AM MST

To:

Subj ect: Event Notification DFWL 02/17/ 2005
Repl y- To:

EE R R S R R S S S S
EVENT I D: 10123

DATE: 02/ 17/ 2005

START TIME: 12: 00 AM EDT

ESTI MATED END TI ME: 01: 00 AM EDT

LOCATI ON: DFWL (Dal I as, TX)

SERVI CES/ EQUI PMENT: Recurring System Upgrade
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TYPE OF WORK: Software Upgrade, Database Mintenance
I MPACT OF WORK: Transaction processing will be unavail able for
approxi mat el y one hour.
DESCRI PTION OF WORK: W will be adding the ability to change recurring Check/EFT
account information through the Custoner Edit feature.

Mer chant Updates mailing list
http://ww.itransact.com nail man/li stinfo/ merchantupdat es

Account Suspension Email

Table 2.31. Account Suspension Email Example

From

Date: July 12, 2006 1:07:56 PM MDT

To: Merchant @rer chant enai | . com

Subj ect: Account Status: SUSPENDED ( MERCHANT)
Repl y- To:

IR R R SRS EE SRS SR SRR SRR EEEEEEEEREEEREEEEEEEEEEREEEEEEEEEEEEEEEEEEEEE S

MERCHANT,

We have received a request to tenporarily suspend your paynent
gateway account. Your account has been suspended, and you are no

I onger able to process credit card transactions through your gateway
account. |If this has been suspended in error, please notify us by
subnmitting a request at http://XXXXXXXXX. Pl ease

contact us with any questions.

The reason for the change was: Merchant Request

Account Closure Email

Table 2.32. Account Closure Email Example

From

Date: July 12, 2006 1:09:16 PM MDT

To: Merchant @rer chant erai | . com

Subj ect: Account Status: CLOSED ( MERCHANT)
Repl y- To:

Rk S S Sk S R Sk o O R R kS S I R O

MERCHANT,

W have received a request to de-activate your paynent

gateway account. Your account has been closed, and you are no | onger
able to process credit card transactions through your gateway
account. We've appreciated you as a client and wi sh you the best. If
this has been closed in error, please notify us by submtting a
request at http://XXXXXXX. Pl ease contact us

with any questions.

The reason for the change was: Merchant Request

Account Re-Activation Notification
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Table 2.33. Account Re-Activation Email Example

From

Date: July 12, 2006 1:10:13 PM MDT

To: Merchant @rer chant enmi | . com

Subj ect: Account Status: OPEN ( MERCHANT)
Repl y- To:

IR R R SRS RS SRS SR SRR SRR EEEREEEEEREEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]

MERCHANT,

We have received a request to re-open your gateway account.

This email is to notify you that the gateway account has been
activated. Your account is now ready to accept credit cards. For any
questions, please submt a request at

http:// XXXXXXX.

The reason for the change was: Merchant Request

Potential Failure Responses On Credit Card Transac-
tions

Transactions can potentially fail one of many reasons. Most failure responses are generated by the credit
card processing networks and the credit card issuing banks. The information below includes the re-
sponse asit's received from the processor and how the gateway interprets and displays that message.

NBE Errors

* Response- DECLINE

Message - Code: NBEOO1 Your credit card was declined by the credit card processing network.
Please use another card and resubmit your transaction.

* Response- INVALID C

Message - Code: NBEOO2 We received a response that this is an invalid card. Please use another
card and resubmit your transaction.

* Response - EXPIRED CARD

Message - Code: NBEOO3 The card appears to be expired. Please use another card and resubmit
your transaction.

¢ Response- INCORRECT PIN
M essage - Code: NBEOO4 This system cannot be used to process ATM cards.
¢ Response- PICK UP CARD

Message - Code: NBEOOS5 The credit card processing network has recognized this card as lost or
stolen. The transaction has been cancelled.

* Response- CALL

M essage - Code: NBEOO6 The processing network has responded with a CALL error. Please do not
resubmit your transaction. There may be a problem processing your card. Please call your credit card
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company at the phone number listed on the back of your card.
Response - AMOUNT ERROR

M essage - Code: NBEOO7 The dollar amount of this transaction isinvalid. Please verify the informa-
tion entered and resubmit.

Response- INVLD TERM ID 1

M essage - Code: NBEOO8 The credit card processing network has responded with an Invalid Mer-
chant Number error. Y our transaction has been cancelled.

Response- INVLD TERM ID 2

Message - Code: NBEOO9 The credit card processing network has responded with an Invalid SE
Number error. Y our transaction has been cancelled.

Response - RECORD NOT FOUND

Message - Code: NBEO10 We received a response that this record could not be found. The transac-
tion has been cancelled.

Response - MUST SETTLE

M essage - Code: NBEO11 The credit card processing network has responded withaMUST SETTLE
error. We apologize for the inconvenience.

Response - REC NOT FOUND

Message - Code: NBEO13 We received a response that this record could not be found. The transac-
tion has been cancelled.

Response - PLEASE RETRY

Message - Code: NBE014 We received a PLEASE RETRY message. Please attempt your transac-
tion again or use a different card.

Response - has already been settled
M essage - This transaction has already been settled. Y ou will need to issue a credit instead.
Response - Invalid Bank Number

Message - Code: NBEO16 The credit card processing network has responded with a Bank Number
error. Your transaction has been cancelled.

Response - javax.management.ReflectionException
M essage - Our servers are currently undergoing scheduled maintenance. Please try back later...
Response - TRANSACTION NOT FOUND

Message - Code: NBEQ17 The processing network no longer has an authorization for this transac-
tion. The transaction cannot be voided.

Response- INVALID M

M essage - Code: NBEO18 The credit card processing network has responded with an "Invalid Mer-
chant Number" error. Y our transaction has been cancelled.
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Response- INV TRAN T
M essage - Code: NBEQ19 Invalid transaction type. Please verify and resubmit.
Response - AP DUPE

Message - Code: NBE020 The credit card processing network has recognized this as a duplicate
transaction. We apologize for the inconvenience.

Response - EDC UNAVAILABLE

Message - Code: NBEO21 The credit card processing network has responded with an EDC Unavail-
able error. Please use another card or try your transaction later. We apologize for the inconvenience.

Response - TRANSMIT

Message - Code: NBE022 This transaction cannot be processed. If you are attempting a VOID you
must process a credit instead.

Response - EXPIRED CA

Message - Code: NBE023 The card appears to be expired. Please use another card and resubmit
your transaction.

Response- INV CVV2 M

Message - Code: NBEO24 The CVV2 information entered is invalid. Please verify the information
and resubmit your transaction.

Response- CVC2 MISMATCH

Message - Code: NBE025 The CVC2 information entered is invalid. Please verify the information
and resubmit your transaction.

Response- CVV2 MISMATCH

Message - Code: NBE026 The CVV2 information entered is invalid. Please verify the information
and resubmit your transaction.

Response - CARD NO. ERROR
M essage - Code: NBE027 Card number error. Please use another card or resubmit your transaction.
Response - PIC UP

Message - Code: NBE028 The credit card processing network has recognized this card as lost or
stolen. The transaction has been cancelled.

Response - UNAUTH TRANS

Message - Code: NBE029 Unauthorized transaction. Please use another card and resubmit your
transaction.

Response- INVLD EXP

M essage - Code: NBEO30 Y ou have entered an invalid expiration date. Please return to the form and
verify the information entered.

Response - ISSUER UNAVAIL
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Message - Code: NBEO32 Your card issuer cannot validate your request. Please use another card
and resubmit your transaction.

Response - INVALID EX

M essage - Code: NBEO33 Y ou have entered an invalid expiration date. Please return to the form and
verify the information entered.

Response - INVLD CODE ACCT

Message - Code: NBE034 The credit card processing network has responded with an invalid code
error. Please check your input and try your transaction again. We apol ogize for the inconvenience.

Response - SERV NOT ALLOWED

Message - Code: NBEO35 The credit card processing network does not alow this card type or ser-
vice. Please use a different card and try your transaction again.

Response - INVALID TRAN

M essage - Code: NBEQ36 This transaction cannot currently be processed. The credit card processing
network has responded with an invalid transaction error. Please try back later. We apologize for the
inconvenience.

Response - AMEX NOT ALLOWED

M essage - Code: NBEQ37 This transaction cannot be processed. American Express cards are not ac-
cepted. Please use a different card and resubmit your transaction.

Response - ERROR 06

M essage - Code: NBEO38 We received an error response while processing your card. Please use an-
other card and resubmit your transaction.

Response - NO SUCH ISSUER

Message - Code: NBEO39 The credit card processing network has responded with a NO SUCH IS
SUER ERROR. Please use a different card. We apol ogize for the inconvenience.

Response - DATE ERROR

Message - Code: NBE040 We received a DATE ERROR while processing your card. Please use an-
other card and resubmit your transaction.

Response - RE ENTER

Message - Code: NBEO41 The credit card processing network has responded with a RE ENTER
message. Please try your transaction again. We apologize for the inconvenience.

Response - WRONG PIN

M essage - Code: NBE042 ATM cards cannot be used. The card used must display the Visa, Master-
card, American Express or Discover symbol.

Response - LOST

Message - Code: NBEO043 The credit card processing network has recognized this card as lost or
stolen. The transaction has been cancelled.
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Response- NO REPLY

M essage - Code: NBE044 We were unable to obtain a response from the credit card processing net-
work. Please try your transaction again. We apologize for the inconvenience.

Response - ALREADY REVERSED

M essage - Code: NBEO045 This transaction has aready been reversed.

Response - VALID RECORD

M essage - Code: NBE046 This transaction cannot be voided. Y ou will need to issue a credit instead.
Response- INVALID AM

Message - Code: NBEO47 We received a response that this is an invalid amount. Please resubmit
your transaction.

Response - SYSTEM ERROR or Unknown Error

Message - Code: NBEO48 The credit card processing network experienced a system error during
your transaction. Please resubmit your transaction

Response- ACCT LENGTH

Message - Code: NBE049 The credit card processing network has responded with an ACCT
LENGTH ERROR. Please verify your entries and resubmit your transaction.

Response - PIN EXCEED

M essage - Code: NBEO50 ATM cards cannot be used. The card used must display the Visa, Master-
card, American Express or Discover symbol.

Response- INVALID ACCT

M essage - Code: NBEO51 We received a response that thisis an invalid account. Please use another
card and resubmit your transaction.

Response - DUPLICATE

Message - Code: NBEO52 The credit card processing network has recognized this as a duplicate
transaction. We apologize for the inconvenience.

Response - OVER LIMIT

Message - Code: NBEO53 The credit card processing network has responded with a LIMIT error.
We apologize for the inconvenience.

Response- INVALID P

Message - Code: NBE054 ATM cards cannot be used. The card used must display the Visa, Master-
card, American Express or Discover symbol.

Response- NO ACCOUNT

Message - Code: NBEO55 The credit card processing network has responded with a No Account
message. Please check your input and try your transaction again. We apologize for the inconveni-
ence.

Response - INVLD AMOUNT
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Message - Code: NBEO56 We received a response that this is an invalid amount. Please resubmit
your transaction.

Response - NO CHECK ACCOUNT

Message - Code: NBEO57 Your card was declined by the credit card processing network. Please
contact your bank regarding the checking account associated with your debit card.

Response - NOT PERMITTED
M essage - Code: NBEO58 This transaction type is not permitted by the processing network.
Response- INVLD PIN

Message - Code: NBE059 ATM cards cannot be used. The card used must display the Visa, Master-
card, American Express or Discover symbal.

Response- OVRLIMT AMT

Message - Code: NBEOGO Y our transaction amount cannot be processed. Y our transaction has been
cancelled.

Response - INVLD MERCH ID

Message - Code: NBEO61 The credit card processing network has responded with an INVALID
MERCHANT ID message. Y our transaction has been cancelled.

Response - Unknown AccountType

Message - Code: NBE062 The EFT provider has responded with an Unknown AccountType error.
This transaction cannot be processed.

Response - DECLINE-CV2 FAIL

Message - Code: NBEO63 Your credit card was declined because of an invalid CV2 entry. Please
verify your information and resubmit your transaction.

Response - CUSTOMEREMAIL

Message - Code: NBE0O64 The EFT provider has responded with a CUSTOMEREMAIL error.
Please verify that your email address was entered and is correct.

Response - temporarily disabled

Message - Code: NBE066 Transaction processing is currently disabled for maintenance. Please try
back later.

Response - valid 2 character state abbreviation
M essage - Code: NBE0O67 The STATE entry must contain avalid two-character state abbreviation.
Response - MAXIMUM ATTEMPTS

Message - Code: NBE069 We were unable to obtain a response from the credit card processing net-
work. Please try your transaction later. We apologize for the inconvenience.

Response - DINERS NOT ALLOW

M essage - Code: NBEQ70 This transaction cannot be processed. Diners Club cards are not accepted.

78



Gateway Access

Please use a different card and resubmit your transaction.
Response - maximum daily spending

Message - Code: NBEQ71 Y ou have exceeded your maximum daily spending limit. Please contact
customer service for assistance.

Response- INV TERM ID

M essage - Code: NBEO72 The credit card processing network has responded with an INV TERM 1D
error. Your transaction has been cancelled.

Response- AMNT TOO LRG

Message - Code: NBEQO73 The credit card processing network has responded with a AMNT TOO
LRG error. We apologize for the inconvenience.

Response - INVALID STORE

Message - Code: NBEO74 The credit card processing network has responded with an INVALID
STORE error. Y our transaction has been cancelled.

Response - TERM |ID ERROR

Message - Code: NBEQ75 The credit card processing network has responded with an TERM ID ER-
ROR message. Y our transaction has been cancelled.

Response - FAILURE CV

Message - Code: NBEO76 The credit card processing network has responded with a FAILURE CV
message. Please try your transaction again. We apologize for the inconvenience.

Response - FAILURE HV

M essage - Code: NBEQO77 The credit card processing network has responded with a FAILURE HV
message. Please try your transaction again. We apologize for the inconvenience.

NAVS Errors

These errors are generated based on the auto-void settings chosen by the merchant in the Fraud Controls.
Please see THIS for additional information.

Response - no_match

Message - Code: NAV S001 The address and zip entered do not match the address and zip listed on
your credit card account. Y our transaction will be voided.

Response - address

Message - Code: NAV S002 The zip code entered does not match the zip code listed on your credit
card account. Y our transaction will be voided.

Response - zip5

Message - Code: NAV S003 The address entered does not match the address on your credit card ac-
count. Y our transaction will be voided.
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* Response- zip9

Message - Code: NAV S004 The address entered does not match the address on your credit card ac-
count. Y our transaction will be voided.

+ Response- no_response

Message - Code: NAV S005 The address and/or zip code listed on your account could not be veri-
fied. We received no AV S response. Y our transaction will be voided.

* Response- avs_incompatible card type

Message - Code: NAV S006 The address and zip code could not be verified because of an incompat-
ible card type. Y our transaction will be voided.

* Response - cardnumber_not_on file

M essage - Code: NAV S007 The address and zip code could not be verified. Y our card number is not
on filein the processing network database. Y our transaction will be voided.

* Response - domestic_address not_verified

Message - Code: NAVS008 The address entered could not be verified. Your transaction will be
voided.

* Response - unavailable

Message - Code: NAVS009 The address and zip code verification service is unavailable for your
credit card account. Y our transaction will be voided.

* Response- service_not_supported

Message - Code: NAVS010 The address and zip code verification service is not supported for your
credit card account. Y our transaction will be voided.

* Response - address verification_not_supported

Message - Code: NAVS011 The address and zip code verification service is not supported for your
credit card account. Y our transaction will be voided.

* Response - global_non_participant

M essage - Code: NAV S012 The address and zip code verification service is not supported outside of
the United States. Y our transaction will be voided.

* Response- avs error

Message - Code: NAV S013 The address and/or zip code listed on your account could not be veri-
fied. Wereceived an AV S error response. Y our transaction will be voided.

* Response - postal

M essage - Code: NAV S014 The address entered does not match the address on your credit card ac-
count. Y our transaction will be voided.

NBF Errors

These errors indicate that there was a communication error or a system error.
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Response - SERV NOT ALLOWED

Message - Code: NBFOO1 The credit card processing network does not allow this card type or re-
quest. SERV NOT ALLOWED error.

Response- INVALID TERM ID

Message - Code: NBFOO2 The credit card processing network has responded with an Invalid Term
Id error. Y our transaction cannot be processed.

Response - INVLD VOID DATA
M essage - Code: NBF0O03 This transaction cannot be voided. Y ou will need to issue a credit instead.
Response - APPL TY PE ERROR

M essage - Code: NBF004 The credit card processing network has responded with an Appl Type er-
ror. Y our transaction cannot be processed.

Response - REC NOT FOUND
M essage - Code: NBFOO5 This transaction cannot be voided. Y ou will need to issue a credit instead.
Response- INVLD TERM ID 1

Message - Code: NBF006 The credit card processing network has responded with an Invalid Mer-
chant Number error. Y our transaction has been cancelled.

Response- INVLD TERM ID 2

Message - Code: NBFOO7 The credit card processing network has responded with an Invalid SE
Number error. Y our transaction has been cancelled.

Response- INVLD DATA

M essage - Code: NBFOO8 The credit card processing network has responded with an invalid data er-
ror. Please verify the information and resubmit.

Response - AMOUNT ERROR

M essage - Code: NBFO09 The dollar amount of this transaction isinvalid. Please verify the informa:
tion entered and resubmit.

Response - The transaction has already been settled
M essage - Code: NBF010 This transaction cannot be voided. Y ou will need to issue a credit instead.
Response - Caughtl OException:Read timed out

Message - Code: NBF011 The Nova processing network is not responding to our request for author-
ization. Please try your transaction later. We apologize for the inconvenience.

Response - invalid data

Message - Code: NBF012 The credit card processing network has responded with an invalid data er-
ror. Please verify the information and resubmit.

Response - Maximum number of attempts exceeded

M essage - Code: NBF013 The Nova processing network is not responding to our request for author-
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ization. Please try your transaction later. We apologize for the inconvenience.
Response - Maximum Postal Code sizeis 12 characters

M essage - Code: NBF014 The maximum postal code size is 12 characters. Please verify thisinform-
ation and resubmit.

Response - Response Timeout

M essage - Code: NBFO15 The processing network is not responding to our request for authorization.
Please try your transaction again.

Response - Invalid Bank Number

Message - Code: NBFO16 The credit card processing network has responded with a Bank Number
error. Y our transaction has been cancelled.

Response - CardCVV2Data/CV'V 2l ndicator

Message - Code: NBFO17 The CVV number entered is invalid. It must be three or four digits in
length.

Response - nova.NovaM erchantL ockFactory.getNovaHybr

Message - Code: NBF018 This transaction could not be processed. The support team has been noti-
fied of the problem.

Response - Thisrequest has already been settled
M essage - Code: NBF019 This transaction cannot be voided. Y ou will need to issue a credit instead.
Response - INVALID STOREKEY

M essage - Code: NBF020 This transaction cannot be processed. The processing network has respon-
ded with an INVALID STOREKEY error.

Response - NOT PERMITTED

M essage - Code: NBF021 This transaction type is not permitted by the processing network
Response- VALID RECORD TO VOID

M essage - Code: NBF022 This transaction cannot be voided.

Response - suspended for maintenance

Message - Code: NBF023 Our servers are currently undergoing scheduled maintenance. Please try
back later.

Response - temporarily disabled

Message - Code: NBF024 Transaction processing is currently disabled for maintenance. Please try
back |ater

Response - EDC UNAVAILABLE
M essage - Code: NBF025 The credit card processing network has responded with an EDC Unavail-

able error. This indicates that the processing network application is not available. Please use another
card or try your transaction later. We apologize for the inconvenience
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* Response- NO REPLY/TRANSMIT ERROR

M essage - Code: NBF027 We were unable to obtain a response from the credit card processing net-
work. Please try your transaction again. We apologize for the inconvenience.

* Response- DUPLICATE

Message - Code: NBF028 The credit card processing network has recognized this as a duplicate
transaction. We apologize for the inconvenience.

* Response - valid 2 character state abbreviation
M essage - Code: NBF029 The STATE entry must contain a valid two-character state abbreviation.
* Response- DECLINE

Message - Code: NBF0O30 Your credit card was declined by the credit card processing network.
Please use another card and resubmit your transaction.

NCVV Errors

These errors indicate that there was a communication error or a system error.

e Response-""or-
M essage - Code: NCVV001 No CVV2 Response Was Returned. Y our Transaction Will Be Voided
* Response-P

Message - Code: NCVV002 CVV?2 Information Was Not Processed. Your Transaction Will Be
Voided

* Response- N

M essage - Code: NCVV003 CVV2 Information Did Not Match. Y our Transaction Will Be Voided
* Response-U

M essage - Code: NCVV004 Issuer Not Certified For CVV2. Y our Transaction Will Be Voided
* Response-S

M essage - Code: NCVV005 You indicated that CVV2 was not available, however the issuer indic-
atesit should be present. Y our Transaction Will Be Voided

THR Errors

There is only one THR error. When "THRO001" is displayed, this indicates that a merchant has enabled
the Restrict Order Usage feature and it has been engaged by a declined transaction attempt. The THR er-
ror will display for a specific IP address until the restriction time has expired. This is the error as it dis-

plays.
Code: THROO1 This transaction has been suspended and will not be processed.

Please see THIS for additional information.
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VCC Errors

VCC errors are errors generated by the card validation script. All credit card account numbers follow a
specific algorithm. If abogus account number is attempted, aVVCC error will display:

Code: VCCO001 The credit card number entered contains non-numeric characters. Please verify.
Code: VCCO002 The credit card entered matches no known card type. Please use a different card.
Code: VCCO003 The credit card number entered has the wrong number of digits.

Code: VCCO004 The credit card number entered isinvalid. Please verify and resubmit.

VALSYS Errors

If you receive a response that mentions "VALSYS", it indicates that your account has been taken out of
test mode, but does not have an active merchant account enabled in the gateway. This error can be fixed
either by re-activating test mode, or adding a merchant account to the gateway. Merchants may also ex-
perience this error by passing a "FALSE" value for "TestMode" through the the xml method if there
gateway has no active merchant account. Never pass a "FALSE" value for "TestMode" on a gateway
that is strictly atest account.

Glossary of Terms

Below isaglossary of gateway terms.

* Authorization - Receiving an approval for a credit card transaction from a card issuing bank
through aresponse from a credit card processing network.

» Authorization Code - Alpha-numeric response received from the processing network indicating a
credit card transaction approval. Approvals "freeze" a specified amount on a customer's credit line,
but will not actually charge the card until batch settlement.

* AVS- Address Verification System is one of the credit card industry's methods to prevent fraud. It is
used to verify the billing address for Internet based transactions. Domestic US transactions can be
verified using the AV'S, but very few foreign credit card banks support AVS.

» Batch - A group of credit card transactions - normally batched together by day - which deposits to-
gether by card type to amerchant.

» Batch Settlement - When the gateway system closes the group of open authorizations and com-
pletes the transaction process. Batch settlement takes place each day that thereis at least one transac-
tion.

» Brick and Mortar - Physical retail storefronts. Often used to indicate that a business is not Internet
based.

»  BuyNow Format - A simple method to add a button to a website to allow a customer to place an or-
der by clicking on a button on the merchant's site which takes them to a secure server environment
where a transaction can be submitted.

e Child Transaction (CXID) - A transaction that was processed from a previously entered, or Parent
transaction.

e CID - American Express Card Identification number listed as a security code on the front of AMEX
cards.
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CISP - Cardholder Information Security Program is Visa's standard requirements for safeguarding
persona cardholder information. The gateway system meets and exceeds these standards.

Control Panel - The administrative interface that allows a merchant to activate, learn about, and
utilize the features of the gateway.

Crediting - To generate arefund to a customer's account. Money is withdrawn from a merchant's ac-
count and deposited into the customer's account.

Credit Card Merchant Account - An account which authorizes a merchant to accept a specified
credit card type.

CVV - Cardholder Verification Values are the three or four digit security codes listed on the back of
most credit cards.

Deposit - When the merchant account or EFT account makes direct payment into a merchant's bank
account.

Decline - When a credit card issuing bank rejects a merchant's request for a credit card authorization.
E-Commer ce - The buying and selling of goods and services over the Internet.

EFT - Electronic Funds Transfer. This is a method for accepting check payments over the Internet.
Also referred to as ACH/Automated Clearinghouse transactions.

Encryption - The trandation of data into a secure format. Encryption is the most effective way to
achieve data security. To read an encrypted file, you must have access to a key or password that en-
ables you to decrypt it. Encrypted information is unintelligible.

Form Wizard - A simple tool used to create basic order form pages that are built to the specifica
tions of the gateway.

Gateway System - A tool used by businesses to accept payments by credit cards and check over the
Internet. These systems securely submit transaction information to credit card processing networks
and record and display the approval or decline responses.

HTML - Hypertext Markup Language. A basic web language that can be used to create order forms
which communicate with the gateway.

Merchant - A business which accepts credit cards or checks as payment for their services or
products.

Merchant/Developer Toolkit - An interface which provides integration information and examples
for the gateway account.

Parent Transaction (PXID) - An original transaction from which subsequent, or Child, transactions
have been processed.

PCI - Payment Card Industry Data Security Standard. The credit card industry's standard require-
ments for safeguarding personal cardholder information. The gateway system meets and exceeds
these standards.

Pre-authorization - A transaction which only verifies the card account and a set amount in the ac-
count, but it does not actually charge the card. A pre-authorized transaction can be converted to a
full transaction by running a post-authorization on the transactions. If no post-authorization is run,
the money is never paid to the merchant.

Processing Networ k/Platform - The merchant service center which processes credit card transac-
tions.
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Real-Time Processing - When a credit card is approved over the Internet within seconds of being
submitted through a merchant's gateway account.

Recurring Recipe - The schedule which dictates when a transaction rebills.

Recurring Transactions - Transactions which occur on an ongoing basis according to schedule or
recipe.

Refund - To generate a credit to a customer's account. Money is withdrawn from a merchant's ac-
count and deposited into the customer's account.

Resubmit - A function which allows a merchant to process a subsequent credit card transaction
through the gateway based on previous transactions without having to re-enter the credit card in-
formation.

Secure Server - Technology that is required to be used for websites that want to accept payments.
Merchants may use their own secure servers or they can use the gateway's secure serversiif they util-
ize the Split Form method.

Shopping Cart - Thisis a dynamic order form system which alows a merchant's website to calcu-
late things like shipping and taxes. A shopping cart can be used to submit transaction information to
the gateway system.

Split Form - An HTML order format which alows a merchant to process transactions securely
without their own secure server. A customer enters public information on a merchant's non-secure
page and then is taken to a secure server page to enter private information.

SSL - Secure Socket Layer technology is a protocol designed to enable secure transmission of in-
formation on the Internet. It provides encryption and integrity of communications along with strong
authentication using digital certificates.

Standard Form - An HTML order format used by merchants who have their own secure servers.

Test Mode - A setting in an account which allows a merchant to test the functionality of their order
forms. When an account isin TEST MODE, no transactions will be processed or charged. The gate-
way system will generate emails and postbacks, but nothing will be recorded in the Transaction List-

ing.

Transaction Listing - This interface allows a merchant to view a history of transactions based on a
date range selected in the Control Panel interface.

URL - Uniform Resource Locator. It is a string of characters conforming to a standardized format,
which refers to a resource on the Internet (such as a document or an image) by its location. The web
address of a page on the Internet.

URL (Absolute) - Thefull file address of awebpage including "http://" or "https.//".

Virtual Terminal - An online interface that allows a merchant to manually process credit card trans-
actions asif it was being entered and processed through a physical credit card terminal.

Void - Thisis used to prevent an authorized transaction from closing in a batch settlement. This can-
cels a transaction. A transaction can be voided up until batch settlement begins. After that time a
credit/refund must be run on a transaction.

XML - Extensible Markup Language. A very flexible text format that can be used to generate trans-
action queries through the gateway system.
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