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Chapter 1. APl Overview

The gateway API features allow merchants or resellers to submit server to server requests to perform ac-
tions like transaction submission, recurring setup or to retreive transaction histories. It also allows re-
sellers to submit XML transaction requests on behalf of their merchants using one set of credentials.
This is useful for those that provide hosted shopping cart services, or want to provide their own mer-
chant control panel.

Authentication

Authentication is handled using the combination of a username and a HMAC digest. A HMAC digest
verifies both the authenticity and data integrity for a request payload. Our implementation is based on
HMAC-SHA-1 using a 160 bit key. You can read more about HMAC a Wikipedia
[http://en.wikipedia.org/wiki/HMAC] or for the adventurous the RFC
[http://www.fags.org/rfcs/rfc2104.html] is available. By using a signature based authentication scheme
we can validate who generated an API request and ensure that the request was not atered using a man-
in-the-middle attack [http://en.wikipedia.org/wiki/Man-in-the-middle_attack]

Obtaining an API Key
The reseller or merchant interfaces can be used to enable APl access and setup and revoke API creden-

tials. Resdllers should click on the 'API Access tab and follow the instructions. Merchants can setup
their API features using the merchant settings tool.

Interfaces

The XML API provides interfaces that provide transaction requests and recurring transaction manage-
ment features.

Pricing

There is no cost to areseller for using the API features, however there is still a per merchant charge for
XML transaction services. This means that every merchant that you want to process transactions for has
to have XML processing enabled.



http://en.wikipedia.org/wiki/HMAC
http://www.faqs.org/rfcs/rfc2104.html
http://en.wikipedia.org/wiki/Man-in-the-middle_attack
http://en.wikipedia.org/wiki/Man-in-the-middle_attack

Chapter 2. Payload Signature
Generation

Introduction

All the API features require a signature value to be calculated and passed through in the request. Each
API interface will require thisin a different input field so this chapter is just providing a general discus-
sion of how to generate the signature for a given payload value. The payload format is also a feature of
the API interface being used, so refer to the API interface specific sections discussing what the payload
is.

Generating The PayloadSignature Value.

Overview

Every module that supports the APl username/key authentication requires that some part of the request
method is signed and sent as a separate parameter of the request. Once the request is received by our
servers we create the same signature from the request and compare the values. This type of authentica-
tion is used by many other companies and the hash functions are free and widely available. Many lan-
guages come with these hash functions as standard libraries. We have included examples for many pop-
ular programming languages below.

Java HMAC Signature Example

The following Java exampl e shows an example of how you can generate the payloadSignature value.

Table2.1. Java HMAC Signature Example

inmport java.util.*

i mport javax.crypto. Mac;
i nport ] avax. crypto. spec. Secr et KeySpec;
i nport org.apache. conmons. codec. bi nary. Base64;
public class HVACSi gnature {
private static final String EXPECTED SI GNATURE = "4ULOXf CzwOGLl M\HOgal pl UcW E=";

public static void main(String[] args) throws Exception {
java. security. Security. addProvi der ( new com sun. crypt o. provi der. SunJCE())
Secret KeySpec hmac = new Secret KeySpec( "12345678901234567890". get Bytes(" ASCI I "),
HmacSHAl );
Mac mac = Mac. getlnstance( hnac. getAl gorithn() );

mac.init( hnmac );
String sigLoad = "<RecurDetai | s><Qper ati onXl D>12345</ Oper ati onX|I D></ Recur Det ai | s
byte[] digest = mac. doFi nal (siglLoad. getBytes("UTF8"));

String actual Signature = new String(Base64. encodeBase64(digest), "ASCII1");

i f (EXPECTED_SI GNATURE. equal s(actual Si gnature)) {
System out. println("Success!");
Systemout.println("Signature: " + actual Signature);

el se {
Systemout.printin("Failure!");
System out. println("Expected Signature: " + EXPECTED_ S| GNATURE) ;
Systemout.println(" Actual Signature: " + actual Signature);

A



Payload Signature Generation

Perl HMAC Signature Example

Table2.2. Perl HMAC Signature Example

ny $EXPECTED_SI GNATURE = ' 4ULOXf CzwOGLl MAHOgal pl UcW E=' ;
ny $payl oad = "<Recur Det ai | s><Oper ati onXl D>12345</ Oper at i onXl D></ Recur Det ai | s>";

use Digest:: HVAC SHA1;
ny $hmac = Di gest:: HVAC SHAl- >new( " 12345678901234567890") ;

$hmac- >add( $payl oad) ;
# The Perl Digest Ii1b doesn't provide the trailing '=" character

ny $actual _signature = $hmac->b64di gest . '=";

i f ($EXPECTED_SI GNATURE eq $actual _signature) {
print "Success!\n";
print "Signature: '$actual _signature'\n";
} else {
print "Failure!'\n";
print "Expected Signature: '$EXPECTED_SI GNATURE \ n";
print " Actual Signature: 'S$actual _signature'\n";

Ruby HMAC Signature Example

Table 2.3. Ruby HMAC Signature Example

require 'openssl’
require 'base64'

EXPECTED_SI GNATURE = ' 4ULOXf CzwOGLlI MAHOgal pl UcW E='

payl oad = "<Recur Det ai | s><Oper ati onXl D>12345</ Oper at i onX| D></ Recur Det ai | s>"
key = "12345678901234567890"

di gest =CpenSSL: : HMAC. di gest (OpenSSL: : Di gest : : SHAL. new( key), key, payl oad)
actual _signature = Base64. b64encode(di gest)

# For some reason, we end up with a new line character in the actual _signature...
act ual _si gnature. chonp!

i f EXPECTED_SI GNATURE. eql ?(act ual _si gnature)
puts ' Success!'’
puts 'Signature: ' + actual _signature
el se
puts 'Failure!’
puts ' Expected Signature: ' + EXPECTED S| GNATURE
guts ' Actual Signature: ' + actual _signature
en

ColdFusion HMAC Signature Example




Payload Signature Generation

Table 2.4. ColdFusion HMAC Signature Example

<cfset expectedSi gnature = "4ULOXf CzwOGLll M\HOgal pl UcW E=" >

<cfset payload = "<RecurDetail s><Oper ati onXl D>12345</ Oper ati onXl D></ Recur Det ai | s>" >
<cfset key = "12345678901234567890" >

<cfset generatedSi gnature = HWVAC SHA1(key = key, payl oad = payl oad) >

<cf out put >

Payl oad: <br >

#pay| oad#

<hr >

Expect ed Signature: #expectedSi gnature#<br>
Generated Signature: #generatedSi gnature#
</ cf out put >

PHP HMAC Signature Example

Table2.5. PHP HMAC Signature Example

<?php
$expected = ' 4ULOXf CzwOGLI MAHOgal pl UcW E=' ;

$payl oad = "<Recur Det ai | s><Qper at i onXl D>12345</ Oper ati onX|I D></ Recur Det ai | s>";
$key = "12345678901234567890";

#Using built in PHP5 functions
$di gest = hash_hmac(' shal', $payl oad, $key, true);
$act ual _si gnature = base64_encode( $di gest);

#Usi ng PEAR nodul e

#requi re_once ' Crypt/HVAC. php';

#$hmac = new Crypt _HVAC( $key, "shal");

#3$di gest = pack("H40", $hmac->hash(tri m( $payl oad)));
#$act ual _si gnature = base64_encode($di gest);

i f($expected == $actual _signature) {
echo "Success!\n";
echo "Signature: $actual _signature\n";
} else {
echo "Failure!\n";
echo "Expected Signature: $expected\n”;
echo " Actual Signature: $actual _signature\n";

?>

.NET/C# HMAC Signature Example

Table2.6. NET/C#HMAC Signature Example

usi ng System
usi ng System Security. Cryptography;
usi ng Text;




Payload Signature Generation

string expected_signature = "4ULOXf CzwOGLl MHOgal pl UcW E=";
string payl oad = "<RecurDet ai | s><Oper ati onXl D>12345</ Oper at i onXl D></ Recur Det ai | s>";
string key = "12345678901234567890";

Encodi ng encodi ng = new UTF8Encodi ng();
HMACSHAL si gnat ure = new HVACSHAL( encodi ng. Get Byt es(key));
string actual _signature = Convert. ToBase64Stri ng(
si gnat ur e. Conput eHash( encodi ng. Get Byt es(
payl oad. ToChar Array() ) )

)

i f (expected_signature == actual _signature) {
Consol e. WiteLine("Success!");
) Olonsol{e. WitelLine(" Signature: {0}", actual_signature);
el se
Consol e. WiteLine("Failure!");
Consol e. WiteLine("Expected Signature: {0
e. Wit {0

}", expected_signature);
Consol eLine(" Actual Signature: }

", actual _signature);

Testing Your Process

If you would like to test your signature process without having to hit our servers use the signatures gen-
erated in the examples above as a test base. If you use the same set of parameters your code should gen-
erate the same signature values that are shown in the examples.




Chapter 3. Interfaces
The XMLTrans2.cgi Module

The use of this module allows a reseller or merchant to submit Check and Card transactions as well as
other requests such as recurring transaction modification.

https://secure.itransact.com/cgi-bin/rc/xmitrans2.cgi

Mime Type Information

The above cgi is accessed with an HTTP POST and requires a CONTENT_TY PE header to be spe-
cified. Either ‘application/x-www-form-urlencoded’ or ‘text/xml' must be used. If ‘application/
x-www-form-urlencoded' is sent then the HTTP body must contain valid form markup. See WW3 Form
Spec for details at w3.org. If 'text/xml" is used then the HTTP body should only contain the XML re-
quest. If the incorrect mime type is used, the following response will be sent back to your server:

Table3.1. XML Trans2.cgi MIME Type Error Example

<?xm version="1.0" standal one="yes"?>
<Gat ewayFai | ur eResponse>
<St at us>FAI LED</ St at us>
<Err or Cat egor y>REQUEST_FORMAT</ Er r or Cat egor y>
<Error Message>Unexpected m me type: </ErrorMessage>
</ Gat ewayFai | ur eResponse>

Testing Tools for XMLTrans2.cgi Module

You can run al requests through xmltrans2 in test mode in order to help with the integration process.
There are three different ways to run a XML transaction in test mode:

1. Enable the TestMode checkbox in your merchant account settings. Please remember this turns on
TestMode for all transactions.

2. Setup the Test First Name field in your merchant account settings. Any xmltrans2 request that con-
tains a BillingFirstName tag with this same value will be run as a test transaction. Thisis only ap-
plicable to a couple transactions such as CreditTransaction.

3. Send through a TestM ode tag with the value TRUE. The TestMode tag which is in the Transaction-

Control structure always overrides the other test settings. This means that sending through Test-
Mode equal to FAL SE will cause atransaction to always be run as alive transaction.

APl Payload

The API Payload for which a signature is generated is simply the whole XML structure of the action un-
derneath the GatewayInterface tag. Let'slook at the full XML structure for arequest you might be using.

Table3.2. XML Trans2.cgi API Payload Full Request




Interfaces

<?xm version="1.0""?>
<Gat ewayl nterface>
<API Cr edent i al s>
<User nane>user nane</ User nane>
<Payl oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat enway>
</ APl Credenti al s>
<Recur Det ai | s>
<Qper at i onXl D>12345</ Oper at i onXl D>
</ Recur Det ai | s>
</ Gat ewayl nt er f ace>

For this request the action structure is the RecurDetails structure so you would calculate the payload
based on the following text.

Table3.3. XML Trans2.cgi APl Payload Full Request

<Recur Det ai | s>
<Oper at i onXl D>12345</ Qper at i onXl D>
</ Recur Det ai | s>

The payload passed into your signature generation routines should start with the first < character in
<RecurDetails> and should end with the last > character in </RecurDetails>. We do not strip out space
or carriage return/newline characters when validating the signature on our end. If you are having prob-
lems retrieving the XML sub structure without affecting the spacing that is present compared to how we
receive it, you might want to disable XML pretty printing. This will ensure that there are no whitespace
charactersin your payload.

Request Structure
NOTE: The APICredential values are made up of the following:
» Username - Thisvalue is found (and can be reset) in the Account Settings of the Control Panel on
an API enabled account.
» PayloadSignature - This is generated by signing the unique payload of each transaction witht the
API key, which is found (and can be reset) in the Account Settings of the Control Panel on an API

enabled account.

» TargetGateway - Thisisthe five digit gateway 1D number of the account. Thisfield is designed for
use with the iTransact Reseller API, but it isan optional field for the Gateway API.

Figure 3.1. Gatewayl nterface Diagram




Interfaces

Gatewaylnterface APICradentials
[e] APICredentials  APICredentials £ Username [1..1] string
[e] Action Action sfl PayloadSignature [1..1] string
£l TargetGateway [1..1] string
[=] Action
Actions
Supported Actions
Table 3.4. Supported Actions
Action Name Response Description

AuthTransaction

TransactionResponse

Performs a Force, PreAuth or
Sale request.

CreditTransaction

TransactionResponse

Performs a credit transaction
without referencing a previous
transaction.

PostAuthTransaction

TransactionResponse

This will generate a postauth
(capture) for a previously run Pr-
eauth transaction.

RecurDetails

RecurDetail sResponse

this request will return the num-
ber of remaining repetitions, the
recipe name and total for an ex-
isting recurring transaction.

RecurUpdate

RecurUpdateResponse

This request allows you to modi-
fy billing information, recurring
status and customer info for an
existing recurring transaction.

TranCredTransaction

TransactionResponse

Performs a credit transaction us-
ing the billing and customer data
from a previous transaction.

TranForceTransaction

TransactionResponse

Performs a force transaction us-
ing the billing and customer data
from a previous transaction.

TranRetryTransaction

TransactionResponse

Performs a sale transaction using
the billing and customer data
from a previous transaction. Pre-
vious transaction can be a sae,
pre-auth or force.

TransactionStatus

TransactionResponse

Returns transaction information
based on VendorData eements
which can be used to determine
the status of a transaction in an
unknown state.

VoidTransaction

TransactionResponse

Voids an auth transaction that ex-
ists in the open batch. If a void
cannot be performed because of




Interfaces

Action Name Response Description
batch closure then a
TranCredTransaction should be
used instead.

AuthTransaction

The AuthTransaction can be used to perform three different authorization requests. A sale request is the
default authorization type performed which is an authorization that will automatically be captured dur-
ing the settlement process. A pre-auth request is performed when the PreAuth field isincluded. This per-
forms an authorization that will not be captured during the settlement process until a post-auth transac-
tionisrun. A force transaction is run when an AuthCode field isincluded in the request. A force transac-
tion can be run when you have been provided an authorization code over the phone by a processing net-

work.

Figure 3.2. AuthTransaction Diagram

[&] AuthTransaction

[® Accountinfa
[8] CustomerData
[# Orderltems
b wFlDescription
Ll Total
[8] RecurringData

[#] WendarData
wFlauthCede
i1 Wl Prefuth

[#] TransactionCantral [0..1

[1..1] Accountinfa
[1..1]1 CustomerData
Orderltems
[1..1
[1..1
[0.1

string

string

RecurringData

TransactionContral |
0.1

VenderData |
string
string |

[&] Accountinfa

@ CardAccount
ia[8 CheckAccount

CardAccount

CheckAccount

[E] CustomerData

wFlEmail [1..1] string
[# Billingaddress [1..1] Address
Wl Custld [0..1] string
[#] ShippingAddress [0..1] Address

1] Orderltems

[®] ltem [1.*] Iltem

[ RecurringData

[1..1]
[L.11

wFl Recipe

wfl RemReps
[# orderltems
[L.11
wfFl Description [1..1]

= oFl Total

string
string
Orderltems
string

string

[ TransactionContral

[#] EmailText [0..1
WFlSendCustornerEmail [0..1
FlSendMerchantEmail [0..1

EmailText

iSendCustornerEmailType)

iSendMerchantEmailTypel

Wl TestMaode [0..1] (TestModeType)
[&] vendorData
[# Element [1..10] Element
Table 3.5. AuthTransaction Fields
Field Description Data Type Required
Accountinfo Contains either card or|pc:Accountinfo Yes
check information
AuthCode Initiates a Force transac- | xs.string No @
tion
CustomerData Customer Information  |pc:CustomerData Yes

9
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Field Description Data Type Required
Description Transaction Description |xs:string Yes )
Orderltems Transaction lineitems  |pc:Orderltems Yes

PreAuth Initiates a PreAuth trans- | xs:string No @
action
RecurringData Recurring transaction in- | pc:RecurringData No
formation
Total Transaction Total Xs:string Yes )
TransactionControl | Transaction control | pc:TransactionControl  |No
parameters
VendorData Merchant supplied meta|pc:VendorData No
data

(1) Either Orderltems or Total and Description must be provided

(2) Only one of PreAuth and AuthCode can be provided since these fields initiate different authorization types.

Table 3.6. XML Trans2.cgi AuthTransaction Example

<?xm version="1.0"?>
<Gat ewayl nt erface>
<API Cr edenti al s>
<User nane>user nane</ User nane>
<Payl| oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat eway>
</ APl Cr edenti al s>
<Aut hTr ansacti on>

<l-- Optional. Suplying AuthCode results in Force transaction -->
<Aut hCode>12345</ Aut hCode>
<!-- Optional. Supplying Preauth results in Pre-Auth transaction -->

<Pr eaut h/ >
<Cust oner Dat a>
<Emai | >kevi n@transact. conx/ Emai | >
<Bi | | i ngAddr ess>
<Addr ess1>t est </ Addr ess1>
<Addr ess2>t est 2</ Addr ess2>
<Fi r st Name>John</ Fi r st Nane>
<Last Name>Smi t h</ Last Nane>
<C ty>Bountiful </Cty>
<St at e>UT</ St at e>
<Zi p>84032</ Zi p>
<Count r y>USA</ Count r y>
<Phone>801- 555- 1212</ Phone>
</ BillingAddress>
<I-- Optional ShippingAddress -->
<Shi ppl ngAddr ess>
<Addr ess1>t est </ Addr ess1>
<Addr ess2>t est 2</ Addr ess2>
<Fi r st Name>John</ Fi r st Nane>
<Last Nane>Smi t h</ Last Nane>
<Ci ty>Bountiful </Cty>
<St at e>UT</ St at e>
<Zi p>84032</ Zi p>
<Count r y>USA</ Count ry>
<Phone>801- 555- 1212</ Phone>
</ Shi ppi ngAddr ess>
<l-- Optional Customer ID-->
<Cust | d>12345</ Cust | d>
</ Cust oner Dat a>
<l-- Can either supply Oderltens or Total and Description -->
<Orderltens>
<ltenr
<Descri pti on>t est </ Descri pti on>
<Cost >10. 00</ Cost >
<Qy>1</ Qy>
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</ltenp
</ Orderltems>
<Tot al >10. 00</ Tot al >
<Descri pti on>desc</ Descri pti on>
<Account | nf 0>
<l-- Can supply either CardAccount or CheckAccount -->
<Car dAccount >
<!'-- Supply Account Nunber, ExpirationMonth and ExpirationYear or Tra|
<Account Nunber >5454545454545454</ Account Nurrber >
<Expi rati onMont h>01</ Expi r at i onMont h>
<Expi r at i onYear >2000</ Expi r ati onYear >

<l-- Optional -->
<CWWNunber >123</ CVWWNunber >
<!-- Track Data if running sw pe transaction -->

<Tr ackDat a>TRACK DATA</ Tr ackDat a>
<!-- Supply Ksn, Pin along with TrackData for Debit transactions -->
<Ksn>12345</ Ksn>
<Pi n>1234</ Pi n>
<CheckAccount >
<Account Number >123456</ Account Nunber >
<ABA>324377516</ ABA>
<I-- SecCode if required by processor -->
<SecCode>PPD</ SecCode>
<l-- Account Source if required by processor. Can be "checking" or "s
<Account Sour ce>checki ng</ Account Sour ce>
<!-- AccountType if required by processor. Can be "personal" or "bus
<Account Type>per sonal </ Account Type>
</ CheckAccount >
</ Account | nf 0>
<l-- Optional -->
<Recurri ngbat a>
<Reci pe>t ext </ Reci pe>
<RenReps>1</ RenReps>
<l-- Optional -- Can either supply Oderltens or Total and Description t
<Orderltens>
<ltemp
<Descri pti on>t est </ Description>
<Cost >10. 00</ Cost >
<Qy>1</ Qy>
</ltenp
</ Orderltens>
<Tot al >10. 00</ Tot al >
<Descri pti on>desc</ Descri pti on>
</ Recurri ngDat a>
<l-- Optional -->
<Transacti onControl >
<SendCust oner Emai | >5TRUE</ SendCust oner Emai | > <! -- TRUE/ FALSE - - >
<SendMer chant Emai | >TRUE</ SendMer chant Enai | > <! -- TRUE/ FALSE - - >
<Test Mode>TRUE</ Test Mode> <! -- TRUE/ FALSE -->
<Enmi | Text >
<Emai | Text |t enmpt est 1</ Emai | Text | t en>
<Emai | Text |t et est 1</ Emai | Text | t en
<Emmi | Text |t enpt est 1</ Emai | Text | t en
<Emmi | Text |t ent est 1</ Emai | Text | t en
<Emmi | Text |t enpt est 1</ Emai | Text | t en>
<Emai | Text | t enpt est 1</ Enmi | Text | t en>
<Enmai | Text | t empt est 1</ Enmi | Text | t en>
<Emmi | Text |t empt est 1</ Enmi | Text | t en>
<Emmi | Text |t enpt est 1</ Enmi | Text | t en>
<Enmmi | Text I t enpt est 1</ Emai | Text | t enp
</ Emai | Text >
</ Transacti onControl >
<I-- Optional. This information will be saved on our
servers and is available in the XM. transaction report. This is
useful if you want to save your own transaction neta-data with a
transaction. -->
<Vendor Dat a>
<El enent >
<Narme>r epl d</ Nane>
<Val ue>1234567</ Val ue>
</ El enent >
</ Vendor Dat a>
</ Aut hTr ansacti on>
</ Gat ewayl nt er f ace>

ckData -->

avi ngs"-->

i ness"-->

o have recurrit
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CreditTransaction

This will generate a credit/refund transaction for a transaction that was not originally processed through
the gateway. Thisworks for both credit cards and EFTs.

Figure 3.3. CreditTransaction Diagram

CreditTransaction Accountinfo
[e] Accountinfo [1..1] Accountinfo [e] cardAccount CardAccount
[e] CustomerData [1..1] CustomerData [e] checkAccount  CheckAccount
| Total [1..1] string
[8] TransactionControl [0..1] TransactionControl CustomerData
[e] vendorData [0..1] VendorData = Email [1..1] string

[e] BillingAaddress [1..1] Address
[e] ShippingAddress [0..1] Address

TransactionControl
[€] EmailText [0..1] EmailText
#fl SendCustormerEmail [0..1] string
o/ SendMerchantEmail  [0..1] string
o TestMode [0..1] string
[E] vendorData
[e] Element [1..10] Element
Table 3.7. CreditTransaction Fields
Field Description Data Type Required
AccountInfo Contains either card or|pc:Accountinfo Yes
check information
CustomerData Customer Information  |pc:CustomerData Yes
Total Transaction Total xs:string Yes
TransactionControl | Transaction control |pc: TransactionControl  |No
parameters
VendorData Merchant supplied meta|pc:VendorData No
data

Table3.8. XML Trans2.cgi CreditTransaction Example

<?xm version="1.0"7?>
<CGat ewayl nterface>

<API Cr edent i al s>
<User nane>user nanme</ User nane>
<Payl oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat enway>

</ APl Credenti al s>

<Credi t Transacti on>
<Tot al >5. 00</ Tot al >
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<Cust oner Dat a>
<Emai | >deno@eno. conx/ Enai | >
<l-- Optional --><Custld>12345</Cust|d>
<Bi | | | ngAddr ess>
<Addr ess1>t est </ Addr ess1>
<Fi r st Nane>John</ Fi r st Nane>
<Last Nanme>Smi t h</ Last Nane>
<G ty>Bountiful</Cty>
<St at e>UT</ St at e>
<Zi p>84032</ Zi p>
<Count r y>USA</ Count r y>
<Phone>801- 555- 1212</ Phone>
</ Bi | | i ngAddr ess>
<l-- Optional -->
<Shi ppi ngAddr ess>
<Addr ess1>t est </ Addr ess1>
<Fi r st Nane>John</ Fi r st Nane>
<Last Nanme>Smi t h</ Last Nane>
<G ty>Bountiful</Cty>
<St at e>UT</ St at e>
<Zi p>84032</ Zi p>
<Count r y>USA</ Count ry>
</ Shi ppi ngAddr ess>
</ Cust oner Dat a>
<Account | nf o>
<!-- For Credit card transaction. -->
<Car dAccount >
<Account Nunber >5454545454545454</ Account Nunber >
<Expi rat i onMont h>01</ Expi r at i onMont h>
<Expi rati onYear >2000</ Expi r at i onYear >
</ Car dAccount >
<l-- For EFT transactions. -->
<CheckAccount >
<Account Nunmber >123456</ Account Nunber >
<ABA>124000054</ ABA>
</ CheckAccount >
<l-- or For NACHA transactions. -->
<CheckAccount >
<Account Nunber >123456</ Account Nunber >
<ABA>324377516</ ABA>
<l-- Account Source if required by processor. Can be "checking" or "sjavi ngs"-->
<Account Sour ce>checki ng</ Account Sour ce>
</ CheckAccount >
</ Account | nf 0>
<l-- Al TransactionControl elenments are optional including TransactionContrp
<Transacti onControl >
<SendCust oner Enmi | >TRUE</ SendCust oner Emai | > <! -- TRUE/ FALSE -->
<SendMer chant Emai | >TRUE</ SendMer chant Enai | > <! -- TRUE/ FALSE -->
<Test Mode>TRUE</ Test Mode> <! -- TRUE/ FALSE -->
<Enmmi | Text> <!-- Up to 10 Enmil Textltem el enents al |l owed -->
<Emai | Text | t enpt est 1</ Emmi | Text I t en»
<Emai | Text | t enpt est 1</ Emmi | Text | t en»
<Emmi | Text | t enpt est 1</ Emmi | Text | t en»
<Emai | Text|tenpt est 1</ Emai | Text | tem>
<Emai | Text|tenpt est 1</ Emai | Text | t em>
<Emai | Text|tenpt est 1</ Emai | Text | t en>
<Emai | Text|tenpt est 1</ Emai | Text | t en>
<Emai | Text | tenpt est 1</ Emai | Text It en>
<Emai | Text | tenpt est 1</ Emmi | Text |t en»>
<Emai | Text |t enpt est 1</ Emmi | Text | t enp
</ Emai | Text >
</ Transacti onControl >

'
\Y

<l-- Optional. This information will be saved on our servers and is
available in the XML transaction report. This is useful if you want
to save your own transaction neta-data with a transaction. -->
<Vendor Dat a>
<El enent >

<Name>r epl d</ Nane>
<Val ue>1234567</ Val ue>
</ El enent >
</ Vendor Dat a>
</ CreditTransacti on>
</ Gat ewayl nt er f ace>
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PostAuthTransaction

This will generate a postauth (capture) for a previously run Preauth transaction. The OperationX 1D field
should contain the X1D for the original Preauth.

Figure 3.4. PostAuthTransaction Diagram

PostAuthTransaction TransactionControl
&£l OperationXID [1..1] string [e] EmailText [0..1] EmailText
£ Total [0..1] string ##l SendCustormerEmail [0..1] string
[e] TransactionControl [0..1] TransactionControl ##| SendMerchantEmail [0..1] string
[e] wendorData [0..1] vendorData =] TestMode [0..1] string

vendorData
[e] Element [1..10] Element

Table 3.9. PostAuthTransaction Fields

Field Description Data Type Required
OperationX|D XID of PreAuth transac-|xs:string Yes
tion
Total Total if different from|xs:string No
PreAuth amount
TransactionControl | Transaction control | pc:TransactionControl  |No
parameters
VendorData Merchant supplied meta|pc:VendorData No
data

Table3.10. XML Trans2.cgi PostAuthTransaction Example

<?xm version="1.0"?>
<Gat ewayl nt er f ace>
<API Cr edent i al s>
<User nane>user nane</ User nane>
<Payl oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat eway>
</ API Credenti al s>
<Post Aut hTr ansacti on>
<Qper at i onXl D>12345</ Oper ati onXl D>
<Tot al >5. 00</ Tot al >
<l-- Optional - WII use original transaction anount if not specified here -->
<l-- Al TransactionControl elenments are optional including Transacti onControl
<Transacti onControl >
<SendCust oner Emai | >TRUE</ SendCust onmer Emai | > <! -- TRUE/ FALSE - - >
<SendMer chant Emai | >TRUE</ SendMer chant Emai | > <!-- TRUE/ FALSE -->
<Test Mode>TRUE</ Test Mbde> <! -- TRUE/ FALSE -->
<Emai | Text> <!-- Up to 10 Emmil Textltem el enents al |l oned -->
<Emmi | Text | tenpt est 1</ Enmi | Text | t e
<Emmi | Text | tenpt est 1</ Enmi | Text | t e
<Enmmi | Text | tenpt est 1</ Enmi | Text | t en»>
<Emmi | Text | tenpt est 1</ Emmi | Text | t e
<Emmi | Text |t enpt est 1</ Enmi | Text | t en»

<Emmi | Text |t enpt est 1</ Enmi | Text | t e
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<Emmi | Text | tenpt est 1</ Enmi | Text | t en»
<Emmi | Text | t enpt est 1</ Enmi | Text | t e
<Emai | Text |t enpt est 1</ Emai | Text | t enP
<Emai | Text |t enpt est 1</ Emai | Text | t enP
</ Emai | Text >
</ Transacti onControl >

<I-- Optional. This information will be saved on our servers and is
available in the XML transaction report. This is useful if you want
to save your own transaction meta-data with a transaction. -->
<Vendor Dat a>
<El ement >

<Name>r epl d</ Nanme>
<Val ue>1234567</ Val ue>
</ El ermrent >
</ Vendor Dat a>
</ Post Aut hTr ansacti on>
</ Gat ewayl nt er f ace>

TranCredTransaction

This will generate a refund for a previously run transaction. The OperationX|D field should contain the
XID for the original transaction.

Figure 3.5. TranCredTransaction Diagram

TranCredTransaction TransactionControl
| OperationXID [1..1] string [e] EmailText [0.1] EmailText
£ Total [1..1] string £/ SendCustomerEmail [0..1] string
[e] TransactionControl [0..1] TransactionControl £l SendMerchantEmail [0..1] string
[e] vendorData [0..1] VendorData £ TestMode [0..1] string

vendorData
[e] Element [1..10] Element

Table3.11. TranCredTransaction Fields

Field Description Data Type Required
OperationX 1D XID of PreAuth transac- |xs:string Yes
tion
Total Total dollar amount of |xs:string Yes
transaction
TransactionControl | Transaction control |pc: TransactionControl  |No
parameters
VendorData Merchant supplied meta|pc:VendorData No
data

Table3.12. XML Trans2.cgi TranCredTransaction Example

<?xm version="1.0"?>
<CGat ewayl nterface>
<API Credenti al s>
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<User nane>user nane</ User nane>
<Payl oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat enay>
</ APl Credenti al s>
<TranCr edTr ansacti on>
<Qper at i onXl D>12345</ Oper ati onXl D>
<Tot al >5. 00</ Tot al >

<Transacti onControl >
<SendCust oner Emai | >TRUE</ SendCust oner Emai | > <! -- TRUE/ FALSE - - >
<SendMer chant Emai | >TRUE</ SendMer chant Emai | > <! -- TRUE/ FALSE - - >
<Test Mbde>TRUE</ Test Mode> <! -- TRUE/ FALSE - - >
<Emai | Text> <!-- Up to 10 Email Textltem el ements al |l oned -->
<Emai | Text |t enpt est 1</ Emai | Text | t en>
<Emai | Text |t enpt est 1</ Emai | Text | t en>
<Emai | Text | tenmpt est 1</ Enmi | Text | t e
<Emmi | Text | tenmpt est 1</ Enmi | Text | t e
<Enmmi | Text | tenmpt est 1</ Enmi | Text | t e
<Enmmi | Text | tenpt est 1</ Enmi | Text | t e
<Emmi | Text | t et est 1</ Enmi | Text | t e
<Emmi | Text | t enrpt est 1</ Enmi | Text | t e
<Emmi | Text | t enrpt est 1</ Enmi | Text | t e
<Emai | Text |t enpt est 1</ Enai | Text | t em>
</ Emai | Text >
</ Transacti onControl >

<l-- Optional. This information will be saved on our servers and is
available in the XML transaction report. This is useful if you want
to save your own transaction meta-data with a transaction. -->
<Vendor Dat a>
<El enent >

<Nane>r epl d</ Nane>
<Val ue>1234567</ Val ue>
</ El ement >
</ Vendor Dat a>
</ TranCr edTr ansacti on>
</ Gat ewayl nt er f ace>

TranForceTransaction
Thiswill generate a Force (capture) for a previously failed transaction. Obtain a voice approval from the

credit card processor's voice approva center and use that as value for the AuthCode. The OperationXID
field should contain the X1D for the original failed transaction.

Figure 3.6. TranForceTransaction Diagram

TranForceTransaction { TransactionControl
£l AuthCode [1..1] string [E] EmailText [0..1] EmailText
| OperationxID [1..1] string &£l SendCustomerEmail [0..1] string
£ Total [0..1] string &£l SendMerchantEmail [0..1] string
[e] TransactionControl [0..1] TransactionControl £l TestMode [0..1] string
[e] vendorData [0..1] WendorData
[E] vendorData
[e] Element [1..10] Element
Table 3.13. TranForceTransaction Fields
Field Description Data Type Required
AuthCode Authorization code from |xs:string Yes
jprocessor
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Field Description Data Type Required
OperationX 1D XID of PreAuth transac- |xs:string Yes
tion
Total Total dollar amount of |xs:string No (will use total from
transaction original transaction if
not specified)
TransactionControl | Transaction control | pc:TransactionControl  |No
parameters
VendorData Merchant supplied meta|pc:VendorData No
data

Table 3.14. XML Trans2.cgi TranForceTransaction Example

<?xm version="1.0"?>
<Gat ewayl nt er f ace>
<API Credenti al s>
<User nane>user nanme</ User nane>
<Payl oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat eway>
</ API Cr edenti al s>
<Tr anFor ceTr ansacti on>
<QOper at i onXl D>12345</ Oper at i onXl| D>
<Aut hCode>1234</ Aut hCode>
<l-- Optional - WII use original transaction anount if not specified here -->
<Tot al >5. 00</ Tot al >
<Transacti onControl >
<SendCust orrer Enai | >TRUE</ SendCust oner Enmai | > <! -- TRUE/ FALSE - - >
<SendMer chant Enmai | >TRUE</ SendMer chant Emai | > <! -- TRUE/ FALSE - - >
<Test Mbde>TRUE</ Test Mode> <!-- TRUE/ FALSE -->
<Emai | Text> <!-- Up to 10 Emmil Textltem el ements all owed -->
<Emmi | Text |t enpt est 1</ Enmi | Text | t e
<Emmi | Text | t enrpt est 1</ Enmi | Text | t e
<Emai | Text |t enpt est 1</ Emai | Text | t em>
<Emai | Text |t enpt est 1</ Emai | Text | t em>
<Emai | Text |t enpt est 1</ Emai | Text | t en>
<Emai | Text |t enpt est 1</ Emai | Text | t en>
<Emai | Text | tenprt est 1</ Enmi | Text | t e
<Emmi | Text | tenpt est 1</ Enmi | Text | t e
<Enmmi | Text | tenpt est 1</ Enmi | Text | t e
<Enmmi | Text | tenpt est 1</ Enmi | Text | t e
</ Emai | Text >
</ Transacti onControl >

<!-- Optional. This information will be saved on our servers and is
available in the XML transaction report. This is useful if you want
to save your own transaction neta-data with a transaction. -->
<Vendor Dat a>
<El ement >

<Narme>r epl d</ Name>
<Val ue>1234567</ Val ue>
</ El emrent >
</ Vendor Dat a>
</ TranFor ceTr ansacti on>
</ Gat ewayl nt er f ace>

TranRetryTransaction

This will generate a sale transaction from a previously failed or successful transaction. The Opera
tionX 1D field should contain the XID for the original transaction.

Figure 3.7. TranRetryTransaction Diagram
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TranRetryTransaction TransactionControl
| OperationxID [1..1] string (8] EmailText [0..1] EmailText
[e] ransactionControl [0..1] TransactionControl £/ sendCustomerEmail [0..1] string
[e] vendorData [0..1] WendorData - | SendMerchantEmail [0..1] string
#£ Description [1..1] string £l TestMode [0..1] string
[0;! | Total [1..1] string
[E] VendorData
[e] Element [1..10] Element

Table 3.15. TranRetryTransaction Fields

Field Description Data Type Required
Description Transaction description  |xs:string Nom
OperationX|D XID of PreAuth transac-|xs:string Yes
tion
Total Total dollar amount of |xs:string No(l)
transaction
TransactionControl | Transaction control | pc:TransactionControl  |No
parameters
VendorData Merchant supplied meta|pc:VendorData No
data

(1) Total and Description are optional but if used both fields must be present

Table3.16. XML Trans2.cgi TranRetryTransaction Example

<?xm version="1.0"?>
<CGat ewayl nterface>
<API Cr edent i al s>
<User nane>user nane</ User nane>
<Payl oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat enay>
</ APl Credenti al s>
<TranRetryTransacti on>
<QOper at i onXl D>12345</ Qper at i onXl| D>
<l-- Optional. Description and Total are optional but if used
both fields nust be passed through -->
<Descri pti on>1. 00</ Descri pti on>
<Tot al >1. 00</ Tot al >
<I-- Al TransactionControl elenments are optional including TransactionControl
<Transacti onControl >
<SendCust oner Emai | >5TRUE</ SendCust oner Emai | > <!-- TRUE/ FALSE -->
<SendMer chant Emai | >5TRUE</ SendMer chant Emai | > <!-- TRUE/ FALSE -->
<Test Mode>TRUE</ Test Mbde> <! -- TRUE/ FALSE - ->
<Emmi | Text> <!-- Up to 10 Emmil Textltem el ements al |l oned -->
<Enmmi | Text | t enpt est 1</ Ermai | Text | t enp
<Emai | Text |t et est 1</ Emai | Text | t en>
<Emai | Text |t empt est 1</ Emai | Text | t en
<Emmi | Text |t enpt est 1</ Emai | Text | t en
<Emmi | Text |t enpt est 1</ Emai | Text | t en
<Emmi | Text |t enpt est 1</ Emai | Text | t en>
<Emai | Text |t enpt est 1</ Emai | Text | t en>
<Emai | Text |t enpt est 1</ Enmi | Text | t em>
<Emmi | Text | t enpt est 1</ Enmi | Text | t en>
<Enmmi | Text |t empt est 1</ Enmi | Text | t en>
</ Emai | Text >
</ Transacti onContr ol >
<I-- Optional. This information will be saved on our servers and is
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available in the XML transaction report. This is useful if you want
to save your own transaction neta-data with a transaction. -->
<Vendor Dat a>
<El enent >
<Nane>r epl d</ Nane>
<Val ue>1234567</ Val ue>
</ El emrent >
</ Vendor Dat a>
</ TranRetryTransacti on>
</ Gat ewayl nt erf ace>

VoidTransaction

Thiswill void any sale, credit, or refund transaction if processed prior to the daily batch settlement.

Figure 3.8. VoidTransaction Diagram

VoidTransaction TransactionControl
#| OperationXID [1..1] string [&] EmailText [0..1] EmailText
[e] TransactionControl [0..1] TransactionControl sl SendCustomerEmail [0..1] string
[e] vendorData [0..1] vendorData ##| SendMerchantEmail [0..1] string
=l TestMode [0..1] string

[E] VendorData
[e] Element [1..10] Element

Table3.17. VoidTransaction Fields

Field Description Data Type Required
OperationX 1D XID of PreAuth transac- |xs:string Yes
tion
TransactionControl | Transaction control | pc:TransactionControl  |No
parameters
VendorData Merchant supplied meta|pc:VendorData No
data

Table 3.18. XML Trans2.cgi VoidTransaction Example

<?xm version="1.0"?>
<Gat ewayl nt er f ace>
<API Cr edenti al s>
<User nane>user nane</ User nane>
<Payl| oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat eway>
</ APl Cr edenti al s>
<Voi dTr ansacti on>
<Qper at i onXl D>12345</ Oper at i onXl D>
<l-- Al TransactionControl elenments are optional including TransactionControl
<TransactionControl >
<SendCust oner Emai | >5TRUE</ SendCust oner Emai | > <! -- TRUE/ FALSE -->
<SendMer chant Emai | >5TRUE</ SendMer chant Emai | > <! -- TRUE/ FALSE -->
<Test Mbde>TRUE</ Test Mode> <!-- TRUE/ FALSE -->
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<Emai | Text> <!-- Up to 10 Emmil Textltem el enents all owed -->
<Emai | Text |t enpt est 1</ Enai | Text | t em>
<Emai | Text |t enpt est 1</ Emai | Text | t em>
<Emai | Text It enpt est 1</ Emai | Text | t en>
<Emai | Text It enpt est 1</ Emai | Text | t en>
<Emai | Text | tenpt est 1</ Enmi | Text | t e
<Emmi | Text | tenmpt est 1</ Enmi | Text | t e
<Enmmi | Text | tenmpt est 1</ Enmi | Text | t e
<Enmmi | Text | tenpt est 1</ Enmi | Text | t e
<Emmi | Text | tenpt est 1</ Enmi | Text | t e
<Emmi | Text | t enrpt est 1</ Enmi | Text | t e

</ Emai | Text >

</ Transacti onControl >

<l-- Optional. This information will be saved on our servers and is
available in the XML transaction report. This is useful if you want
to save your own transaction meta-data with a transaction. -->
<Vendor Dat a>
<El enent >

<Name>r epl d</ Name>
<Val ue>1234567</ Val ue>
</ El ement >
</ Vendor Dat a>
</ Voi dTr ansacti on>
</ Gat ewayl nt er f ace>

TransactionStatus

The TransactionStatus request provides a way to determine the status of a request that was interrupted
for some reason. For a transaction where the response was lost the transaction xid would be unknown to
the client. To be able to use this request you have to have passed through a unique transaction identifier
of your own using the VendorData elements which can be passed through with the origina request.
Ideally you would pass through a unique ID with every request, although this request will do the lookup
based on multiple VendorData elements. If more than one record is matched based on the passed
VendorData the first matching transaction will be used to generate the response. The transaction re-
sponse will contain a warning message in the WarningMessage field indicating that multiple transac-
tions were matched in this case. Please note that this is NOT a search tool since it does not return mul-
tiple responses. This tool was also not written to automate the mass retrieval of past transaction history.
Please use the Transaction Report APl interface for that purpose.

Figure 3.9. TransactionStatus Diagram

TransactionStatus vendorData
- [e] VendorData [1..1] VendorData «s[e] Element [1..10] Element

Table 3.19. TransactionStatus Fields

Field Description Data Type Required
VendorData Merchant supplied meta|pc:VendorData Yes
data
TransactionControl | Transaction control |pc: TransactionControl  |No - Only the TestMode
parameters element applies.

Table 3.20. XML Trans2.cgi TransactionStatus Example
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<?xm version="1.0"?>
<Gat ewayl nterface>
<API Cr edenti al s>
<User nane>user nane</ User nane>
<Payl oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat enway>
</ APl Cr edenti al s>
<Transacti onSt at us>
<Vendor Dat a>
<El enent >
<Nane>fi el d1</ Nane>
<Val ue>1234567</ Val ue>
</ El enent >
<El enent >
<Name>f i el d2</ Nanme>
<Val ue>1234567</ Val ue>
</ El enent >
</ Vendor Dat a>
</ Transacti onSt at us>
<Transacti onControl >
<Test Mode>FALSE</ Test Mode>
</ Transacti onControl >
</ Gat ewayl nt er f ace>

TransactionResponse
All transaction requests including TransactionStatus return the TransactionResponse structure. The cus-

tomer data fields are populated with data from the request designated by the OperationXID field in the
request.

Figure 3.10. TransactionResult Diagram

TransactionResult I CustomerData
| AuthCode [1..1] string = Email [1..1] string
| AvSCategory  [1.1] (AvwSCategoryType) == [€] BillingAddress [1..1] Address
| AVSResponse  [1..1] string [e] ShippingAddress [0..1] Address

[e] CustomerData [1..1] CustomerData

wl CW\/2Response [1..1] string

#f| ErrorCategory  [1..1] (ErrorCategoryType)
o£l ErrorMessage  [1..1] string

&l Status [1..1] (StatusType)
£l TestMode [1..1] (TestModeType)
& TimeStamp [1..1] string

ol Total [1..1] string

= XD [1..1] string

Table 3.21. TransactionResult Fields

Field Description Data Type Required
AuthCode Transaction authcode  |xs:string Yes
AV SCategory Address verification re-|pc:AV SCategory Yes
sponse category
AV SResponse Address verification re-|xs:string Yes
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Field Description Data Type Required
sponse
CardName Card namel/type pc.CardName Yes
CustomerData Customer data pc:CustomerData Yes
CVV2Response Security code verifica|xsistring Yes
tion response
ErrorCategory Error category pc:ErrorCategory Yes
ErrorMessage Error message xs.string Yes
Status Transaction status pc:Status Yes
TestMode Indicates if transaction|pc:TrueFalse Yes
was run in test mode
TimeStamp Transaction timestamp ~ |Xs:string Yes
Total Transaction total xs.string Yes
WarningM essage Warning Message Xs:string Yes )
XID Unique gateway transac- |xs:string Yes
tion ID

(1) Thisis currently only used with the TransactionStatus action in the case that more than one transaction is matched by the supplied

VendorData elements.

Table 3.22. XML Trans2.cgi TransactionResponse Example

<?xm version="1.0" standal one="yes"?>
<CGat ewayl nt erface>
<Transacti onResponse>
<Transacti onResul t >
<Status>text</Status> <!-- WI| be one of: error, fail, ok -->
<Err or Cat egor y>t ext </ Err or Cat egor y>
<l-- ErrorCategory will be one of
AVS_FAI LURE - Transaction will be automatically voi ded
CW2_FAI LURE - Transaction will be automatically voided
I NTERNAL_ERROR - Sonet hi ng unexpect ed happened
PROCESSOR_ERROR - Sonet hi ng such as DECLI NED, etc .
PROCESSOR _FAI L -
REQUEST_FORMAT - Request received has an invalid fornat.
REQUEST_VALI DATION - XML content is invalid. -->
<Error Message>t ext </ Err or Message>

<l-- ErrorMessage could be anything. -->
<Aut hCode></ Aut hCode>
<I'-- Authorization code received from processi ng network. -->

<AVSCat egor y></ AVSCat egor y>

<l-- AVSCategory will be one of

address - Address Matched

address_postal - Address and postal patched
address_zi p5 - Address and five digit zip matched
address_zi p9 - Address and nine digit zip matched

address_ok_postal _format_error - Address natched, postal format error
gl obal _non_participant - International with no AVS support

i nternational _address_not_verified - International with no AVS support
no_match - No address or postal match

no_response - No response

not _all owed - Not all owed

postal - Postal match

postal _ok_address_format _error - Postal matched, address format error
servi ce_not_supported - AVS service not supported for card
unavai | abl e - AVS service unavail abl e

zip5 - Five digit zip matched

zip9 - Nine digit zip matched -->

<AVSResponse></ AVSResponse>

<l-- AVSResponse is actual AVS response received fromthe processi ng network.
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<Car dName></ Car dNanme>

<l-- CardNanme will be one of:
Anerican Express

Austral i an Bankcard

Di scover

Di ners Club/Carte Bl anche

enRout e

Japanese Credit Bureau

Mast er Car d

Vi sa

-->

<CWW2Response></ CVW2Response>

<I'-- CVWW2Response is actual CWV response received fromthe processing network.

<Ti meSt anp></ Ti neSt anp>
<Test Mbde>FALSE</ Test Mode>
<I-- TestMdde indicates the test status of your gateway account. TRUE/ FALSE - -
<Tot al ></ Tot al >
<XI D></ XI D>
<Cust oner Dat a>
<Bi | | i ngAddr ess>
<Addressl />
<Cty></City>
<Fi r st Nane></ Fi r st Narme>
<Last Name></ Last Nane>
<State></ St at e>
<Zi p></ Zi p>
<Count ry></ Count ry>
<Phone></ Phone>
</ BillingAddress>
<Shi ppi ngAddr ess>
<Addr ess1></ Addr ess1>
<Cty></Cty>
<Fi r st Nane></ Fi r st Narme>
<Last Nanme></ Last Nane>
<St at e></ St at e>
<Zi p></ Zi p>
<Count ry></ Count ry>
<Phone></ Phone>
</ Shi ppi ngAddr ess>
</ Cust oner Dat a>

</ Transacti onResul t >
</ Tr ansact i onResponse>
</ Gat ewayl nt er f ace>

V

RecurUpdate

This request allows you to modify the transaction information and recurring commands for a recurring

transaction.

Figure 3.11. Recur Update Diagram

RecurlUpdate Accountinfo

[e] Accountinfo [0..1] Accountinfo _ & cardAccount CardAccount

[e] CustomerData [0..1] CustomerData & [e] CheckAccount  CheckAccount

sl OperationXID [1..1] string

[e] orderltems [1..1] COrderltermns CustomerData

| Description [1..1] string £l Email [1..1] string
- &l Total [1..1] string - _[€ BilingAddress  [1..1] Address

| Recipe [0..1] string [e] ShippingAddress [0..1] Address

=F RemPReps [0..1] string

I Orderltems
8] tem [1.#] Item
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Table 3.23. Recur Update Fields

Field Description Data Type Required
Accountinfo Contains either card or|pc:Accountinfo No @
check information
CustomerData Customer Information  |pc:CustomerData No 23
Description Transaction Description |xs:string No 12
OperationX 1D XID of PreAuth transac- |xs:string Yes
tion
Orderltems Transaction lineitems  |pc:Orderltems No ..,
Recipe Recipe name Xs:string No @
RemReps Remaining recurring re-|xs:string No @
petitions
Total Transaction Total xs:string No (12)

(1) Only one of Orderltems or Total and Description must be provided although all are optional.

& ) Other than O erationX|D, al of the child elements of RecurUpdate are individually optional but you must pass one of Recipe, Rem-
eps, Customer ata, Orderltems or Total.

g%% The CustomerData element in RecurUpdate only requires one of the following sub elements to be provided: Accountinfo, Email,
illingAddress, Custld or ShippingAdd

Table 3.24. XML Trans2.cgi Recur Update Example

<?xm version="1.0"7?>
<Gat ewayl nt erface>
<Vendor | denti ficati on>
<Vendor | d>1</ Vendor | d>
<Vendor Passwor d>t est </ Vendor Passwor d>
<HormePage>t ext </ HomePage>
</ Vendor I denti fi cati on>
<I-- Oher than OperationX D, all
are individually optional
<I-- one of Recipe, RenReps,
<Recur Updat e>
<Qper at i onXl D>12345</ Oper ati onXl D>
<l-- Optional.-->
<RenReps>123</ RenReps>
<l-- Optional.-->
<Reci pe>Reci pe Nane</ Reci pe>
<l-- Optional. WII
<Cust oner Dat a>
<Emai | >deno@leno. conk/ Enai | >
<Cust | d>12345</ Cust I d> <! --
<Bi |l | i ngAddr ess>
<Addr ess1>t est </ Addr ess1>
<Fi r st Name>John</ Fi r st Nane>
<Last Nane>Sm t h</ Last Nane>
<G ty>Bountiful </City>
<St at e>UT</ St at e>
<Zi p>84032</ Zi p>
<Count r y>USA</ Count r y>
<Phone>801- 555- 1212</ Phone>
</ BillingAddress>
<l-- Optional -->
<Shi ppl ngAddr ess>
<Addr ess1>t est </ Addr ess1>
<Fi r st Nane>John</ Fi r st Nane>
<Last Nane>Sm t h</ Last Nane>
<G ty>Bountiful </Cty>

Opt i onal

-->

>

of the child el ements of RecurUpdate
but you mnust pass -->
CustonerData, O derltens or Total

update custoner info tied to recurring transaction if pass

ed-->
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<St at e>UT</ St at e>
<Zi p>84032</ Zi p>
<Count r y>USA</ Count ry>
</ Shi ppi ngAddr ess>
</ Cust oner Dat a>

<Account | nf o>
<!-- For Credit card transaction. -->
<Car dAccount >
<Account Nunmber >5454545454545454</ Account Nunber >
<Expi rat i onMont h>01</ Expi r at i onMont h>
<Expi rati onYear >2000</ Expi r at i onYear >
<CVWNunber >123</ CWNunber ><! -- Optional -->
</ Car dAccount >
<!-- For EFT transactions. -->
<CheckAccount >
<Account Nunmber >123456</ Account Nunber >
<ABA>324377516</ ABA>
</ CheckAccount >
</ Account | nf o>

<Orderltens>
<ltenpr
<Descri ption>i t enll</ Descri pti on>
<Cost >5</ Cost >
<Qy>1</ Qy>

</ltenpr

</ Orderltenms>
<l-- To use the Total elenent the original transaction
can only have one item associated with it -->

<Tot al >5. 00</ Tot al >
</ Recur Updat e>
</ Gat ewayl nt er f ace>

<!-- Optional. WII update custoner info tied to recurring transaction if pal

<l-- Only one of Orderltens or Total elements nay be passed in but neither

ssed- - >

are required --

RecurUpdateResponse

This request will return the following response:

Table 3.25. XML Trans2.cgi Recur UpdateResponse Example

<?xm version="1.0" standal one="yes"?>
<CGat ewayl nt erface>
<Recur Updat eResponse>
<St at us>ok</ St at us>
<Err or Cat egor y></ Err or Cat egor y>
<Error Message></ Err or Message>
<Ti meSt anp>20060621154341</ Ti meSt anp>
<Test Mode>FALSE</ Test Mbde> <! -- TRUE/ FALSE - - >
<Recur Det ai | s>
<RenReps>10</ RenReps>
<Reci peNane>dai | y</ Reci peNanme>
<Recur Tot al >1. 00</ Recur Tot al >
</ Recur Det ai | s>
</ Recur Updat eResponse>
</ Gat ewayl nt er f ace>

RecurDetails

This request allows you to query for details on an existing recurring transaction. This includes informa-

tion about the recurring details as well as information that helps determine if the credit card tied to the

recurring transaction is expired or set to expire soon.
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Table 3.26. XML Trans2.cgi RecurDetails Example

<?xm version="1.0"?>
<CGat ewayl nt erface>
<API Cr edenti al s>
<User nane>user nane</ User nane>
<Payl oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat enway>
</ APl Credenti al s>
<Recur Det ai | s>
<Oper at i onXl D>12345</ Oper at i onXl D>
</ Recur Det ai | s>
</ Gat ewayl nt er f ace>

RecurDetailsResponse

This request will return the following response:

Table3.27. XML Trans2.cgi Recur DetailsResponse Example

<?xm version="1.0" standal one="yes" ?>
<Gat ewayl nt erface>
<Recur Det ai | sResponse>
<St at us>ok</ St at us>
<Er r or Cat egor y></ Err or Cat egor y>
<Err or Message></ Err or Message>
<Ti neSt anp>20060621154341</ Ti meSt anp>
<Test Mode>FALSE</ Test Mbde> <! -- TRUE/ FALSE -->
<Recur Det ai | s>
<Car dExpi r ed>FALSE</ Car dExpi red> <!-- TRUE/ FALSE -->
<Car dExpi resW t hi nThi rt y>FALSE</ Car dExpi resW t hi nThirty> <!-- TRUE/ FALSE -->
<Car dLast Four >1234</ Car dLast Four >
<Car dNane>Vi sa</ Car dNane>
<RenmReps>10</ RenReps>
<Reci peNane>dai | y</ Reci peNane>
<Recur Tot al >1. 00</ Recur Tot al >
</ Recur Det ai | s>
</ Recur Det ai | sResponse>
</ Gat ewayl nt er f ace>

Transaction Report API
API Access to Reports

The same tool that generates the merchant reports available from the merchant control panel may also be
accessed externally. This allows you to automate the process of downloading either CSV or XML trans-
action reports.

Request Parameters

The integration with the reporting application is done through a form post. There are seven required
parameters that must be included with every request and there are also optional parameters that let you
narrow  down your result set. The URL of the report application is ht-
tps.//secure.itransact.com/jfe/trangdlist/list.do.
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Required Parameters

The following request parameters must be submitted with every request

» apiUsername
Thisisthe API username that has been assigned to you
» outputFormat - Report Format. Valid input values are:
list-csv
list-xml
* payloadSignature

This is the payloadSignature that you have generated using any other request parameters. See Sec-
tion 2.3 to see the specifics of how thisis generated.

+ transDateFirst

Thisisthe start date for the set of transactions you are trying to access. The format isyyyy/MM/dd
» transDatelL ast

Thisisthe end date for the set of transactions you are trying to access. The format isyyyy/MM/dd
e transTimeFirst

Thisisthe start time for the set of transactions you are trying to access. The format isHH:mm
+ transTimel ast

Thisisthe end time for the set of transactions you are trying to access. The format is HH:mm

Optional Parameters
The following parameters are option search parameters. These search parameters do not result in full
text searches, so they will only match records that have identical field values.
e action - Transaction Type. The valid action inputs are;

order - Order which includes Sale, PreAuth and Force transactions. Use the subaction input to nar-
row down the result to a specific type.

credit - Credit

void - Void

postauth - PostAuth
+ auth - Authorization Code
» avsCategory - AV S Response Category
e avsResponse - AVS Response Code
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batchNumber - Batch Number

card - Card Type. This input field can contain a single or comma separated list of card typesto in-
cludein theresults. The valid card types are:

1 - American Express

3 - Discover

4 - Diners/Carte Blanche

7 - Mastercard

8-Visa

cvw2Response - CVV Response Code

email - Customer email

extUserid - Merchant supplied user ID (the cust_id field)
haddr - Billing Address

hcity - Billing City

hctry - Billing Country

hfname - Billing First Name

hiname - Billing Last Name

hstate - Billing State

hzip - Billing Postal Code

instr - Payment Instrument. Valid instr inputs are:
cc - Credit Card

ck - Check

eft - EFT

ip - Transaction I|P Address Source

lastFour - Last four digits of credit card number
parentXid - Parent transaction ID

phone - Customer phone

recur Recipe - Recurring recipe name

recur Status - Include only recurring transactions with this status. Status values are the same as the
status input parameter.

recur Xid - Include only recurring transactions that have recurXid as their parent XID.

saddr - Shipping Address
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scity - Shipping City

sctry - Shipping Country

sfname - Shipping First Name

slname - Shipping Last Name

sstate - Shipping State

szip - Shipping Postal Code

status - Transaction Status. Valid status values are;

ok - Transaction Completed Successfully

error - The transaction was refused by the processing network
fail - The transaction failed for an unexpected reason

avs fail - The transactions AVS response did not satisfy the merchants AV'S requirements at the
time the transaction was run

unknown - An unknown error occurred

begun - The transaction did not complete which usually indicates an internal error.
subAction - Used to narrow down the result set to one type of action. Valid input values are;
force - Force Transaction

preauth - Preauth Transaction

sale - Sale Transaction

total - Transaction total in the format d.dd.

transSour ce - Transaction source. Valid input values are:

av - Autovoid

html - Web Form

phone - Phone

recur - Recurring

session - Virtual Terminal

xml - XML

xidFirst - Thisisthe opening parameter that allows you to pull arange of specified transaction IDs.

xidL ast - Thisisthe closing parameter that allows you to pull arange of specified transaction IDs.

APl Payload

Overview
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To generate the payloadSignature input parameter you are going to generate a string that looks like a
HTTP parameter set and sign this string using HMAC-SHAL. You include al the parameters you are
going to pass through except for payloadSignature. This parameter set string also needs to be generated
in alphabetical order. The HMAC-SHA1 algorithm generates a result that is not web friendly so you
have to then Base64 encode it so it can be sent through the request.

Signature Process
For this section we are going to assume that we are going to issue a request to search for all credit card
transactions between 10/1/2007 and 10/31/2007. We have been issued API credentials with a username
of test with akey of 12345678901234567890.
Assemble Our Request Parameters
To emphasize the point that we are going to sort input parameters alphabetically the ‘instr' field is listed
out of order
e apiUsername - test
e outputFormat - list-xml
+ transDateFirst - 2007/10/01
+ transDatel ast - 2007/10/31
+ transTimeFirst - 00:00
» transTimelast - 23:59

e instr-cc

Generate The Payload

Note that although we are generating something that looks like part of a HTTP request URL we don't
need to URI encode it. The example below shows up in two lines in this document for formatting pur-
poses but would actually be a string without any carriage return or newline characters.

api User nanme=t est & nst r =cc&out put For mat =l i st - xnl & r ansDat eFi r st =2007/ 10/ 01&
transDat eLast =2007/ 10/ 31&t r ansTi meFi r st =00: 00&t r ansTi neLast =23: 59

Sign The Payload

After Base64 encoding the output of our HMAC-SHAL library we end up with a signature of
‘cyel 360yyManvmmJIWBHZv3Z1bE="

API Responses

XML Response Structure
If 'list-xml" was specified for the outputFormat parameter a XML response structure is returned. The

structure includes both information about the values of the inputs and the individual transaction records.
The example provided below contains all the response elements that might be returned in the response.

Table 3.28. Transaction Report APl XML Response Structure
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<?xm version="1.0" encodi ng="1S0O 8859-1"7?>
<transacti onSear chResul t >
<query>
<action />
<auth />
<avsCat egory />
<avsResponse />
<bat chNunber />
<card />
<cvv2Response />
<email />
<custld />
<haddr />
<hcity />
<hctry />
<hf nane />
<hl narme />
<hstate />
<hzip />
<instr />
<ip />
<l ast Four />
<nmer Nane>Mer chant Name</ ner Nane>
<parentXid />
<phone />
<recur Reci pe />
<recur Status />
<recurXid />
<status />
<subAction />
<total />
<t ransDat eFi r st >2007/ 11/ 1</ transDat eFi r st >
<t ransDat eLast >2007/ 11/ 2</ tr ansDat eLast >
<transTinmeFirst />
<transTi neLast />
<xidFirst />
<xi dLast />
</ query>
<transacti ons>
<transacti on>
<acti on>order </ acti on>
<aut h>1234567</ aut h>
<avsCat egor y>zi p5</ avsCat egor y>
<avsResponse>Z</ avsResponse>
<bat chNunber >7</ bat chNurrber >
<car d>Aneri can Express</card>

<chi | dXi ds>
<chi | dXi d>123456789</ chi | dXi d>
</ chi | dXi ds>

<cvv2Response>M/ cvv2Response>
<emai | >t est @ est . conx/ emui | >
<cust | d>12345</ cust | d>
<haddr>123 Street Nane</haddr>
<hcity>City</hcity>
<hct ry>USA</ hctry>
<hf nanme>Fi r st </ hf name>
<hl nanme>Last </ hl name>
<hst at e>UT</ hst at e>
<hzi p>84010</ hzi p>
<instr>cc</instr>
<i p>11.11.11.11</i p>
<itens>
<i tem i ndex="0">
<itemDetail code="cost">1.99</itenmDetail >
<itenDetail code="desc">Item Description</itenDetail >
<itenmDetail code="qty">1l</itenDetail >
</itempr
</itens>
<ner chant Dat a>
<val ue nane="order Nunber">123456789</ val ue>
</ mer chant Dat a>
<l ast Four >2000</ | ast Four >
<mer Nanme>Mer chant Nane</ ner Nane>
<par ent Xi d>123456789</ par ent Xi d>
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<phone>801- 555- 1212</ phone>
<r ecur Reci pe>reci pe name</recur Reci pe>
<recur St at us>ok</recur St at us>
<recur Xi d>123456789</ recur Xi d>
<saddr>123 Street Nane</saddr>
<scity>City</scity>
<sctry>USA</sctry>
<sf nane>Fi r st </ sf nane>
<sl nane>Last </ sl name>
<sst at e>UT</ sst at e>
<szi p>84010</ szi p>
<st at us>ok</ st at us>
<subAct i on>sal e</ subActi on>
<total >1.99</total >
<transDat e>11/ 1/ 2007 12: 00: 00</transDat e>
<transSrc>sessi on</transSrc>
<xi d>123456789</ xi d>
</transaction>
<transacti on>

</iféhsa_cti on>
</transacti ons>
</transacti onSearchResul t >

CSV Response Structure
If 'list-csv' was specified for the outputFormat parameter a comma delimited response structure is re-

turned. This report has one line per transaction but the number of columns is variable depending on the
transaction datain the report. There are two data elements that cause the number of columnsto vary.

» if there are any child transactions each child transaction XID is added as a separate column. If there
are no child transactions there are no columns added to the report.
e Since each line contains al the order items, the number of order item columns in areport is based on
the transaction in the set with the largest number of order items.
Each line can be viewed as having five different sections.
Header Set 1

Thisis afixed set of header values.

Table 3.29. Transaction Report APl CS Response - Header Structure 1l

action, aut h, avsCat egory, avsResponse, bat chNunber, card

Header Set 2

Thisisavariable set of header values based on whether any child aids exist and if so on how many. For
each child CID associated with atransaction a column is added. For any given report the number of chil-
ded columnsis equal to the maximum number of child aids associated with any transaction in the report.
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Table 3.30. Transaction Report API CS Response - Header Structure 2

childXid_0, childXid_1, childXi d_2

Header Set 3

Thisisafixed set of header values.

Table 3.31. Transaction Report APl CS Response - Header Structure 3

cvv2Response, cust 1 d, enmil, haddr, hcity, hctry, hf nane, hl nane, hstate, hzip,instr,ip

Header Set 4

This set of headers consists of the order items for the request. Each order item has a minimum of three
values associated with it (cost, qty, Des), although there can be more. Each value generates two
columns, one for the value code and one for the actual value. The column headers in this section are zero
based meaning your order item numbers are not preserved in the report. If you pass through items 1 and
2 you will still have column header names like 'item_O_code O'.

Let's consider an exampl e transaction with two order items:

Item Number

Cost

Qty

Description

$1.00

Item 1

$2.00

Item 2, with comma

Since we have 6 order item attributes this will result in 12 columns being generated. The output that
would be generated for this example transaction is shown below.

Table 3.32. Transaction Report APl CS Response - Header Structure4

itemO code 0,itemO_value 0,item O _code 1,item O value 1,itemO_code 2,item 0_val ue
item1 code O,item1 value 0,item1 code 1,item 1 value 1,item 1 code 2,item 1 val uel
cost, 1. 00, desc,lItem 1,qty, 1, cost, 2. 00, desc, | t enR&*#44; with comm, qty, 2

Header Set 5

Thisisafixed set of header values.
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Table 3.33. Transaction Report APl CS Response - Header Structure5

| ast Four, mer Nane, mi d, par ent Xi d, phone, r ecur Reci pe, recur St at us, recur Xi d, saddr, scity,
sctry, sfnane, sl nane, sstate, szi p, status, subAction,total,transDate,transSrc, xi d

XML Schema Reference

Schema Types

Accountinfo

Figure 3.12. Accountinfo Type

Accountinfo CardAccount
8] CardAccount CardAccount =] AccountNumber [1.1] string
'{—7' [e] CheckAccount  CheckAccount £ ExpirationMonth [1..1] string
- =] ExpirationYear  [1.1] string
= #l CVWNumber [0.1] string
&£ TrackData [1.1] string
&£l Pin [1..1] string
o Ll Ksn [1.1] string

CheckAccount

gl ABA .
=£| AccountMumber [1..
£ AccountSource [0
£l SecCode [0..
£l AccountType [0..

1] string
1] string
1] (AccountSourceType)
1] string

1] (AccountTypeType)

Table 3.34. Accountlnfo Fields

Element Description Data Type Required
CardAccount Card Account Informa-|pc:CardAccount CardAccount or Check-
tion Account Required
CheckA ccount Check Account Informa- | pc: CheckAccount CardAccount or Check-
tion Account Required

Address

Figure 3.13. Address Type




Interfaces

Address
sl Address1  [1..1] string
sEl City [1..1] string
sl Country [1..1] string
sl Firsthame [1..1] string
sl LastMame [1..1] string
&l Phone [1..1] string
il State [1..1] string
= Zip [1..1] string

Table 3.35. Address Fields

APICredentials

Chapter 2

Element Description Data Type Required
Username Assigned APl Username |xs:string Yes
TargetGateway Gateway ID for which|xs:string Yes
request is being run
PayloadSignature Calculated Signature see|xs:string Yes
Chapter 2
Figure 3.14. APICredentials Type
APICredentials
] Username [1..1] string
sl TargetGateway  [1..1] string
#f| PayloadSignature [1..1] string
Table 3.36. APICredentials Fields
Element Description Data Type Required
Username Assigned APl Username (xs:string Yes
TargetGateway Gateway ID for which|xs:string Yes
request is being run
PayloadSignature Calculated Signature see|xs:string Yes

CardAccount
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Figure 3.15. CardAccount Type

CardAccount
sfl AccountMumber [1..1] string
#f| ExpirationMonth [1..1] string
sf| ExpirationYear  [1..1] string
£ sl CWNumber [0..1] string
| TrackData [1..1] string
= Pin [1..1] string
|:|1 £l Ksn [1..1] string

Table 3.37. CardAccount Fields

Element Description Data Type Required
AccountNumber Assigned APl Username |xs:string Yes if using plain text
card
ExpirationMonth Card Expiration Month  |xs:string Yes if using plain text
card
ExpirationY ear Card Expiration Y ear Xs:string Yes if using plain text
card
CVVNumber CVV Verification Num-|xs:string No
ber
TrackData Track Data retrieved us- |xs:string Yesif using swipe card
ing mag stripe reader (2)
Pin Encrypted PIN Data xs:string No a
Ksn Encrypted KSN Data Xs.string No

(1)

gl) Pin and Ksn are both required
or Debit transactions

(2) Thisinput field can
consist of track1, track2,
or trackl and track2 data
combined. If trackl and
track2 are sent, you must
include the start and end
sentinel characters for
both tracks. If only
trackl or track?2 datais
being passed, the sen-
tinel characters are op-
tional. The formats of
trackl and track2 are
defined by 1SO stand-
ards. Y ou can lean more
about these formats at
ht-
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CheckAccount

CustomerData

Element Description Data Type Required
tp://en.wikipedia.org/wi
ki/ISO/IEC 7813
Figure 3.16. CheckAccount Type
CheckAccount [I:I IﬁAccnuntSnurceType:-]
=E| ABA [1..1] string p
#E| AccountMumber [1.1] string = ':AEEDUHITWETWE:']
s8] AccountSource  [0.1] {AccountSourceType)
sl SecCode [0..1] string
#E| AccountType [0.1] {AccountTypeType)
Table 3.38. CheckAccount Fields
Element Description Data Type Required
ABA 9 Digit ABA Number  |xsistring Yes
AccountNumber Checking Account Num- |xs:string Yes
ber
SecCode Standard Entry Class Xs:string Conditionally Required
Figure 3.17. Customer Data Type
CustormerData | Address
&£ Email [1..1] string sl Addressl  [1..1] string
[e] Billingaddress [1..1] Address #El City [1..1] string
=] Custld [0..1] string sl Country [1..1] string
[e] shippingAddress [0..1] Address | #E| Firsthame [1..1] string
#El LastMame [1..1] string
&£l Phone [1..1] string
& State [1..1] string
=l Zip [1..1] string

Table 3.39. CardAccount Fields
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Element Description Data Type Required
BillingAddress Billing Information pc:Address Yes
Custld Merchant's customer ID |xs:string No
Email Customer Email Address|xs:string Yes
ShippingAddress Shipping Information pc:Address No
Element
Figure 3.18. Element Type
Elerment
£l Mame [1..1] string
sflvalue [1..1] string
Table 3.40. Element Fields
Element Description Data Type Required
Name Meta Item Name xs:string Yes
Value Meta Item Value Xs:string Yes
EmailText
Figure 3.19. Email Text Type
ErmailText
o of| EmailTextitemn [1..10] string
Table 3.41. Email Text Fields
Element Description Data Type Required
Email Textltem Line of email text to be|xs:string Yes (at least one, and up
included in customer to 10)
emails

ltem

Figure 3.20. Item Type
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ltem

sl Description
£l Cost

= Qty

[1..1] string
[1..1] string
[1..1] string

Table3.42. Item Fields

Element Description Data Type Required
Description Item Description Xs.string Yes
Cost Item Cost xs:string Yes
Qty Item Qty xs:string Yes
Orderltems
Figure 3.21. Orderltems Type
Orderltems lterm
[e] Itemn [1.*] Item #fl Description [1..1] string
weal . of| Cost [1..1] string
sEl Oty [1..1] string
Table 3.43. Item Fields
Element Description Data Type Required
Item Order item pc:Orderitem Yes (at least one)

RecurringData

Figure 3.22. RecurringData Type

RecurringData Orderltems

sf| Recipe string &l ltern [1.*] Item
sl RermBeps string
[e] Orderitems Orderiterns

£ =&l Total [1..1] string

#fl Description [1..1] string
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Table 3.44. RecurringData Fields

Element Description Data Type Required
Recipe Recipe Name Xs:string Yes
RemReps Number of recurring re-|xs:string Yes
petitions to establish
Orderltems Card Expiration Y ear pc:Orderltems Yes
Total Total for recurring in-|xs:string Yes W
stances
Description Description for recurring|xs:string Yes W
instances
(1) Either Orderltems or Total
and Description must be
provided
TransactionControl
Figure 3.23. TransactionControl Type
TransactionControl EmailText
[e] EmailText [0..1] EmailText | EmailTextitern [1..10] string
##| SendCustomerEmail [0..1] string
£l SendMerchantEmail [0..1] string
| TestMode [0..1] string
Table 3.45. [tem Fields
Element Description Data Type Required
Email Text Email text lines pc:Email Text No
SendCustomerEmail  |Controls whether cus-|pc:TrueFalse No
tomer email is sent on
success
SendMerchantEmail  |Controls whether mer-|pc: TrueFalse No
chant email is sent on
SuCcess
TestMode Controls whether trans-|pc:TrueFalse No
action is run in test
mode

VendorData

Figure 3.24. Vendor Data Type
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vendorData Elerment
=s[&] Element [1..10] Element #f/ MName [1..1] string
sFlVvalue [1..1] string

Table 3.46. Vendor Data Fields

Element Description Data Type Required

Element One meta data object pc:Element Yes (at least one, and up
to 10)

Simple Types
AVSCategory

Table 3.47. AVSCategory Values

Value Description
address Address Matched
address _postal Address and postal matched
address zip5 Address and five digit ZIP matched
address zip9 Address and nine digit ZIP matched
address ok postal_format_error Address matched, postal format error
global_non_participant International with no AV'S support
international_address not_verified International with no AV'S support
no_match No address or postal match
no_response No response
not_allowed Not allowed
postal Postal match
postal_ok_address format_error Postal matched, address format error
service_not_supported AV'S service not supported for card
unavailable AVS service unavailable
Zip5 Five digit ZIP matched
zip9 Nine digit ZIP matched

CardName

Table 3.48. CardName

Value

American Express
Australian Bankcard
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Value

Discover

Diners Club/Carte Blanche

enRoute

Japanese Credit Bureau

MasterCard

Visa

ErrorCategory

Status

Status

Table 3.49. Error Category Values

Value

Description

AVS FAILURE

Transaction will be automatically voided

CVV2_FAILURE

Transaction will be automatically voided

INTERNAL_ERROR

Something unexpected happened

PROCESSOR_ERROR

Something such as DECLINED, etc

PROCESSOR_FAIL

Indicates something unexpected happened while
trying to transmit the transaction to the processing
network.

REQUEST_FORMAT

Request received has an invalid format

REQUEST_VALIDATION

XML content isinvalid

Table 3.50. ErrorCategory Values

Value

Description

AVS FAILURE

Transaction will be automatically voided

CVV2_FAILURE

Transaction will be automatically voided

INTERNAL_ERROR

Something unexpected happened

PROCESSOR_ERROR

Something such as DECLINED, etc

PROCESSOR_FAIL

Indicates something unexpected happened while
trying to transmit the transaction to the processing
network.

REQUEST_FORMAT

Request received has an invalid format

REQUEST_VALIDATION

XML contentisinvalid

Table 3.51. Status Values
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Value Description
error This indicates that the transaction was processed
by the procesing network but was not accepted.
fail This indicates that an error occurred before the

transaction was able to be passed to the processing
network. The all caps FAILED response was inad-
vertantly introduced and may be removed at some
point. It has not been removed yet in order to
maintain backwards compatability with existing

user code.

ok The transaction was processed by the procesing
network and was accepted.

TrueFalse
Table 3.52. TrueFalse Values
Value Description
TRUE True
FALSE False

XML Considerations

e The XML Connection method is not activated on a gateway account by default. If a merchant desires
to use the XML Connection method, an XML activation request needs to be sent to the sales rep.
Also, be sureto enable the XML API in the Account Setting section of the Control Panel.

* The XML Connection method allows for a merchant to designate a TargetGateway value. If used,
please pass the five digit gateway ID.

» There are certain characters such as'&' and '<' that may not appear in a XML request unless they are
part of the actual XML structure. These characters have to be 'escaped’ by using the forms & amp;
and &lt;. More information about XML makup can be found a  ht-
tp://www.w3.0org/ TR/REC-xml/#syntax.

* We suggest that you do not try and create XML structures by simply appending to a string with print
statements. Using a XML generation library will ensure that you do not accidentally create badly
formatted documents due to user input. The disadvantage of using alibrary is that it will take alittle
longer to code. If you do not use a library you need to make sure that any XML node text you are
adding that is coming from a user gets escaped as described above. If you do not escape these char-
acters you will have transactions occasionally fail dueto abad XML structure.

* Here are some suggested XML generation libraries for different development environments. Thisis
by no means an authoritative list and there are other good libraries available:

« Java- http://jakarta.apache.org/ecsindex.html
*  Perl - http://search.cpan.org/~bholzman/X M L-Generator-1.01/Generator.pm
e  PHP - http://us2.php.net/xmlwriter

e Ruby - http://www.germane-software.com/software/rexml/
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e .NET/C# - http://msdn2.microsoft.com/en-ug/library/system.xml.xmitextwriter(V S.71).aspx
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