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Chapter 1. General Information

1. About Us
1.1. Our Company

iTransact isaprivately held payment acceptance company based near Salt Lake City, Utah. i Transact was founded
in 1994 as RediCheck, the first provider of Internet-based check acceptance services. Today, we offer merchant
accounts (and related services and equipment) in addition to our proprietary Internet payment gateway. Our ser-
vices allow Internet, bricks-and-clicks, and traditional brick-and-mortar merchants to accept payments via credit,
debit, and gift cards, as well as electronic checks (and/or check conversion with check guarantee).

1.2. iTransact PaymentClearing Gateway

TheiTransact payment gateway is compatible with merchant accounts obtained virtually anywhere. It can be inte-
grated into nearly any shopping cart software or used as a stand-alone Virtual Termina [7]. Run transactions
directly oniTransact’s secure servers or via a secure server of your own.

2. Payment Processing

2.1. What is a gateway and why do | need one?

A gateway system is software that acts as a secure conduit of transaction information to the credit card and check
processing networks. A gateway is much like a physical payment terminal used to swipe cards or read checks at a
brick-and-mortar location, but it is designed to communicate through secure Internet connections. Top of the line
gateways also provide reporting, automated recurring, swipe options, maobile transactions, and the ability to run
transactions for previously entered customers without re-entering transaction data.

The ability to process credit cards or check payment over the Internet requires several pieces:
1. Website, mobile app, or order submission form

2. Gateway account

3. Credit card merchant account or check processing account

4. Deposit account at a merchant’s bank

If any of these items are not setup correctly, a business will not be able to successfully charge and/or receive
payments from their customers over the Internet.

2.2. Which credit card processing platforms/networks are com-
patible with the gateway?

The software used by iTransact is certified for credit card processing on most of the main processing networks.
Please contact iTransact with any questions regarding those certifications. Any transaction submission method
can be used for credit card processing.

The following processing platforms/networks are compatible with the iTransact gateway:
* First Data- Nabanco (aka FDM S Canada/FDM S South) [2]

* First Data- Cardnet [2]

* First Data- Omaha ETC Type7[2]

e Paymentech/Gensar [2]
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NDC Global Atlanta East [3]

Elavon/NOVA [3]

TSYS (aka Vita/Visanet) [3]

* Heartland Exchange [3]

* Vantiv 610 Tandem [4]

2.3. What information is needed to enable credit card processing?

The following is the information required to activate credit card processing [64] in the gateway for the separate
processors.

2.3.1. First Data - Nabanco (aka FDMS Canada/FDMS South)

First Data - Nabanco

Table 1.1. First Data - Nabanco (aka FDM S Canada/FDM S South)

Merchant Number (Required) 11 Digits

Terminal 1D (Required) 2 Digits (Default "99")
Datawire ID (Required) 20 Digits

Discover SE (if accepting Discover) 10 Digits

AMEX SE (if accepting AMEX) 10 or 11 Digits

2.3.2. First Data - Cardnet

First Data - Cardnet

Table 1.2. First Data - Cardnet

Merchant Number (Required) 12 Digits
Terminal ID (Required) 6 Digits
Datawire ID (Required) 20 Digits

2.3.3. First Data - Omaha ETC Type 7

First Data - Omaha

Table 1.3. First Data- Omaha ETC Type 7

Merchant Number (Required) 12, 15, or 16 Digits
Device ID (Required) 4 Digits (Default "0001")
Datawire ID (Required) 20 Digits

2.3.4. Paymentech/Gensar

Paymentech/Gensar (Account MUST be Terminal-based)

Table 1.4. Paymentech/Gensar

Merchant Number (Required) 12 Digits
Terminal Number (Required) 3 Digits
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Client/ISO/Bank Number (Required) 4 Digits
NetConnect User Name Up to 30 Characters
NetConnect Password Up to 30 Characters
2.3.5. NDC Global Atlanta East

NDC Global Atlanta East

Table 1.5. NDC Global Atlanta East

Terminal Number (Required) 7-13 Digits

Bank ID (Reguired) 6 Digits

2.3.6. Elavon/NOVA

Elavon/NOVA (VAR Type: iTransact PaymentClearing - Elavon Settlement Type MUST be set to Manual [not

Autol)

Table 1.6. Elavon/NOVA

Terminal Number (Required)

16 Digits (Usually ending in "99")

Bank ID (Required) 6 Digits
2.3.7. TSYS (aka Vital/Visanet)
TSYS
Table1.7. TSYS (aka Vital/Visanet)
Merchant Number (Required) 12 Digits
Terminal Number (Required) 4 Digits
BIN/Bank 1D Number (Required) 6 Digits
Store Number (Required) 4 Digits
Agent Number (Required) 6 Digits
Chain Number (Required) 6 Digits
Merchant Category/SIC Code (Required) 4 Digits
Terminal ID/V# 7 Digits
2.3.8. Heartland Exchange
Heartland Exchange
Table 1.8. Heartland Exchange
Merchant Number (Required) 12 Digits
Terminal Number (Required) 4 Digits
BIN/Bank 1D Number (Required) 6 Digits
Store Number (Required) 4 Digits
Agent Number (Required) 6 Digits
Chain Number (Required) 6 Digits
Merchant Category/SIC Code (Required) 4 Digits
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Terminal ID/V# 7 Digits

2.3.9. Vantiv 610 Tandem

Vantiv 610 Tandem

Table 1.9. Vantiv 610 Tandem

Merchant ID (Required) 12 Digits (add zeros if needed)
Bank ID (Required) 4 Digits
Terminal Number (Required) 3 Digits (add zeros if needed)

2.4. What check processing options are there?

iTransact’ s system offers three methods for accepting check payments online. It is not necessary to accept credit
card paymentsto accept checks. A merchant can, however, accept both credit cards and checks. Check transactions
can be submitted to the gateway through al of the normal transaction methods (Virtual Terminal, form, and or
XML/API reguests) but not currently through any of the mobile apps. The following methods can be used to accept
checks through the gateway:

 RediCheck check printing
» EFT processing (through CheckGateway)
* NACHA formatted file creation

Please keep in mind that for any of these methods, check funds can not be verified in rea -time. Thereisapotential
that a check transaction can still bounce (be rejected) even after it is submitted through the gateway.

2.5. What is needed to enable check processing?

There are different requirements to be met and things to be considered when using any of the methods for check
processing.

RediCheck check printing

i Transact’ s RediCheck service wastheworld’ sfirst method for businessesto securely accept check payments over
the Internet. Merchants who opt to use this method to process check payments will submit transactions through
formsintegrated with the gateway, and once each week, our Redi Check department will create check drafts (using
the submitted customer banking information). These drafts are printed and mailed to the merchant. The merchant
needsto takethose draftsand deposit them at their bank. Remember, thereisapotential for those check paymentsto
bouncein the same way that a hand-written check can bounce. Keep that in mind when fulfilling orders. i Transact
is never notified whether a printed check clears or bounces. Merchants need to track that in conjunction with their
deposit bank. Please contact your sales agent for pricing.

EFT processing

M erchantswho opt to use this method to process check paymentswill submit transactionsthrough formsintegrated
with the gateway, and the gateway will connect with the electronic funds transfer processor (CheckGateway) for
validation and verification. If the customer information is validated, a check payment begins the EFT process.
This process normally takes 5-7 days. If the EFT is successful, the money will deposit. iTransact is never notified
whether an EFT clears or bounces. The processor provides details and reports concerning each transaction (in
addition to the limited information available in the gateway's Transaction Listing [32] and Transaction Detail
window).

To use this method, a merchant must apply and be approved by the EFT processor - and then follow any special
instructions imposed by the EFT provider. The provider will issue asix digit EFT account ID. Provide thisto the
iTransact deployment team when you are ready to activate EFT processing in your gateway. Please contact your
sales agent for pricing.
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NACHA formatted file creation

NACHA filecreationisamethod that allowsamerchant to process check transactionsthrough the gateway without
the need of athird party processor. Transactions are submitted through the gateway, a NACHA formatted file is
generated, and then the merchant must download the file from the gateway and upload that file to their deposit
bank's NACHA/Treasury account system.

Prior to real transactions being allowed through the gateway, a merchant must

1. be approved for and have activated a NACHA processing account (often called a Treasury Services account)
at their deposit bank

2. provide the iTransact deployment team with all of the necessary values (provided by their bank) for these
required fields:

» Company ID - 10-digit company number
« Company Name - company's name
» Immediate Destination - bank's transit routing number
* Immediate Destination Name - bank's name
e Immediate Origin - 10-digit company number
* Immediate Origin Name - company's name
» Originating DFI - bank's transit routing number
3. run atest transaction batch and verify deposit

Most banks provide detailed reporting for Treasury Services, including rejected payments. Unfortunately, iTrans-
act is never notified whether a check payment clears or bounces. Please remember that because there is no val-
idation of fundsin real time, NACHA transactions can still bounce or be rejected. Not all deposit banks offer
Treasury Services. iTransact does not have any say in what fees or charges a deposit bank assesses for NACHA
transactions. Please work with your bank representative to negotiate those rates. Please contact your iTransact
sales agent regarding gateway pricing.

2.6. How long do deposits take?

Credit Cards

Funds from credit card transactions are deposited into a merchant's checking account approximately 2-3 business
days after the credit card transaction settles.

Check Payments

» RediCheck payments: Since these are printed check drafts, they are dealt with by your deposit bank in the
same manner that your bank would deal with a hand-written check. Please remember that you need to deposit
the check drafts when thy are mailed to you. Those are sent by mail once aweek.

» EFT payments: Funds are deposited into a merchant's checking account approximately 5-7 business days after
it istransacted by the processor.

* NACHA file payments: Please check with your bank representative concerning their deposit time frame.
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Chapter 2. User Information

1. The Control Panel

1.1. What is the Control Panel?
The Control Panel is the main user interface for the iTransact gateway. All gateway merchants have access to

thistool. It includes access to reporting, running transactions, recurring tools, integration information, settlement
tools, and gateway settings. Thisis the standard layout of the Control Panel.

Figure2.1. Control Panel

iTransact Control Panael help | login again | logout

Mama: Carl's Computers
Gateway 1D: 27

gn Virtual Account Merchant = Support
Terminal Settings ¥ Toolkit =" Ticket

Transaction Listing Transaction Detail
& _27 =i .EDIC' s Enter a transaction 10
- numbsar

lmm;|_4
wel 4 &) 27 2| 2010 £

xid:

Advancad Search Search
Batches Chargeback Interface
& Form Wizard %  PostA Credit
E Auction Paymenis .- Recurring Transactions

o

When your account is activated, you will be given the login location, the five digit gateway ID, and the password
used to open thisinterface. If you have lost or forgotten your password, please contact the support team. A session
will expire after 10 minutes of inactivity.

1.2. Blue Control Panel Information

The Blue Control Panel is an aternative version of the Control Panel interface, but is not necessary for al mer-
chants. If your sales agent has activated the aternate interface for your account, your gray Control Panel will
remain available. Theinstructionsfor use of the Blue Control Panel are available in the documentation area of the
Merchant Toolkit. If you have questions about thisinterface, please contact the support team.

NOTE: The Blue Control Panel iscurrently in beta testing. As such, it occasionally does not function the way that
it would if it was a full production release. Please be aware of this and exercise patience with any issues you run
into. Please contact our support team to make them aware of what you are experiencing. Ideally, we would like
to be able to fix issues as they are discovered.

1.3. Control Panel Features

The Control Panel offers several helpful tools to merchants. The following is alist and short explanation of each
tool.

 Virtual Terminal - This tool is used much like a physical payment terminal. Customer information can be
entered to attempt a transaction on a credit card or check. This feature can also be used with conjunction with
aUSB swipe reader. [7]



http://support.itransact.com
http://www.itransact.com/support/toolkit/documentation/
http://support.itransact.com
http://support.itransact.com

User Information

» Account Settings - This feature is used to view and/or update contact information, anti-fraud features, email
settings, and general transaction functions. [19]

e Merchant Toolkit - Thiscontainsfull integration instructionsfor the gateway and information that will simplify
the process of integrating the gateway system with a website. The toolkit includes examples of the simplest
and most advanced methods for linking a website with the gateway. It also includes downloads of the support
documentation. [31]

e Support Ticket - Use this to submit questions and support requests concerning your account.

e Transaction Listing - This interface displays transaction information in several formats according to a date
range or search criteria, and allows for report downloads. [32]

e Transaction Detail - Use this to search for the details of a specific transaction using the unique XID number
assigned by the gateway. [40]

 Batches- Using thiswindow, a merchant can view abatch history, the data from the current open batch, down-
load NACHA files, and generate amanual settlement. EFT datadoesnot list in thisinterface. Thisonly displays
information for Credit Card, NACHA, and RediCheck transactions. [46]

» Chargeback Interface- Thisfeatureisused to locate atransaction if acredit card number and the approximate
date of the transaction are known. Thisis normally used by merchants in a chargeback situation, when a card-
holder has disputed a charge. [48]

e FormWizard - Thistool isdesigned to allow amerchant to create forms quickly and easily for use with the Split
Form, Standard Form, and BuyNow formats. This simple interface walks a merchant through several questions
and then builds a functioning HTML form. [48]

e Post A Credit - Thisfeature should only be used to generate arefund or payment to a cardholder's account that
was not originally charged through the gateway account with the permission of your merchant service provider.
By default, this functionality is disabled and the feature does not display in the Account Settings. Contact the
support team for additional information. [57]

 Auction Payments- This can be used by merchantswho sell itemsin online auctions to accept check and credit
card payments. [59]

» Recurring Transactions - All information and tools that can be used to generate, track, and update recurring
transactions can be accessed in this area. [60]

e Card Setup (Not Pictured) - When an account isfirst activated, your merchant account data must be submitted
through this tool. In many cases, thiswill be performed by the sales agent for the account. [64]

2. Virtual Terminal

Thistool isused much like a physical payment terminal. Customer information can be entered to attempt atrans-
action on a credit card or check. This feature can also be used with conjunction with a USB swipe reader.
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2.1. Standard Credit Card Interface

Figure2.2. Virtual Terminal - Standard Credit Card Interface

B-%mo Biz Virtual Terminal

1 Payment Information

Payment Method

@ Credit Card Check Swipe Swipe Express

Card Information
Card Numbear _ Exp. Date CVV Number
2 C®»C 1™ {CVW information s not required.)
Approval Code
{Enter ONLY for force transaction. )

Auth ONLY {Onby use for pre-auth/auth-only. )

Recurring Information Toggle

Transaction Information

Item Description Qty Price Total
3 1 1 0.00 0.00
2 o 0.00 0.0o
3 o 0.00 0.oo
4 o D.00 0.oo
5 o D.00 0.00
Add More ltems

Subtotal 0.00
Shipping 0.00

Include
Tax 0.00

Include
Order Total 0.00

Additional Information

4 Billing Information Shipping Information
First Name Last Name Items will be shippad to the biling address.

Ship 1 o Cffarent Address

Street Address

City State ZIP

Country
USA

Phone
Customer 1D [optional)

Email
{¥ou MUST enter a VALID emad address.
Use your own if your customer does not have

one.)

Add a Message to the Receipt Email

Process Payment

The standard credit card Virtual Terminal Interface is the page that opens by default when a merchant clicks on
the Virtual Terminal link from the Control Panel [6]. This interface alows for a merchant to type in
several different itemsfor purchase, aswell as separate shipping and tax chargesfor the entire purchase. Recurring
transactions can aso be entered here. The interface can be used for check/EFT/NACHA or credit card payments.

1. Welcome Section - When the Virtual Terminal opens, the merchant is greeted with their business name, gate-
way |D number and the format options at the top of the interface. A merchant using the standard Virtual Ter-
minal does not need to click on any of the optional interfaces in the Payment Met hod section.

2. Card Information Section - Thisdisplaysby default or will be re-enabled when amerchant selectsthe Cr edi t
Car d radio button.

» Card Number - The customer's credit card number should be entered into this field without any dashes or
spaces.
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Exp. Date - The drop down menus must be selected for the account's expiration month and year.

CVV Number - Thevaluefor thisfield isthe CVV, CVV2, or CID code listed on the credit card. Thisthree
or four digit numeric codeis used as afraud deterrent.

Approval Code- Thevaluefor thisfield can only be obtained directly from the credit card merchant account
processor's voice approval phone service. This feature should only be used if a "call authorization center”
error response was received during a previous authorization attempt. The approval code will be anumeric or
apha-numeric code provided by the voice approval service. The gateway does not provide voice approval
codes. Those codes must be obtained directly from the merchant account processor.

Auth Only Checkbox - A merchant should never check thisbox, unlessthey do not desireto actually charge
acustomer's card. When this is selected, the transaction will only run a pre-authorization which verifies the
card account and afreezestheamount in the account, but it does not actually chargethe card. A pre-authorized
transaction can be converted to afull transaction by running a post-authorization from the Transaction Listing
or through the API. If no post-authorization is run, the money is eventually released back to the customer's
account - and never paid to the merchant.

. Transaction Information Section - Some of the entry fieldsin this area are required and others are optional.
A merchant can choose to enter up to ten separate items plus shipping and tax amounts, or can submit asingle
item which isatotal of the amount to be billed to the customer. To accessitems 6-10, please usethe Add More
I't ens option.

Item Description - A merchant should enter the name of the product that a customer is purchasing in this
field. Thisinformation will be recorded in the merchant's Transaction Detailsin the Control Panel and in the
Merchant [66]/Customer [66] confirmation emails. Some merchants choose to enter all of the items
in asingle line item - either with each item detailed, or with a generic description like “Purchased Items’.
This can be done aslong asthe value for theltem Qy is“1” and the total price of the purchase is entered
intothe 1tem Pri ce field.

Item Qty - This value will be multiplied by the amount listed inthe I t em Pri ce field to provide the value
fortheltem Total . Thisvaluecanbe“1”, even if you are selling multiple quantities - aslong asthe 1t em
Pri ce amount isthe cost of all of the products combined.

Item Price - The amount listed here will be multiplied by the valuelisted inthe Item Qy field to provide
thevaluefor the I tem Total .

Item Total - Thisvalueis calculated automatically when the Virtual Terminal multiplies the entered value
of theltem @y andtheltem Price for asingleitem.

Subtotal - Thisamount isthe sum of thel t em Tot al s for al items purchased.

Include Shipping Checkbox - This should be selected if a merchant would like shipping to be a separate
lineitem. This must be used in conjunction with an entry in the Shi ppi ng Anmount field.

Shipping Amount - This value should be the amount of shipping for the entire purchase. The Virtual Ter-
minal does not cal culate shipping. A merchant will need to calculate that prior to entering the amount in this
interface. If thel ncl ude Shi ppi ng checkbox is selected, there must be avaluein thisfield.

Include Tax Checkbox - This should be selected if a merchant would like tax to be a separate line item.
This must be used in conjunction with an entry in the Tax Amount field.

Tax Amount - Thisvalue should be the amount of tax for the entire purchase. The Virtual Terminal does not
calculate tax rates. A merchant will need to calculate that prior to entering the transaction in this interface.
If the 1 ncl ude Tax checkbox is selected, there must be avauein thisfield.

Order Total - Thisvalue is the sum of the Tot al , the Shi ppi ng amount, and the Tax amount. Thisis the
amount that will be charged to the customer's card. If thisvalue is zero for a credit card, the transaction will
run as an AV SOnly transaction (if supported by your processor).

9
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e Email Text - Thisfield allows a merchant to enter a message up to 255 characters which will display on
both the merchant confirmation email and on the customer confirmation email.

4. Additional Information Section - The account holder and shipping datais entered in this area.

« Billing Information - All fields here are required unless otherwise indicated.

First Name - This should be the customer's first name.

Last Name - This should be the customer's last name.

Address - This should be the account holder's street address as listed with the account issuer.

City - This should be the account holder's city as listed with the account issuer.

State - This should be the state abbreviation of the account holder as listed with the account issuer.

ZIP - This should be the account holder's postal code as listed with the account issuer.

Country - This should be the account holder's country as listed with the account issuer.

Phone - This should be a contact phone number for the customer.

Customer ID - Thisisan optional field that allows a merchant to enter atracking code for the transaction.

Email - This should be the customer's email address. The transaction confirmation email will be sent to
this address.

e Optional Shipping Information - These fields can be accessed by clicking the ship to a Different
Addr ess button. Each of these fields are optional and can be populated with alternative shipping address
data. The processing banks are unable to verify thisinformation.

e Email Text - Thisfield allows a merchant to enter a message up to 255 characters which will display on
both the merchant confirmation email and on the customer confirmation email.

Processing Transactions

Submit a charge through this interface by entering correct data into the required fields and any of the desired
optional fields. Be sure to double check the account information as well as the amount of the transaction. Click
the Process Paynent button. The transaction will be attempted in real-time. The gateway will either display an
approval screen or a failure screen [17]. The failure screen will list the reason for the failure. An approval
page will display information specific to the successful transaction.

2.2. Check/EFT Interface

The Virtual Terminal will display checking account fields when the Check radio button in the Payment Method
section. Areas 1, 3, and 4 are the same as the standard credit card interface [8], but area 2 displays the checking
account entry fields for check and EFT transactions.

10
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Figure 2.3. Virtual Terminal - Check/EFT Interface

B.ez,mo Biz Virtual Terminal

]_ Payment Information

Payment Method

Credit Card @ Check Swiipe Swipe Express
Checking Account Information
2 ABA Number Account Number Account Source Account Type
i i » | Checking :] [ Personal :]
SEC Code
[Internet *)
Recurring Information Toggle
Transaction Information
ltem Description Qty Price Total
3 1 0.00
2 0 0.00 0.00
i 1} 0.00 0.00
4 0 0.00 0.00
5 1} 0.00 0.00
Add More liems
Subtatal 0.00
Shipping 0.00
Include
Tax 0.00
Include
Order Total 0.00
Additional Information
I Billing Information Shipping Information
First Name Last Name lteams willl be shipped to the biling address.
Ship 1 Duarans Ackirass

Street Address

City State ZIP

Custemer 1D (optional )

Email

(You MUST enter a VALID amaid address.
Use your own if your customer does not have
one. )

Add a Message to the Receipt Email

Process Payment

1. Welcome Section - Select Check

2. Checking Account Information - The following fields will be enabled when a merchant selects the Check
Payment Met hod radio button.

» ABA Number - Thisisthe nine digit ABA Routing number for a customer's bank. These are generally the
first nine numbers listed in the line of numbers across the bottom of a check.

» Account Number - Thisisthe account holder’s checking account number as it appears on a check.

» Account Type- (For EFT Transactions Only) A merchant needsto use the selection tool to indicate whether
the customer's checking account is a personal or a business checking account.

11
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» Account Source - Use the selection tool to indicate whether the customer's checking account is a checking
or asavings account.

» SEC Code - (For EFT Transactions Only) Depending upon the nature of the EFT processing account, a
merchant may be required to designate the three letter Standard Entry Category for the transaction. Potential
values are;

PPD - Prearranged payment and deposit
CCD - Corporate credit or debit

ARC - Accounts receivable entry

BOC - Back office conversion

POP - Point of purchase

RCK - Returned check entry

WEB - Internet initiated entry

TEL - Telephone initiated entry

3. Transaction Information Section - See details

4, Additional Information Section - See details

Processing Transactions

Submit achargethrough thisinterface by swiping the card and entering correct datainto the required fieldsand any
of the desired optional fields. Be sure to double check the amount of the transaction. Click the Process Paynent
button. The transaction will be attempted in real-time. The gateway will either display an approval screen [17]
or a failure screen [17]. The failure screen will list the reason for the failure. An approval page will display
information specific to the successful transaction.

2.3. Recurring Transactions

If your transaction needs to be set as arecurring transaction, click the Recurring 1 nformation Toggl e button
to display the appropriate entry fields. When clicked for a standard credit card or check transaction the following
section will display.

Figure 2.4. Virtual Terminal - Recurring Transactions

Recurring Information Toggle

Recipe Name: | testrec - Every day

Ak

Number of Repetitions:

Recurring Total: (if different than above)

Recurring Description: (if different than above)

Recurring I nformation Section

* Recipe Name - This drop down menu displays all of a merchant's pre-built recipes [61]. A recipe provides
the rules and schedule by which atransaction will re-bill when set with at least one remaining repetition.
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e Number of Repetitions - This is the numeric value for the amount of times the recipe needs to cycle. Each
successful repetition will cycle down the number of remaining repetitions by one until it reaches zero (or until
the transaction is set to zero repetitions [150]).

e Recurring Total - Thisis optional. If the amount that is to recur is the same as the total amount listed in the
initial transaction information, please leave this blank. This feature can be used in conjunction with recipes
designated by the merchant as a Split Amount [63]recipe. When an amount is entered into this field, that
will be the amount billed when the transaction recurs. For example, merchants who hill a one time setup fee
and then a different amount for monthly service fees would put the amount of the monthly service fee in the
Recurring Total field.

e Recurring Description - Thisisoptional. If thelt em Descri pti on used in theinitial transaction information
is a sufficient explanation for both the initial payment and any subsequent recurring transactions, please leave
this blank. If, however, the merchant would like this to display differently on subsequent recurring billings,
please enter an adequate description in thisfield.

Processing Transactions

Submit a charge through this interface by swiping the card and entering correct data into the required fields and
any of the desired optional fields. Be sure to double check the amount of the transaction. Click the Process
Paynent button. Thetransaction will be attempted in real-time. The gateway will either display an approval screen

or a failure screen [17]. The failure screen will list the reason for the failure. An approval page will display
information specific to the successful transaction.

2.4. Swipe Card Interface

The standard Swipe Card interface can be accessed by clicking on the swi pe Car d link in the Standard interface.
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Figure 2.5. Virtual Terminal - Swipe Card Interface

Demo Biz Virtual Terminal

1 lo: 3

Payment Information

Payment Method

Credit Card Check ® Swipe Swipe Express

2 Card Information
Click Here and Swipe Card

Card Number Expiration Date C_‘."‘.' .‘mr‘l_bz'r
{CVV information is not required.)

Approval Code
{Enter ONLY for force transaction.)

Aurth ONLY {Only use for pre-auth/auth-only. )

Transaction Information

Item Description Oty Price Total
3 1| [ i 0.00
2 ][ 0.00 0.00
3 1} 0.00 0.00
4 ] 0.00 0.00
5 1} 0.00 0.00
Add More lisms
Subtotal 0.00
Shipping 0.00
Include
Tax [ 0.00
Include
Order Total 0.00
Additional Information
4 Billing Information Shipping Information
First Name Last Name Items will b= shipped to the billing address.
Ship 10 & DiMarast Addrass

Street Address

City ~ State  ZIP
Country

Phone

C_l_ls__l_o-'ler_ID {optional)

Email
{¥ou MUST enter a VALID emal address.
Use your own if your customer does not have

one.}

Add a Message to the Receipt Email

Process Payment

Thisinterfaceisto be used by merchants who are using a compatible USB-Connected magnetic card swipe reader.
The Magtek Stripe Reader-USB and the IDTech MiniMag USB Swipe Reader have been tested with the gateway
and found to be compatible. Human Input Device (HID) and encrypted swipers are not compatible with the gate-
way. If you need help purchasing one, please contact our support team.

Using the interface, a card may be swiped through the reader and it will populate the payment fields. The card
holder billing information must be entered on thisform. Thiswill allow an Address Verification and aCVV check
to take place on any transaction attempt. Areas 1, 3, and 4 are the same as the standard credit card interface, but
area 2 displays the swipe entry section.

1. Welcome Section - Select swi pe
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2. Card Information Section - Click on the swi pe button and swipe the credit card through a compatible USB-
Connected magnetic card swipe reader, this section will be automatically populated by the encrypted data
embedded in the magnetic strip on the back of the card.

3. Transaction Information Section - See details

4. Additional Information Section - See details

Processing Transactions

Submit a charge through this interface by swiping the card and entering correct data into the required fields and

any of the desired optional fields. Be sure to double check the amount of the transaction. Click the Process

Paynent button. Thetransaction will be attempted in real-time. The gateway will either display an approval screen

or a failure screen [17]. The failure screen will list the reason for the failure. An approval page will display
information specific to the successful transaction.

2.5. Swipe Card Express Interface

Figure 2.6. Virtual Terminal - Swipe Card Express Interface

Demo Biz Virtual Terminal

1 D: 3
Payment Information

Payment Method
Credit Card Check Swipe ® Swipe Express

Card Information

2 Click Here and Swipe Card

Card Number Expiration Date

Order Total
0.00

CVV Number
{CVV information is not required. )

3 Additional Information

Billing Information
First Name Last Name

Customer ID [opticnal)

Email
(You MUST enter a VALID emall address.

Use your own if your customer does not have
one. )

Process Payment

The Express Swipe Card entry area is accessed by clicking on the swi pe Card Express link in the Standard
interface. It allows amerchant to enter minimal information and swipe a credit card to attempt atransaction. This
interfaceisto be used by merchants who are using a compatible USB-Connected magnetic card swipe reader. The
Magtek Stripe Reader-USB and the IDTech MiniMag USB Swipe Reader have been tested with the gateway and
found to be compatible. When in this interface, a card may be swiped through the reader and it will populate the
required payment fields. There are no address fields, so Address Verification is unavailable.

1. Welcome Section - Select Swi pe Express

2. Card Information Section - Click on the button and then swiping the credit card through a compatible USB-
Connected magnetic card swipe reader, this section will be automatically populated by the encrypted data
embedded in the magnetic strip on the back of the card.

e Order Total - This is the amount that will be charged to the customer's card. If this value is zero, the
transaction will run as an AV SOnly transaction (if supported by your processor).
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e CVV Number - The value for this optional field isthe CVV, CVV2, or CID code listed on the credit card.
Thisthree or four digit numeric code is used as a fraud deterrent.

3. Additional Information - These fields will display after a successful swipe entry.

» Email - Thisis optional, but should be the customer's email address. The transaction confirmation email
will be sent to this address.

e Custom ID - Thisisan optional field that allows a merchant to enter a tracking code for the transaction.
Processing Transactions

Submit a charge through this interface by swiping the card and entering correct data into the required fields and
any of the desired optional fields. Be sure to double check the amount of the transaction. Click the Process
Payment button. Thetransaction will be attempted in real-time. The gateway will either display an approval screen
or a failure screen [17]. The failure screen will list the reason for the failure. An approval page will display
information specific to the successful transaction.

2.6. Virtual Terminal Response Pages

All transactions submitted through any of the Virtual Terminal interfaceswill either be successful or not. For your
reference, here are examples of the response page for a successful transaction and one that failed.

Figure 2.7. Success: Receipt Page - Credit Card

Demo Biz Receipt =
Billed To: Order Date

Joe Jones 20121129110153

567 Main St

BHS, CA 90210 Transaction 1D (XID)
USA 122893

888.555.4321

Customner ID: ABC123DEF Pavment Method
joe.jones @example.com® MasterCard 5454

*A confirmation email was sent to this address
Authorization Code

CMC345
AVS Response
Zz
Order Items
Description Cost Qty Total
Yellow Tie $2.00 4 $8.00
Blue Hat $5.00 1 $5.00
Red Shoes $14.00 1 $14.00
Subotal $27.00
Shipping $10.00
Tax $4.00
Order Total $41.00

X

Customer Signature
Enter Another Transaction Close This Window

e Order Date- Thisisatimestamp of the transaction.

e Transaction ID (XID) - Thisunique numeric codeis assigned by the gateway as an identifier of the transaction.
X1D numbers can be used for simple searches in the transaction reporting tools.

» Authorization Code- Thisidentifier can beasix to eight digit numeric or alpha-numeric value. Thisisassigned
by the card issuing bank and passed back through the merchant account processor.
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» AVSResponse - This code is returned to indicate which pieces of an address match (or do not match) what is
on file with the issuing bank's address verification database.

This page can be printed and used as areceipt (in addition to the emailed confirmation [66]) for your customers.
A signature line isincluded if you need to capture your customer's signature.

Figure 2.8. Success. Receipt Page - Checks

Carl’'s Computers Receipt =
Billed To: Order Date

Jane Johnson 20121129115433

4141 Rodeo Dr

BHS, CA 80210 Transaction ID (XID)
usa 122909

312.556.5825

Customer ID: QAZGT8PLM Pavment Method
jane@example.com* =

Checking Account:
4365

“A confimation email was sent to this address

Authorization Code

Unspecified
AVS Response
Unspecified
Order Items
Description Cost Qty Total
Plaid Socks $5.00 1 $5.00
Subotal $5.00
Order Total $5.00

X

Customer Signatura

Enter Another Transaction Close This Window

A similar page will display when atransaction is successful. Many pieces of datathat were entered in the interface
will be shown here. This also shows the Transaction ID (X1D) assigned by the gateway as the unique identifier of
the transaction. XID numbers can be used for simple searches in the transaction reporting tools.

Figure 2.9. Failure - Credit Card and Check

YOUR TRANSACTION OOULD MOT BE PROCESSED AND ILAS BEEN CANCELET.
THE FOLLOAWI NG ERROR CHOCURRET:

Code: YOUDDE The credit cord number entered hos the wrong number of digits. Mlease verify.

I applicable, vou may retarn to the previous page and correct the error.
T redurn to Hhe previous pape, press the BACK button an vour browser
(ALY +Left Arrew | or ofick frere

A similar page will display for avirtual transaction that is not successful for some reason. The blue and red text
indicate that there has been some type of error or failure and the bold black text will display the specific error
message to assist you in determining what the problem was. Many times, the text will offer suggestions as to what
you should try instead. Often with a check failure in the Virtual Terminal, you will need to reload the interface
page that you were using (rather than just hitting Back on your browser).
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Figure 2.10. Partial Authorization: Receipt Page - Credit Card

Example Company

Receipt =

Complete This Order

Billed To:

Dave Mann

9515 H Street

BHS, CA 90210

USA

B88.555.1479

Customer 1D: MBX456ZCV
dave.mann@example.com®

Order Date
20121129122005

Transaction ID (XID)
122917

Payment Method
Discover 8762

*A confimation email was sent to this address

Authorization Code

58055C
AVS Response
N
Order Items
Description Cost Qty Total
Pinstripe Suit $259.95 1 $259.95
Subotal $0.00
Tax $7.00
Order Total $266.95
kS
Customer Signature
Enter Another Transaction Close This Window

A similar page will display when atransaction is partially authorized through a gateway set with aretail industry
setting. By clicking on the Conpl ete This O der button, this window will open and alow for you to enter a
different card to capture the rest of the amount.
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Figure 2.11. Partial Authorization: Additional Payment Entry - Credit Card

Credit Card Information
Card Number

Exp. Date:

CVV Number:
[CWW information is not required. )

Process Payment

If no other payment option is available, you can run avoid through the Transaction Options interface.

3. Account Settings

Thisareais used to view and/or update contact information, anti-fraud features, email settings, and general trans-
action functions. If you are in the Account Settings and you are wondering what a feature does, please click the
guestion mark next to the item.
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3.1. Overview

Figure 2.12. Account Settings Interface

Fax
£85.555.1234

Website
hitp:/lest com

Test Transaction Settings

3 Test Mode On 2
First Name 7
Farst

Demo Account Information

Account Settings

Carl's Computers [Reset Passswerd |

Gateway ID: 27
General Information help Advanced Features. help Email Settings help
First Name. Recurring Post-Back URL Contact Email 2
[fname ] [htips Hsecure test trans]  f Activate [aarong@itransact.com
Last Name Settlement Time 7 Ervor Emad 7
(iname | Auto B j.edwards @itransact.con|
Address Times ars ksted in Mountain Tims Order Emad 7
123 A8 Order Form UID_ 2  edwards @itransac con
Gty 27 [Reset | Oustomer Reply Emad 7
[Salt Lake Gty | AP Access aarona@itransact.com
State 2P AP] Ussmams  Receive Falurs Emals
i .
ur 84103 testorossaite3.1_3B758 Join the Merchant Updates.
Country AP ey Emad List
UsA SoMbi5Z2G2A6WEVWS 29!
Phone B N
588 5551234 ) Customer Confirmation Email

Delivery

heip.
9 Sale @ Recumring
2 Void ) Preauth
3 Credit 3 Postauth
 Force ] AVS Only

Fraud Control

9 Allow Refunds (Via Trans Listing) 7
@ Resubmit Graater Than Sale 7
] Restrict Order By IP 2

] Do Not Allow Duplicates 7
@ Allow Non-Virtual Terminal Sakes 7
2 Alow AVS Only 7

) Require Order Form UID 2
) Require APl Access for XOL 7
) Require Virtual Tenrinal Customer ID 2

] Restrict Onder Usage For
Minutes 7

2 Proof Of Life 2

IP Fiter Setiings
[ Manage IP Fiter Settings |

Additional Fraud Control

AUTO-VOID OFTIONS: These seftings will automatically void new
autharizalions if cardholder info doesn't malch

VOIDED FUNDS MAY BE FROZEN ON YOUR CUSTOMER'S CARD
FOR UP TO 10 BUSINESS DAYS.

Address & ZIP Verification 2

No AutoVad +

Recuning AVS 2
No Auto-Vaosd 3
CVV Verification 7
No Auto-Vaosd ¥

Card Processing Settings

 Card Procsssing Enabled

Card Types You Are Authorized To Accept
# VisalMaslercard ] American Express ] Discover

9 Dimers

Acceptance of non-authorized card types may delay settiement of

Check Processing Information

 Check Processing Ensbied

NACHA Setup
Company 1D 2 Immeiste Destination 2 Immediste Origin 7

123 123 123

Company Name 7 Immediate Desfinatic 7 Immediate Origin Name 7
22 [1z3 ] [z ]

Originating DFl 7
123

RediCheck Statistics Email

motske@itransact.con| | 1 [ 1 [ ]

Style Settings help
Background Color

Header Background Color

Font Color

Header Barder Calor

Background Image

Header Image
]

Logo Image
hitps:(fsecure test fArans act. comi

[ See Demonstration Page |

Merchants use the Account Settings interface to update contact information, anti-fraud features, email settings,
and general transaction functions.

Please remember, any changes to data in this interface require the user to click the Updat e button at the bottom
of the Account Settings interface.
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3.2. Welcome Section

Figure 2.13. Account Settings - Welcome Section

Account Settings

Example Company Reset Pagssword || PIN S=t

Gateway 1D: 28

This section lists the Business Name and the Gateway ID. Y our account's gateway |D number will never change.
To change the way your business name is listed here, please submit the request to our support team. This section
also houses the following security code interfaces:

» Password Change - Usethisto change your password. Click on the Go button to open the interface. Y our new
password must meet the following requirements:

1. Minimum length: 8 characters

2. Maximum length: 30 characters

3. Mustinclude at least two different character groups (lowercase | etters, uppercase letters, digits, punctuation)
4

. Cannot include the same character repeated three times (like aaa or 555) or a sequence of three characters
(like xyz or 789)

5. Cannot include dictionary words, including common names

To change the password, enter your then-current password into the Cur r ent  Passwor d field, enter your desired
password in the other two fields, and then, click Updat e.

e PIN Set/PIN Update - Choose this to setup or change your PIN number for the Call-A-Charge [83] system.
To setup a PIN code, click the Go button, enter your desired PIN code into the two fields, and click Updat e.
To change the PIN code, click on the Go button to open the interface, enter your then-current PIN codeinto the
current PI N, enter your new desired PIN codeinthe other two fields. All PIN codes must be six numeric digits.

3.3. General Information Section

Figure 2.14. Account Settings - General I nfor mation Section

General Information help
First Mame

Bob

Last Mames

Jones

Address

123 Main 5T

City

BHS

State ZIP
CA BO210
Coamiry

UsA

Phone

888 555 1734
Fax

888,555, 1234
‘Website

hitp:/Mest.com

This section contains contact information for the merchant to be used by the gateway. Clicking Hel p will open a
window that explains that the data.in these fields should be edited if any of the information changes. If you modify
any of thisinformation, please remember to click Updat e at the bottom of the interface to save your changes.
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3.4. Merchant Email Settings

Figure 2.15. Account Settings - Merchant Email Section

Email Settings help
Contact Emad 7
emaii@example.com
E'r.:.r E-na 3
email@example. com
Order Emad 7
emailiZexample.com
Cuestomer Reply Emad 7
emailTexample.com

[ Receive Falure Emails

Join the Merchant Lipdates Emaid List

These settings determine what address is used to notify a merchant of sales, settlements, order form integration
errors and gateway hillings. These may al be different, or you may use the same address for each email type.
The gateway supports delivery to only a single address. This means that only one address should be entered in
each field. If you need more than one person to receive any of these notifications, please have your email provider
or network administrator setup a multi-recipient alias address and use that address to populate the corresponding
field. You may also access the registration for the Merchant Updates opt-in email list. Here is a more in-depth
explanation of each of these settings:

» Contact Email Address- Thisaddresswill be sent account activation information, any billingsfrom i Transact,
and settlements.

e Error Email Address- Thisaddresswill be sent messages when thereisan error in the order form scripting or
gateway integration. Generally, emails are only sent to this address during the integration process. Error emails
point out what fields are incorrect or missing. For ease of communication, consider having these sent directly
to the person integrating or maintaining your web forms.

» Order Email Address - This address will receive email confirmations of all sales, voids, credits, forces, pre-
authorizations, post-authorizations, recurring billings, and failure emails (if selected). Thereis no way to turn
off these emails (except for the failures). The gateway is required to send these confirmations for a merchant's
records. If a merchant decides not to do anything with these emails, they can setup a "garbage" email account
and enter that address asthe Or der Enmi | Address.

» Customer Reply Email Address - Thisaddresswill be listed in the customer's copy of the email confirmation
receipt as a contact address for the merchant.

» Receive Failure Emails Checkbox - Activate this setting to be sent an email anytime that a customer attempts
to pay but is rejected for some reason. The email will explain the reason for the failure by listing the response
from the credit card processing network.

» Error Email Address- Thisaddresswill be sent messages when thereis an error in the order form scripting or
gateway integration. Generally, emails are only sent to this address during the integration process. Error emails
point out what fields are incorrect or missing. For ease of communication, consider having these sent directly
to the person integrating or maintaining your web forms.

* Customer Reply Email Address- Thisaddresswill belisted in the customer's copy of the email confirmation
receipt as a contact address for the merchant.

e The Merchant Updates Email List - Thislink opens the interface that allows people to subscribe to the opt-
in Merchant Updates email list and follow our Twitter feed (iTransactSatus). The mailing list is used to notify
merchants of system maintenance, feature additions and other important information.

e TheHelp Menu - Thislink provides alist of the functions of each of the email settings.
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3.5. Advanced Feature Settings

Figure 2.16. Account Settings - Advanced Feature Section

Advanced Features help
Recuming Post-Back URL
Activate

Ssitlement Time 7

Auto e
Tumes are Bsted in Mountain Time
Order Form UID 7
28 Reset

APl Access

AP| Usemame

example_company_ZrB8
AP Key
mZHaZIgmRzndZRIGET

Reset

» TheRecurring Post-Back URL - If using the recurring transaction features of the gateway, the merchant may
specify a URL to receive transaction postback information generated at the time the transaction recurs. The
Activat e checkbox must be checked for this feature to function. For complete information concerning the
Recurring Billing [146] system and the Recurring PostBack [60] feature, please review those sections
of the documentation.

» The Settlement Time Selector - By default, this setting is Aut o, meaning that the software will settle this
account as the software cycles through all of the gateway accounts for settlement each night beginning at mid-
night. If you would like batch settlement to take place at a specific time each day, select the appropriate time.
Manual should be selected by merchants who want to settle each of their own batches using the Sett1e Now
tool the Control Panel.

* The Order Form UID Value - Thisisthe preferred option to be used as the value for the vendor _i d field in
an html order form or shopping cart. Y ou can change this value by clicking the RESET link.

NOTE: If your forms are using the UID instead of the Gateway 1D and you reset this value, you MUST update
the vendor _id value in your order form or shopping cart or your transactionswill not process.

If the XML connection is activated on a gateway account the following APl Accessfieldswill display:

» Enable API Link - Thiswill display until API access that been enabled. It will be replaced with the credential
fields once it has been selected.

* API Username - This is the username for people using the XML API Connection method [90]. You can
change this value by clicking the RESET link.

NOTE: You must update your scripts generating the XML requestsif you reset the API Access information.

» API Key - Thisis used to help generate the payload signature [91] for people using the XML APl Connec-
tion method. Y ou can change this value by clicking the RESET link.

NOTE: You must update your scripts generating the XML requestsif you reset the API Access information.
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3.6. Test Transaction Settings

Figure 2.17. Account Settings- Test Transaction Section

Test Transaction Settings
Test Mode On 7
First Mame 7

Damo Account Information
Use these to test order forms and ordering system to make sure that web forms have been integrated with the
gateway system correctly (without actually charging an account or generating a transaction record).

e Test Mode Checkbox - By default, thisis unchecked. When checked, any transactions will run as test transac-
tions and will not be processed or charged. Any transactions submitted as test transactions will not show up in
the Transaction Listing [32] or Transaction Detail [40] interfaces.

NOTE: Do not activate this unless you intend to have all of your transactions be submitted astest transactions.

» Test User First Name - When the value in thisfield is passed as the customer's first name, the transaction will
be processed as a test transaction. Do not use a real name, instead use something like "Test123". By defaullt,
thisvalueis"First".

NOTE: Thisvalueis case-sensitive.
» Demo Account Information - Thislink opens awindow with account information to be used for form testing.

3.7. Customer Confirmation Email Settings

Figure 2.18. Account Settings - Customer Confirmation Email Section

Customer Cenfirmation Email

Delivery

[ Sale ¥ Recuming
& Void Preauth
& Credit @ Postauth
@ Force AVE Only

Use this to select/deselect which emails [65] are sent to the email provided by the customer at the time of the
transaction. Many merchants who use a shopping cart system prefer that the shopping cart sends a confirmation,
rather than the gateway. In that case, they remove the check marks. All emails are set to be sent by default, except
for the AV SOnly and PreAuth emails. The Hel p menu provides a description of each of the emails sent.

3.8. Fraud Control Settings

Figure 2.19. Account Settings - Fraud Control Section

Fraud Control

@ Allow Refunds (Via Trans Listing) 7 Do Not Allow Duplicates 7 Require Order Form LID 7

# Resubwrit Greater Than Sals 7 [ Alow Non-Virtual Terminal Sales 7 Require APl Access for XML 7
Restrict Order By IP 7 o Allow AVS Only 7 Require \irtual Terminal Customer D 7

# Restrict Order Usags For |2 Minutes 7 Proof Of Life 7

Maximum Sale 7 IP Filter Seitings

Manage IP Filter Settings

Minimum Sale 7

24



User Information

These settings are provided as additional protection against potential fraud. Each of these features are optional.
Use as many of these features as you choose. No feature can completely prevent all types of fraud, but these are
some of the most powerful anti-fraud options available on any gateway software today.

Allow Refunds Via The Transaction Listing - Enable thisto refund past transactions through in the Transac-
tion Listing or Transaction Detail Options [42] area without having to enter the customer's information.

Resubmit Greater Than Sale - This setting allows you to generate a charge to a past customer [44] without
having to re-enter the customer's information. This should be enabled if ayou would ever possibly "re-bill" a
past customer for an amount larger than the original sale. The feature does not effect recurring transactions,
only resubmit transactions.

Restrict Order By IP - Enable thisto allow HTML-based [122] transactions only from specified |P address-
es. Thisisactivated and used by merchants who will be making all of their customers' order submissions from
their own server directly to our system. If enabled, also enter acceptable |P addresses into the IP Filter Man-
agement window using the Transproc module for HTML transactions. It should not be activated if customers
will be posting to the gateway system.

Restrict Order Usage - ThisHTML fraud prevention moduleis specifically designed to reduce the number of
“testers’ hitting merchants with credit card numbers attempting to find valid cards. If atransaction is received
and is NOT approved, arestriction will be automatically enabled. For the next X minutes no transactions will
be allowed from the I P address of the original unapproved transaction. To activate this, click the checkbox and
enter an amount of time in the minutes box.

Do Not Allow Duplicates - This feature blocks duplicate transactions sent through the gateway. To be consid-
ered a duplicate transaction the following values must be identical to another successful transaction that has
occurred in the last 24 hours. Currently, this service only works for non-XML based credit card transactions.
The following fields are used to determine duplication:

* Credit Card Number

* Credit Card Expiration Month
» Credit Card Expiration Y ear
 Billing Street Address

* Billing Zip/Postal Code

* Order Totd

Allow Non-Virtual Terminal Sales- Thismust be selected if you will be accepting transactionsviaorder form.
The only instance in which a merchant would disable this feature would be if the merchant was only using the
Virtual Terminal or XML [90] feature to manually enter transactions. If you are only accepting XML and
Virtual Terminal transactions, please uncheck this box.

Allow AVS Only - If thisis selected (and your processor supports it) you can run zero amount authorizations
to vaidate a credit card.

Proof of Life- This HTML feature is commonly known as Captcha verification. When activated, a page is
displayed to the user with adynamically generated image containing random characters after order submission.
The user must enter these characters correctly to complete the transaction submission. If a merchant is logged
into an open session of the Control Panel, and submits a transaction through their website, it will not prompt
the merchant for the entry. However, if the merchant does not have an open session, they will be prompted for
the entry - like a customer.

Require Order Form UIDs - This fraud prevention option gives merchants the ability to enforce the use of
the Order Form UID [23] for the value of the vendor_id field on HTML based order forms. The value of
the UID [23] is listed in the Account Settings. The fifteen to twenty character Order Form UID value is
randomly generated and keeps fraudsters from guessing what 1D you are using to process orders. This does not
keep someone from looking at your order form and obtaining this value, but we have found that the majority
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of fraud is done using automated tools. This setting keeps fraudsters from stumbling upon your account. Y ou
may reset the value as often as you like.

Require API Accessfor XML - If thisis enabled, the gateway will only recognize XML submissions that are
using the API credentials.

Require Virtual Terminal Customer ID - ThisVirtual Terminal module allows you to enforce the Customer
ID [41] valuefor al Virtual Terminal transactionsif you wish to do so.

Maximum Sale - Use this to place a cap on the highest amount that you will allow to process through your
gateway. Often, a merchant will set this amount to coincide with the “ maximum volume ticket limit” imposed
on them by their credit card merchant processing bank. A customer who attempts to place a transaction which
exceeds that amount will be shown an error which indicates that they've entered an invalid amount.

Minimum Sale- Thisallowsyouto place an "at least" amount. A customer who attempts to place atransaction
which does not meet at least that amount, will be shown an error which indicates that they've entered aninvalid
amount.

IP Filter Settings Interface - Accessthe IP Filter Management window by clicking the Go button.

Figure 2.20. IP Filter SettingsInterface

IP Filter Management modules: xmi | himi

Gateway ID: 27 Gateway ID: 27 Gateway ID: 27
IF Address Entry 7 IP Address Entry 7 IF Address Entry 7
0.0.0.0-255.255 255 255 10.0.0.1-255.255,255 25| 1.1.1.1
Status. Status Status
Module Module Module
XMLTRANS XMLTRANS NMLTRANS

| Apply | [ Appty | | Appty |

| Delete | | Dalete | | Dadate |

GATEWAY D' | IP ADDRESS ENTRY STATUS
b [(Active [3] [(HTML {fransproc)| 3] | Add IP

If you are allowing credit/void fransactions from your software or are using the XML inderface, you
must specify the |P address(es) that are sliowed fo process transactions via your account. You may
specify either single |P addresses or a range of allowabls IP addresses.

If you are processing fransactions direcily from the computer you are using now, you may visit
s myipaddress . com to view your cument |P address.

Examples of Valid IP Address Entries

10.0.0.1

Allows this OME specific |P address. If you have a siatic |P address, enter it as shown here.

10.0.0.1 - 10.0.0.255

Allows the entire IP range specified. If you DD MOT have a stafic |P address, enter the rangs of IP
addresses used by your ISP here. (You may nead to contact your ISP to obfain this information.) For
example, if your current |P address shows “10.0.0.157 you may wani to enler a range of *10.0.0.1 -
10.0.0. 255",

Go Back

The filter allows a HTML [122] or XML [171] connection method users to limit transaction submissions
to the IP address/range of a specific server. Thisisrequired for use of the deprecated XML connection method
and optional for HTML users. If used with HTML, be sure to activate the Restrict Order By |P feature. The
Transproc Module is used for filtering HTML based transactions [122]. The XMLTrans module is used for
filtering the deprecated XML method [171]. The status must be set to Acti ve. To delete an IP address, click
the Go button in the Del et e column.
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3.9. Auto-Void Settings

Figure 2.21. Account Settings - Check Processing Section

Additional Fraud Control
ALUTO-VOID OPTIONS: These seifings will automatically void new
authorizations if cardholder info doesn’t match.

VOIDED FUNDS MAY BE FROZEN ON YOUR CUSTOMER'S CARD FOR UP TO
10 BUSINESS DAYS.

Address & ZIP Verfication 7

([ Mo Auto-Void 3]
Recuring AVS 7

([ Mo Auto-Void 3]
CVV Verification 7

[ Mo Auto-Void 3]

Auto-Void Options - These features will automatically void credit card transactions that would otherwise be
charged successfully based on your own specified risk tolerance.

» Addressand ZIP Verification (AVS) Auto-Void - All of the major credit card processors will approve trans-
actions that do not have matching address and/or zip codes. The fact that processors do not reject non-match-
ing AVS transactions is a great concern of ours. Our system can void transactions with non-matching AVS
data, even though they had been approved through the processor. Please understand that the gateway does not
provide the AV'S responses [32]. Those responses are generated by the credit card issuing bank and reported
by the credit card processor based on information located in the bank's AV'S database (which may or may not
match the bank's statement database). However, the gateway system will perform the auto-void according to
the requirements set by the merchant. These settings may be modified in the Account Settings as needed. Some
foreign credit card issuers do not support AVS, so use of the AV'S auto-void may be impractical if you are
accepting international payments. In each case, an auto-void will attempt to reverse the approval and release
the “frozen” funds back to the cardholders available credit line. For an unsuccessful reversal attempt a(n) void/
auto-void of an authorized transaction cancelsthe charge, but does not cancel an authorization. An authorization
freezesfundsin an account, so that acompleted charge can withdraw those frozen funds. A voided authorization
may "freeze" the funds in the customer's account for up to 10 days. The following levels are available:

¢ No Auto-Void - Thiswill allow any approved transaction to process regardless of the address verification
response.

* Void Unless ZIP Matches - Thiswill void any approved transaction for which the processor indicatesthat the
ZIP Code entered does not match the ZIP Code listed in the bank's AV S database (even if the street address
matches).

* Void Unless Addr Matches - Thiswill void any approved transaction for which the processor indicates that
the street address entered does not match the street address listed in the bank’'s AV'S database (even if the
ZIP Code matches).

* Void Unless Both Match-This setting requires that both the address and the ZIP Code match exactly what the
issuing bank's AV S database has on file for the customer. If either the address or ZIP Code, or both, come
back as a non-match, that approved transaction will be voided.

* Recurring AVSAuto-Void - Thisfeature provides auto-voiding of recurring transactions based on the address
and ZIP Code verifications [32] returned by the processing network. Please understand that the gateway does
not provide the AVS responses. Those responses are generated by the credit card issuing bank and reported
by the credit card processor based on information located in the bank's AV'S database (which may or may not
match the bank's statement database). However, the gateway system will perform the auto-void according to
the requirements set by the merchant. These settings may be modified in the Account Settings as needed. Some
foreign credit card issuers do not support AVS, so use of the AV'S auto-void may be impractical if you are
accepting international payments. Keep in mind, a(n) void/auto-void of an authorized transaction cancels the
charge, but does not cancel an authorization. An authorization freezes fundsin an account, so that a completed
charge can withdraw thosefrozen funds. A voided authorization may "freeze" thefundsin the customer'saccount
for up to 10 days. The following levels are available:
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* No Auto-Void - This will allow any approved transaction to process regardless of the address verification
response.

» Void UnlessZIP Matches - Thiswill void any approved transaction for which the processor indicates that the
ZIP Code entered does not match the ZIP Code listed in the bank's AV S database (even if the street address
matches).

* Void Unless Addr Matches - Thiswill void any approved transaction for which the processor indicates that
the street address entered does not match the street address listed in the bank’'s AV'S database (even if the
ZIP Code matches).

¢ Void Unless Both Match-This setting requires that both the address and the ZIP Code match exactly what the
issuing bank's AV S database has on file for the customer. If either the address or ZIP Code, or both, come
back as a non-match, that approved transaction will be voided.

CVV Verification Auto-Void - The CVV code is a security feature for “card not present” transactions (e.g.,
Internet transactions), and now appears on most (but not all) major credit and debit cards. Thisfeatureisathree
or four digit code which provides a cryptographic check of the information embossed on the card. Therefore,
the CVV code is not part of the card number itself. This setting automatically voids approved if the processing
network indicates that the CVV [35] entered does not match the CVV database at the customer's credit card
issuing bank. Most issuing banksdo not requireaCVV number to be entered for atransaction to process. A small
group of banks do require correct CVV entry for Internet based transactions. The gateway system will perform
the auto-void according to the requirements that you deem necessary. Modify these settings as needed. Keep in
mind, a(n) void/auto-void of an authorized transaction cancels the charge, but does not cancel an authorization.
An authorization freezes funds in an account, so that a completed charge can withdraw those frozen funds. A
voided authorization may "freeze" the funds in the customer's account for up to 10 days. The following levels
areavailable:

* No Auto-Void - This will allow any approved transaction to process regardless of the address verification
response.

* Void Unless CVV Matches - This setting will void any authorized transaction which is returned with a non-
matching or empty CVV response.

¢ Void If CVV Not Entered - With this setting a customer's transaction will be voided if the bank indicates that
aCVV code should exist on the card, but was not entered.

NOTE: The iTransact gateway does not perform CVV auto-voids for American Express transactions.
3.10. Card Processing Settings

Figure 2.22. Account Settings - Card Processing Section

Card Processing Settings heelp:

@ Card Processing Enabled

Card Types You Are Authorized To Accept
o Visa'Mastercard @ Amernican Express @ Discover [ Diners

Acceptance of non-suthorized card types may delay settiement of funds.

This area will only display if the Card Setup [64] has been completed for your account. If you would like
the the card acceptance script to display on a Split Form [129], click the Card Processing Enabl ed check-
box. By default, al US based credit card merchant accounts are established to process transactions on Visa and
MasterCards. If amerchant has a so established ‘ appendage’ accounts (i.e. AMEX, Discover, and Diners), amer-
chant must provide those merchant IDs to their Viss/MC merchant provider. Once that's complete, a merchant
can update the Card Type settings by clicking on the appropriate card types. A merchant can disable a card type
by unchecking the card type in the same area. The selected card types will display on the secure half of the form
(if amerchant uses that method).
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NOTE: Do not enable any card type that you have not established a corresponding merchant account for. Ac-
cepting a transaction from a card type you are not authorized to accept may delay the settlement of the rest of
your transactions.

3.11. Check Processing Settings

Figure 2.23. Account Settings - Check Processing Section

Check Processing Information heelp:

@ Check Processing Enabled

MNACHA Setup

Company D 7 Immediate Destination 7 Immediate Owigin 7

123 123 123

Company Name 7 Immediate Destination Mame 7 Immediate Origin Mame 7
123 123 123

Omiginating OFl 7

123

RediCheck Statistics Email

motskef@itrans act.com

This areawill only display if the check setup has been completed for your gateway. If you would like the check
acceptance script to display on a Split Form [129], click the Check Processing Enabl ed checkbox. For
merchants utilizing the RediCheck system for accepting check payments, up to four email addresses can receive
the daily Check Statistics [80] emails. Please enter the desired recipients in the interface fields in the Account
Settings of the Control Panel.

If you are authorized to use the NACHA processing system, the NACHA Setup fields will display in this section.
To be authorized to run NACHA transactions, you need to first establish a NACHA processing account at your
deposit bank. Many banksrefer to these accountsas“ Treasury Service” accounts. When the account is established
at your bank, they will need to provide you with a list of seven identifiers that are specific to your account and
the bank. Enter the values provided by your NACHA processor in the Check Processing settings. The required
informationiis:

e Company ID - Your 10-digit company number assigned by your NACHA processor

e Company Name - Y our company's name as listed with your NACHA processor

» Immediate Destination - Y our bank's ABA transit routing number

* Immediate Destination Name - Y our bank's name

» Immediate Origin - Your 10-digit origination number (may be same number as Company |D)

» Immediate Origin Name - Y our company's origination name (may be same as Company Name)

» Originating DFI - Y our bank's origination number

NOTE: Each bank may use slightly different information for the above fields. In fact, they may call the fields by
different names, but every NACHA file requires these pieces of data.
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3.12. Style Settings

Figure 2.24. Account Settings - Style Section

Style Settings help

Background Color

Header Background Color

Font Color

Header Border Color

Background Image

Header Image

Logo Image

https://secure.itrans act. com'imags

See Demonstration Page

The section is used to make the secure page of the Split Form [129] or BuyNow [135] format to appear
the way that you would like it to. This can be helpful in making this type of transaction appear more seamless.
Use of any of the supported HTML body tags [133] will supersede any setting here. These are the options that
can be set:

Background Color - This can be asix digit hexadecimal value.
Font Color - This can be asix digit hexadecimal value.
Header Background Color - This can be asix digit hexadecimal value.

Background I mage - This needsto be the absolute URL of animage. Y ou can upload thisimagetoiTransact’s
secure server by submitting aticket at http://support.itransact.com.

Header Border Color - This can be asix digit hexadecimal value.

Header Image - This needs to be the absolute URL of an image. You can upload this image to iTransact’s
secure server by submitting aticket at http://support.itransact.com.

See Demonstration Page Link - Thiswill show an example of what the layout of the form will look like. The
example page will be populated with Latin gibberish text, but will give you an idea of how the color scheme
will work with your images. Thiswill only display settingsthat have been entered and submitted by the pressing
of the Updat e button at the bottom of the interface.

3.13. Updating Your Changes

The Updat e button must be clicked anytime you make any changes in the Account Settings interface. Please
remember to click Updat e after any modification. If you do not click the Updat e button, your changes will not
be saved.
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4. Merchant Toolkit

Figure 2.25. Merchant Toolkit

= Pt 18 Prasicas Fags

Merchant & Developer Toolkit
This Tookit is nded for us. et ESIgNErs as well as advanced wed develpers. It b ngs "3‘5%‘ her al
reate a powerful ¢ e trans action system.

ments providing instruct
5 designed to address d

f and the integration of

ures of the gateway and are

CLICK HERE to access the download page.

Fraud Control
ication Systems (AVS) and Card Verification
& payment service and i & fraud. Availabi

CLICK HERE for complete information.
CLICK HERE for the Anti-Fraud: Getting Started section.

Connection Methods

Transactions may be submitted for processing using one of the following methods:

HTML Simply add an HTML form to your si

begin accepling iransactions immediately. This is the
method w by most merchants since it can be added to any HTML web page. An HTML order
ed in just a few minutes.

HTML detads.

fonm can
‘CLICK HERE

XML 13 may integrate transaction processing directly into their shopping syst b site,
g system, poating transactions directly via XML. In addition, XML
bles developars eate a Windows OOM object, Java app, PHP object, W e,

e XML details.

lowes you to test all aspects of your order form or trans action system. You may tumn testing
for a specific “est” custo firat name in i ngs of your Controd Panel.
on, no transactions are processed. Hows confirmation emal messages are

&)

e test mod
to you and to your cu

In Test Mode, you may use the following test account information:

» [For processing credit cards:
+ Credit Card Mumber: S454545454545454
+ Exp. Date: anything not expired
« For processing echecks:
» Checking ABA Mumber: 224377516
+ Account Number: 1234567850

{The:

can be used OMLY whie your account is in testing mode. )

Recurring Transactions
or all fransactions. Recurri ng nformation may be submitted with the ongnal transaction
Transaction Listing.

wrring bdling ks avaial
or may be addad later via 4

+ CLICK HERE for complete information.
# CLICK HERE for complete Recumring Posthack information.

TheMerchant Toolkitisarepository of all of the documentation, integration, and user instructionsfor the gateway.
In-depth explanations of the anti-fraud tools are available here. It includes examples and links to libraries that
can be used for linking your gateway to your web site. Testing information is available for credit card and check
transactions that can be used to test forms.
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5. Transaction Listing

Figure 2.26. Transaction Listing

{There may be a 10-15 minute delay before new transactions appear.}
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Jer2112007 12:30:40[21206 168 21206133 Credit | Ok = 1 28 | sro0 =]
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Page 161 First Prev Mext Last

The Transaction Listing provides easy access to information about transactions. Y ou can use this tool to look at
transactions that occurred during a date range, or to further drill down using specific search criteria

5.1. Standard Listing

Select adate range and click Search to open the standard display of the Transaction Listing. Across the top of the
listing, your company's name and gateway | D isdisplayed. Each of theitemsacrossthetop haveimportant features:

» Page Links - These indicate how many pages of transactions a date range includes. Each listing page lists up
to 100 transactions. The pages may be moved through by clicking ontheFi r st , Prev, Next , and Last buttons
at the top or the bottom of the page.

» Print Listing Button - Thisinstructs a computer to print the page being viewed.

» Explanation of CodesButton - This opens awindow explaining the information displayed in the Status, AV'S,
and CVV columns.

e Close Window Button - This closes the Transaction Listing window.

» Download Data Options - By selecting Csv, Q F, or XM in the drop down menu and clicking the Go button, a
filewill download that includes the details of al of transactions in the opened date range.

» Estimated Open Batch Total Link - Thislink opens awindow that displays the then-current batch total based
oninformation in the gateway. This may or may not match with the batch amount on the processor's system. If
you change to a new credit card merchant account this will display a historical record of all card transactions
processed through the previous account until a batch settles through the new account.

» Dateand Time- Thevaluein this column is the date and time of the original transaction attempt.

» XID - Thisvalueisthe numeric identifier assigned automatically to atransaction when it is submitted through
the gateway system. By clicking on the XID number, the Transaction Detail [40] for that transaction will
open. For an explanation of the Transaction Detail window, please see the section detailing thisfeature [40].

e PXID - Thisvaueisthe parent transaction ID, or the X1D, of the transaction which isthe originating transaction
of a recurring payment, a void, a credit/refund, a postauth, or a resubmitted transaction. This field will be
blank unless the transaction has an originating transaction. When a merchant clicks on the PXID number, the
Transaction Detail [40] for that transaction will open. For an explanation of the Transaction Detail window,
please see the section detailing this feature [40].
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e CXID - Thisvalue is the child transaction ID, or the XID, of the transaction which has used this transaction
as the originating transaction for a recurring payment, a void, a credit/refund, a postauth, or a resubmitted
transaction. This field will be blank if the transaction has no child transactions. When a merchant clicks on
the CXID number, the Transaction Detail [40] for that transaction will open. For an explanation of the
Transaction Detail window, please see the section detailing this feature [40].

» Action - Thisfield identifies what type of transaction was submitted.

» Status- Thefield identifies whether a transaction was successful or not. Potential values for credit card trans-
actions are listed below:

¢ Ok - Valid Transaction
« Incomplete - Generally indicates transaction is currently in process

 Error - Error receiving response from network. May be caused by user error or an unknown response during
transaction processing.

* Fail - Could be any of the following reasons:
* Declined
» Card Expired
* Invalid Card Number
+ Lost or Stolen Card
» Card Type Not Supported
» Service Not Allowed
e User Input Data Error
* No Answer From Processing Network
» No Response From Processing Network

Review the Error Message [41] field in the Transaction Detail for the specific reason for failure. See the
section detailing this [178] to review the possible response values.

NOTE: EFT transactions do not display a value for the Satusfield.

* AVS- Thiscolumn is blank for check or EFT transactions. The value is the response received from the credit
card processing network to indicate whether the address and ZIP Code matched the account's address on filein
the bank's AV S database or not. Different processors have different values. To keep thelisting simple, thelisting
shows 6 easy to understand categories (A& Z - address and ZIP match, ZIP - address does not match but ZIP
does, Addr - address matches but ZIP does not, GNP - Global Non-Participator/foreign card can not be verified,
U - unsupported AV'S, and N - neither address nor ZIP matches). Those simple categoriesinclude severa types
of responses generated from the processors. Here are the possible responses from the different processors:

Table2.1. AVS Responses: Elavon/Nova - All card types

A |Address match. ZIP does not match.

D |Address and postal match.

E |AVSeror.

G |Glabal non-participant. AV S not available for international customers.
International address not verified.

N |No match. Neither address nor ZIP match.
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No response to AV S request.

AVS service not supported for this transaction.

AV S unavailable.

Address and 5-digit ZIP Code match.

N <|C|lwn|l O

ZIP Code match. Address does not match.

Table2.2. AVS Responses. TSY S/Visanet/VITAL - All card types

Street address matches. ZIP Code does not.

AVSerror. No service.

No match. Neither address nor ZIP match.

Retry. AV S not available.

No AVS service.

Unavailable.

Street address and 5-digit ZIP Code match.

N <|C|lw| oz m| >

5-digit ZIP Code matches. Street address does not.

Table 2.3. AVS Responses. Paymentech - Visa

Address matches, ZIP Code does not.

Transaction isineligible for address verification.

Global non-participant. Foreign card. Cannot verify address.

Neither the ZIP nor the address matches.

I ssuer's authorization system is unavailable. Try again later.

AV'S not supported at thistime.

CluolnzZz ol m >

Unable to perform address verification because either address information is unavailable or unsupported
by the Issuer.

<

Address & 5-digit or 9-digit ZIP match.

N

Either 5-digit or 9-digit ZIP matches. Address does not.

Table 2.4. AVS Responses. Paymentech - Discover

ZIP and address both match.

Global non-participant. Foreign card. Cannot verify address.

Neither the ZIP nor the address matches.

Unable to verify address.

Cardholder record.

Address only matches.

N[ <[=s[cl[z]o]>

Zip only matches.

Table 2.5. AVS Responses. Paymentech - American Express

Address matches, ZIP Code does not.

Neither the ZI P nor the address matches.

A
G |Global non-participant. Foreign card. Cannot verify address.
N
R

I ssuer's authorization system is unavailable. Try again later.
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AV S not supported at thistime.

The necessary information is not available. Account number is neither U.S. nor Canadian.

Y es, address and ZIP Code are both correct.

N| <|C|lW®w

Zip Code only is correct.

Table 2.6. AVS Responses. Paymentech - Master Card

Address matches, ZIP Code does not.

Global non-participant. Foreign card. Cannot verify address.

Neither the ZIP nor the address matches.

Retry. System unable to process.

AV S not supported at thistime.

No datafrom Issuer/BankNet switch.

9-digit ZIP Code matches, but address does not.

Exact, al digits match, 9-digit ZIP Code.

Exact, all digits match, 5-digit ZIP Code.

N[ <[x[s[c]n]x]z]o]>

5-digit ZIP Code matches, but address does not.

Table2.7. AVS Responses:. First Data - Visa/M aster Card/American Express

Address Match Only.

Address match for non-US transaction. Postal code not verified.

Address & postal code not verified for non-US transaction.

Address & postal code match for non-US transaction.

Address Verification Not Allowed for Card Type.

QM oloO|lwm >

Global Non-AV S participant. Non-U.S. Card issuing bank does not support AV'S.

Address information not verified for non-US transaction.

Address and postal code match for non-US transaction.

Neither the Address nor ZIP Match.

Postal code match for non-US transaction. Address not verified.

Retry/System unavailable.

Service not supported.

Address information not verified for domestic transaction.

9-digit ZIP match only.

Address & 9-digit ZIP Match.

Address & 5-Digit ZIP Match.

N[ <[x[s[clwn][x]0v]z][=

5-Digit ZIP Match Only.

Table 2.8. AVS Responses: First Data - Discover

Address & 5-Digit ZIP Match.

Address match for non-US transaction. Postal code not verified.

Address & postal code match for non-US transaction.

A
B
C |Address & postal code not verified for non-US transaction.
D
E

Address Verification Not Allowed for Card Type.
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®

Global Non-AV 'S participant. Non-U.S. Card issuing bank does not support AVS.
Address information not verified for non-US transaction.

Address and postal code match for non-US transaction.

Neither the Address nor ZIP Match.

Postal code match for non-US transaction. Address not verified.

Retry/System unavailable.

Service not supported.

Address information not verified for domestic transaction.

Card number not on File.

Address match only.
5-Digit ZIP Match Only.

N <|ls|Clw T2

Table2.9. AVS Responses: NDC Global - All card types

Address Match Only.

Incompatible formats (postal code). Street address match. Postal code not verified.
Incompatible formats (all information). Street address & postal code not verified.
Street address & postal codes match.

Edit error. For example, AV S not allowed for this transaction.

Globa Non-AV S participant. Non-U.S. Card issuing bank does not support AVS.
International Transaction. Address information not verified.

Match. Street address and postal codes match.

No. Address and ZIP Code do not match.

Postal codes match. Street address not verified.

Retry. System unavailable or timed-out.

Service not supported. Issuer does not support AVS.

Unavailable. Address information not verified for domestic transactions.

Whole ZIP. 9-digit ZIP match only.

Exact. Address & 9-digit ZIP Match.

Yes. Address & 5-Digit ZIP Match.

ZIP. Five digit ZIP Code matches. Address does not match.

QMmoo m >

N[ <[x[s[clwn[x][T]z][=

* CVV Response - Thisfield is blank for check or EFT transactions. The value is the response received from
the processing network to indicate whether the CVV/CID/CVV2 code matched or not. These are the possible
responses:

Table 2.10. CVV Responses

Match

No Match

Not Entered/Processed

CVV should be present, but was not entered/processed.

No response from card issuer.
Unavailable. Card issuer not certified for CVV.

CIXl»n 1 Zl

» Type- Thisdisplays the payment instrument/card type used for the transaction.
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+ First Name- Thisvalue isthe customer's first name as submitted with the transaction information.

+ Last Name - Thisvaueisthe customer'slast name as submitted with the transaction information.

» Auth # - Thisisthe authorization code issued by the credit card issuing bank for approved transactions.
 Batch - This number indicates the batch that the transaction is a part of. Thisis not listed for EFT transactions.

e Amount - Thisvaueisthetotal amount that was billed to a customer's account. If the transaction was a partial
authorized retail swiped/keyed transaction, the system will display transaction amountsin this format:

BXXXXIXKXK XX

Thefirst of these numbersisthe dollar amount actually authorized; the second number isthe total dollar amount
attempted.

* Recur - The Go button in this column opens the Recurring Detail [44] window where you can modify the
recurring commands for a transaction.

e Options - The Go button in this column opens the Transaction Options [42] window where a merchant can
run refunds, voids, forces, resubmits, postauths, and resend emails.

5.2. Advanced Transaction Search

Figure 2.27. Advanced Transaction Search Tool

Advanced Transaction Search
Wanip
GeTEWAyA:
Transaction Details
Type [ Al el Sub-Action | Al =)
Payment Type | Al I Status [ Al i)
Card Type | Al B‘ Last Four

AVS calegory AVS Response

Batch Number Approval

CVV2 Response
XD Last

‘Recurring Information

Parent XID Phone
Recipe Name Ernail
Recur Stalus

Ext Cust ID
Racur XID

Transaction Date

Records per page [ 100 5‘

To usethistool, click the Advanced checkbox, set the date range, and click the Go button. As many (or as few) of
the search criteria can be used for asingle request. The more criteria entered, the more specific the search will be.
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When doing any type of search, be sure to enter a valid date range in the Transaction Date Information [39]
section. For asearch whichyieldsawider result, usefewer search criteria. Each section of theinterface hasdifferent
types of search criteria. Y ou can use multiple itemsin any of the sections as needed.

5.2.1. Transaction Details

Theitemsin this section allow you to search specific to the account and the processor responses.

Type - Use this drop down to view a certain kind of transaction (i.e. Or der, Credi t, Voi d, Post aut h). This
defaultsto Al I and allows for a search for any transaction type.

Payment Type - This identifies whether a merchant is searching for a credit card payment, check payment, or
EFT payment. Thisdefaultsto Al I and will search for any payment type.

Card Type - Thisis used when a merchant needs to search for transactions run on a specific card type (i.e.
Anerican Express, Di scover, Diners O ub/Carte Bl anche, Mast er Card, Vi sa). This defaultsto Al 1 and
alows for asearch for any card transactions.

AVS Category - Thisallows for a search of transactions with a specific AVS category.

Batch Numbers - Use this feature to pull open alist of all transactions in a specific batch.

IP - Thisis used to search for transactions generated from a specific | P address.

Trans Source - Use this to search for transactions generated from a specific source (i.e. Aut o- Voi ded, Wb
For m Phone System Recurring, Virtual Terninal,XML).

Sub-Action - Thisalowsfor asearch of different types of order transactions (i.e. Sal e, For ce, Pr eAut h). This
defaultsto Al 1 and will search for any type of order transaction.

Status - This allows for a search of transactions using the status as the criteria (i.e. OK, Fail ure, Error, AVS
Fai | ure, Unknown Error, | nconpl ete). Thisdefaultsto Al I and will search for atransaction with any status.

Last Four - Thisis used to search for transactions which were generated from an account ending in a specific
last four digits of the account.

AV S Response - This allows for a search of transactions with a specific AV S response.
Approval - Thisis used to search for a transaction with a specific authorization code.
CVV2 Response - This allows for a search of transactions with a specific CVV response.
XID First - Thisisthefirst entry if doing a search of all transactionsin an XID range.
XID Last - Thisisthe ending entry if doing a search of al transactionsin an XID range.

Total - Thisistotal amount of atransaction.

5.2.2. Customer Home Information

The items in this section enable you to search customer information that was submitted at the time of the transac-
tion. Thisis not necessarily the cardholder information.

First Name - This can be used to search for al transactions generated using a specific customer first name.
Last Name - This can be used to search for al transactions generated using a specific customer last name.
Address - Thisallows for a search for transactions using a specific street address.

City - Thiswill search for transactions submitted from a specific shipping city.
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e State- Thisallowsfor transactions to be searched for using the shipping state as the criteria.
» Zip - This searches transactions generated using a specific shipping ZIP Code.

e Country - Thisalows a merchant to search for all transactions submitted using a specific shipping country.

5.2.3. Recurring Information

e Parent XID - Thisis used to search for any transactions that were generated as child transactions from the
same parent transaction.

» Recipe Name - This alows for a merchant to find al transactions associated with a specific recurring
recipe [61].

» Recur Status- Thissearchesfor recurring transactions based on the status of the transaction (i.e. Begun, Error,
Conpl et e).

» Recur XID - This searches by the Recurring XID.

5.2.4. Customer Contact Information

» Phone - Thisallows a search of transactions by phone number.

» Email - A merchant can search for al transactions submitted with a specific email address.

» Ext Cust ID - This can be used to search for a specific transaction that was submitted with the cust_id field.

5.2.5. Transaction Date Information

This section is the cornerstone of the entire search mechanism. When doing any type of search, enter avalid date
range. The date range only allows a merchant to view a maximum of two calendar years in one search.

5.2.6. Output Information
Use this to specify how much information and in what format the search datais displayed.

* Records Per Page - Thisis used to display the number of transactionsin the search display. The default value
iS 100 transactions, but alternate values are 25, 50, 250, 500.

e Output Format - Thisisused to create different types of filesfor the data to display. Here are the options:

e HTML List - Thisisthe default display. It will pull open an HTML page that displays the information in a
version much like the Standard Transaction Listing.

*« XML List - Thiswill download the datain an XML file.

e CSV List - Thiswill download the datain a CSV (comma separated value) file. Microsoft Excel or similar
applications can be used to view the CSV file.

5.3. Retrieval of Saved Meta-Data

The Save Meta-Data function enables you to save additional transaction data on the gateway. This feature is
typically used to save fields that are not normally saved in the gateway's database (such as the fields requested
using the Passback [143] function). For HTML transactions, use the save [126] command to tell the gateway
which additional fields you would like recorded. For XML transactions, use the VendorData element set. The
recorded data can be used to search for transactions using the advanced transaction search and is displayed in the
transaction details page. This datais retrieved in the XML download report. While in test mode [24], no meta-
datais saved. Datais only saved when atransaction processes live.
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6. Transaction Detail Window

Figure 2.28. Transaction Detail Window

Transaction Detail for XID 125513

Transaction Summary

DATE & TIME X P-XID | C-XID  ACTION STATUS | INSTR  FRSTNAME | LASTNAME AUTH#& AMOUNT  RECUR OPTIONS

S20V2013 10:16:40 125513 Order Ok =) Bob Demao CMC280 $50.00 Go Gol

Transaction Details

Transaction Data Recurring Information
Customer Information Shipping Address

Order Total: 350,00 Start Date: S/20/2013
Authorized Amount: $50.00 Bob Damz Bob Damz Recipe Name: month
Balance: 123 Main 5t 584 Rodeo D Remaining Reps: 5
Entry Method: Keyed BHS, CA 20210 BHS, CA 20210 Recurring Total: $20.00
Cradit Card; *******++*** 5454 LISA LSA On Hold: ko .
AVS Response: 7 8835551234 Recurring History: |‘."iew|
CVV Response: demof@example.com
Batch: 743 Customer 1D
Transaction Source: session 123IABC
IP Address: 10.0.5.13
Error Message:

Order ltems

50.00 Setup Fee i 50.00

Print Deda Back

The data for a specific transaction is accessed by entering the XID number into the Transaction Detail interface
and pressing the Go button or by clicking on the XID in a Transaction Listing.

6.1. Transaction Summary

This section includes the same summarized information displayed about a transaction in the Transaction List-
ing [32].

6.2. Transaction Data
This area provides information about how a transaction was submitted and the status of the transaction.

* Order Total - The full amount that was attempted.

» Authorized Amount (Not Pictured) - This displays in the case of a partially authorized retail swiped/keyed
transaction. This value is the amount that was actually charged to a customer.

» Balance - The available credit line amount of the gift card/debit/prepaid if passed back from the processor.
» Entry Method - Thisindicates whether a transaction was keyed or swiped.
» Credit Card - Thelast four digits of the credit card number. Thisisnot listed for check or EFT transactions.

» AVSResponse- Thisfield isblank for check or EFT transactions. The valueis the response received from the
processing network to indicate whether the address and ZIP Code matched the credit card's account address on
filein the bank's AV S database or not. Each processor has different AVS response values [33].

e CVV Response- Thisfield isblank for check or EFT transactions. The value indicates whether the CVV/CID/
CVV2 code matched or not. There are six CVV response values [36].

» Batch - This number indicates the batch that the transaction is a part of. This is not listed for check or EFT
transactions.
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Transaction Sour ce - Thisindicates how a transaction was submitted. The possible values are:

¢ Cust - Thisindicates that a transaction was submitted viaan HTML form post generated from an
Internet order form.

e« HTML - Thisindicates that a transaction was submitted via a password with credentialed HTML form post
generated from an Internet order form.

< Phone - This indicates that a transaction was submitted via the Call-A-Charge [83] transaction by tele-
phone service.

» Session - Thisindicates that a transaction was submitted via any of the Control Panel interfaces.

» Recur - Thisindicates that a transaction was generated through the automated recurring billing [146]
system.

e XML - Thisindicates that a transaction was submitted via an XML [90] request.
« Upload - Thisindicates that a transaction was submitted via afile upload through the Blue Control Panel.
e AV - Thisindicates that atransaction was avoid generated by an auto-void setting [27].

Account Type (Not Pictured) - Thisvalue is for EFT/Check transactions and identify the type of account the
payment was drafted from.

Account Sour ce (Not Pictured) - Thisvalueisfor NACHA transactions and identify whether the payment was
drafted from a checking or savings account.

IP Address - Thisisthe |P address from which a transaction was submitted.

Error Message - When atransaction fails, the response from the processor is listed in this field. Thisfield is
blank on a successful transaction.

6.3. Customer Information

The Customer Information section displays the information that was entered concerning the cardholder at thetime
of the transaction. Thisis the definition of each of those fields:

Name - This displays the first and last name entered for the cardholder.

Address - Thisdisplaysthe street address, city, state, ZIP Code, and country entered at the time the transaction
was submitted. Thisinformation was submitted as the datato the AV S (address verification system) at the card
processor.

Telephone - Thisvalue is the phone number entered at the time of the transaction.

Email - Thisisthe email address which was submitted at the time of the transaction, and the address
to which customer confirmation emails will be sent to (if the merchant has that feature enabled).

Cust ID - The custom ID value that can be assigned by a merchant.

6.4. Shipping Address Information

Thisareawill be blank unless the optional shipping information is submitted with the transaction attempt.

6.5. Recurring Information

When a transaction is set to be a recurring transaction, this area will display. To access the Recurring De-
tails [44] tool, please click the Go button [37] to launch the window.

41



User Information

 Start Date- Theday of when atransaction was set asarecurring transaction. Thisdate may or may not coincide
with the date of the original transaction.

» Recipe Name - Thisvalueisthe name of the recurring recipe that is set to the transaction at that time.

» Remaining Reps - The number of repetitions left that the transaction will continue to rebill until it cyclesto
zero or is set to zero [150].

» Recurring Total - The amount that will be charged for future transactions.

e On Hold - Thiswill display ared Yes or a green No indicating whether the transaction is on hold to prevent
future billings or not. By clicking on the value, you can toggle between on hold (Yes) or no on hold (No).

» Recurring History - Clicking this vi Ewbutton will pull open the history [152] of the recurring attempts on
the specific transaction.

6.6. Order Items

For each item submitted to the gateway system as a part of atotal transaction, a separate Item Explanation will
be displayed.

e Cost - Thisvalueisthe price of each quantity of an item. Thisvalueis multiplied by the Qty value to populate
the Tot field.

e Desc - Thisvalueisthe description of the item submitted with the transaction.

e Qty - Thisvalue is the number of this item purchased. This value is multiplied by the Cost value to populate
the Tot field.

e Tot - Thisvalueistheitem total. The value is reached by multiplying the Cost by the Qty.
6.7. Transaction Options

Click the Go button for Opt i ons in Transaction Information section to launch this interface.
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Figure 2.29. Transaction Options I nterface

Transaction Details

DATE & TIME XD ACTION | STATUS HRSTNAME LASTNAME | AUTHE® = AMOUNT
S/2002013 10:16:40 125513 Order Ok Bob Demao CoMmczan $50.00
Options

The following options are avalable for XID 125513,
Warning: the process you select will take place in real-time and is irreversible.

Veid
Text for Email {Cotional)

A

| voID xID 125513

Refund

Amount to Refund
50.00

Description (Opticnal)

Text for Email {Cotional)

A

| PROCESS REFUND|

Force
Auth Code

Text for Email {Cotional)

A

| PROCESS FORCE|

Resubmit Opticns.

Sale With Original Total

To submit an addifional iransaction to the same card number - with the s 5me item descriptions, ilem guantities, and item costs as the oniginal
transaction ksted abowve - simply press the RESUBMIT button below.

| RESUBMIT|

Sale With New Total

To submit an addifional transaction to the same card number - but a oifferent description and/or fransaction total - complete the two fislds
below and preas RESUBMIT NEW.

New Amount

New Description

Confirmation Email Message (Opfional)

A

| RESUBMIT]

Resend Email Confirmation
This will regenerate the emai sent at the time of the oniginal transaction.

Customer Confirmation ) Merchant Confirmation
| RESEND EMAIL NOW|

View Email Confirmation
This will show the emai sent at the fime of the oniginal transaction.

Customer Confirmation ) Merchant Confirmation
| VIEW EMAIL NOW

The features displayed above are the options available for a successful credit card sale transaction. In addition to
those displayed in the illustration, there are several others, including items specific to check transactions. Here
iswhat these features do:

» Void - Thisfeature can be used to cancel sale, postauth, resubmit, or refund/credit transactions. Voids may only
be issued prior to the batch settlement for the open batch that the original transaction is processed in. Batch
settlement cyclesdaily. The Text for Email field can be used to add a message of up to 255 characters which
will display on the emailed transaction confirmation. For all processors , a void will attempt to generate an
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actual reversal of the authorization to release the “ frozen™ funds back to the cardholder’ s account. If thereversal
is unsuccessful, a void will be generated which will prevent the authorization from settling and allowing the
authorization to “fall off” (which may take up to 10 days).

Refund - This interface is used to generate a refund to a customer's account. By default, the amount in the
interface will be the amount of the original transaction. Y ou can modify the amount as needed. The Text for

Emai | field can be used to add a message of up to 255 characters which will display on the emailed transaction
confirmation. Additionally, a separate description value may be entered.

For ce- Thisfeature should only be used if you areinstructed to by the credit card processing network. Whenin-
structed to process aforced transaction, enter the approval codeintheAut h Code field. The Text for Email field
can be used to add amessage of up to 255 characterswhich will display on the emailed transaction confirmation.

PostAuth - Although not displayed in theillustration, thisfeatureis used to complete asale on a pre-authorized
transaction.

Mark as Returned - Although not displayed in the image, this feature is used to notate bounced or returned
RediCheck or NACHA transactions. Marking a transaction as returned will not initiate any action with your
bank. It will however set arecurring transaction to an on hold/held for failure state if your recipes have the Hold
On Failure feature enabled. These return transactions will also show up in your reports so that you have amore
accurate accounting of your check activity. This feature is not available for EFT transactions.

Resubmit Options - There are two options to be used in different situations.

» Resubmit Original Transaction - Thiswill generate a new transaction using all of the information, including
amount and description, processed during the original transaction.

» Resubmit New Transaction - This will generate a new transaction using all of the billing information from
the original transaction, but will process using the newly entered amount and description.

Resend Email Confirmation - This reproduces a copy of the email(s) sent at the time of the transaction. This
can send either the Customer Confirmation [66], the Merchant Confirmation [66], or both.

View Email Confirmation - This displays reproductions of the emails sent at the time of the transaction.

6.8. Recurring Details

Clicking the Go button allows you to activate and edit recurring information for transactions.
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Figure 2.30. Recurring Details Window

Recurring Setup

Parent Transaction
XID: 125513
Date: 2013-05-20 10:16:40

Remaining Reps: 5

Schedule

Recipe: month
Interval: Every month
Next Run: 201 3-06-01

Billing Items
Description Quantity Price Total
Monthly Fee 1 $20.00 $20.00
Edit Setup

Billing Information

Contact Info
Name: Bob Demo
Phone: 8885551234
Email: demo@example.com
User ID: 123ABC

Billing Address

Payment Info
Type: Card

Card Type: MasterCard
Last Four: 5454
Expiration: 7/201%

Shipping Address

123 Main St 594 Redeo Dr
BHS CA, 80210 BHS CA, 80210
USA (WE:TN

Edit Billing Info

| GoBack | | Back To Detail |

Please read the in-depth instructions for the entire recurring system [60] in this section of the document.
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7. Batches Window

Figure 2.31. Batch Tool

Current Card Batch . Current Check Batch |
Sales: 0 for 50.00 Sales: 1 for 55.00
Credits: 0 for $0.00 Credits: 0 for 50.00
Voids: 0 for 50.00 Voids: 0 for $0.00
Net: 0 for 50.00 Net: 1 for $5.00
Settle Now Downl d Close

Card Batches
For each figure in the table below the number in parenthesis represents the number of transactions associated with
the dollar figure

Batch
Number Status Created Net Sales Credits Voids
403 ok 2010-05-03 15:41:12 $3.00(1) $3.00(1) $0.00(0) $0.00(0)
402 ok 2010-05-03 15:40:42 $3.00(1) $3.00(1) 50.00 (0) 50.00(0)
an ok 2010-05-03 15:40:03 $3.00 (1) $3.00 (1) 50.00 (0) 50.00 (0)
ok 2010-05-03 15:38:18 $6.00 (1) $6.00 (1) 50.00 (0) 50.00 (0)
ok 2010-05-03 15:38:37 $7.00(1) 57.00(1) $0.00(0) $0.00(0)
ok 2010-05-03 15:37:57 $15.00 (1) S15.00 (1) 50.00 (0) 50.00 (0)
ok 2010-05-03 15:36:20 $10.00 (1) $10.00 (1) 50.00 (0) 50.00 (0)
ok 2010-04-28 13:51:56 $0.00(0) $0.00(0) $0.00(0) $0.00 (0)
ok 2010-04-28 13:44:13 $66.00 (10) $66.00 (10) 50.00 (0) 50.00 (0)
fail 2010-03-24 15:38:13 Settlement Failure:2=INVLD BATCH SEQ 099939100426035404
314 ok 2010-03-17 11:52:54 $67.00 (23) 584.00(19) 516.00 (4) $18.00 (3)
fail 2010-03-16 15:04:05 Settlement Failure:2=INVLD BATCH SEQ 099838100426035404
fail 2010-03-15 13:15:02 Settlement Failure:2=INVLD BATCH SEQ 028858100426035404
48 ok 2007-11-07 13:32:43 5.27.00 (4) $10.00 (1) $36.00 (3) 50.00 (0)
44 ok 2007-10-10 16:23:33 5520.00 (40) $559.00 (35) $38.00 (5) $0.00(0)
Check Batches e
Batch
Number Type Created Closed Locked Download
a8 MNacha 2010-04-25 05:41:16 Yas Yes Download
a8 Nacha 2010-04-29 02:39:57 Yes Yes Down
I Macha 2010-04-28 06:18:06 Mo Mo Download
] Redicheck  2010-04-28 06:11:05 Mo Mo
5 Macha 2010-04-28 06:08:11 No No
4 MNacha 2010-04-28 06:01:45 Yas Yes
3 Redicheck  2010-04-28 05:59:39 Mo Mo
2 Macha 2010-04-28 05:47:43 No No Download
1 Redicheck  2010-04-28 05:43:39 Mo Mo

Use thistool to view your batch settlement history and the data from the current open batch, download NACHA
files, and generate manual settlements. EFT data does not list in thisinterface. This only displaysinformation for
Credit Card, NACHA, and RediCheck transactions.

For credit cards, funds do not deposit to you until after a settlement takes place. By default, your gateway account
will automatically settle each day and this interface shows the history of those settlement attempts. And when
needed, you can run manual settlements very simply. Y ou can click on the batch number to display a listing of
card transactions that make up that batch.

For NACHA transactions, you can download the files of transaction information that have been formatted using
your bank'sNACHA identifiers. NACHA transactionswill not deposit to you until your havetaken the downl oaded
file and provide it to your bank following their file submission procedures. Y ou can click on the batch number to
display alisting of transactions that make up that batch.

For RediCheck transactions, this interface lists all groups of checks that have processed. You can click on the
batch number to display alisting of transactions that make up that batch.

7.1. Card Batch Settle Now Tool

Thisallowsamerchant to run settlement at any timewithout the assistance of i Transact’ sservicetechnicians. When
you click the sett1 e Now link, the account will begin the settlement request for the account. Batch settlements
may take afew minutes depending on the number of transactionsin the open batch and network traffic. When the
batch has settled it will either display a successful response or afailed response. A failed response will indicate
the cause of the error.
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Figure 2.32. Successful Response Example

Settlement Options

Settle Now Results

Batch Number: 758

TYPE COUNT AMOUNT

Sales 3 §107.95
Credits O $0.00 |
Voids 0 $0.00 |

Back

Figure 2.33. Failed Response Example

Settlement Options

Settle Now Results

We could not successfully settled your account. The error
encountered was: Settiment Failure

Back

This tool can be used by merchants who have any settlement setting (Aut o, Manual , or Specified time) in the
Account Settings. Remember, if an account is set to Manual settlement, it will not batch until you usetheSettl e
Now tool.

7.2. NACHA Download Tool

If you are authorized by your bank and iTransact to use the NACHA payment system, your NACHA formatted
fileswill be available to download in thisinterface. The interface creates aplain text (.txt) file with your NACHA
data. When you download your NACHA file, it will lock the batch. Until the batch is locked, you can void check
transactions using the Transaction Options [42] tool.

8. Chargeback Interface

Figure 2.34. Chargeback Interface

Chargeback Search

Find specific iransactions (XIDs) based on a credit card number and the fransaction date.

Transaction Date
(1 12) (1 %) [=o3]2)

Card Number

|Fnd Transactions|
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Accepting credit cardsis one of the simplest methods for taking payments from customers. Occasionally, a credit
card chargeisdisputed. Thedispute and research processis called achargeback. When achargeisdisputed, aletter
issent to the merchant by the card processing bank which lists only the card number and the date of the transaction.
If this happensto you, you can use thisinterface to find the X 1D for the transaction so that you can pull the contact
information for the customer. This will be helpful to allow you to answer the dispute. Set the approximate date
and enter the card number and matching XID(s) will list. Click on the XID to get to the details of the transaction.

Please deal with all chargebacks quickly.
9. Form Wizard

Figure 2.35. Form Wizard

The Form Wizard

Standard Form

The Standard Form is suggested only if you have your own sec
name, address, emal address,
server. |f you do not have a secwre server, please use one ¢

Secure “Split” Form

BuyMow Format

The simplest ordering method avalable. You simply display an image and/or desc
a similar button of your
customer is taken d

cily to an onder form

the customer is retumed to your site.
Please nole that the BuyMNow Format can be used for the purchase of ONLY one fem at a time.
Baryhow Form

The Form Wizard allows you to create forms quickly and easily for use with the Standard Form [123], Split
Form [129], and BuyNow [135] formats. This simple interface walks you through several questions and then
buildsan HTML form. View and copy the source of that page and then upload directly into your web server. This

tool can aso be used to generate a simple HTML form skeleton which can be modified by the merchant to add
advanced features, formatting, and/or functionality.

9.1. Generating Standard Forms

Standard Forms should only be used by merchants who have their own secure servers and meet CISP/PCI-DSS
standards. This format collects all order and payment information on the merchant’s own secure server and then
poststhat datato the gateway's secure transaction server. Building asimple Standard Form using the Form Wizard
is an easy process. By filling out the fields in the wizard, a form will be generated that is integrated with the

gateway. Theform can be additionally modified to look and feel like therest of your site. Follow these instructions
to generate aform:

1. Log into the Control Panel.
2. Access the Form Wizard.

3. Chose the Standard Form option. This generation tool window will open.
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Figure 2.36. Form Wizard - Standard Form

|
Form Wizard: Standard Form

This Form Wizard was designed to help you create forms quickly and easily for use with the
Standard Form submission format.

You will need your UID to use this wizard. If you do not know your UID, please view it now in the
ACCOUNT SETTINGS.

To begin, complete this form. 'When finished, press the PROCEED button.

Your UID

Merchant Name: Carf's Computers

Return URL

{Thank you page or a CGI that your customer is sent to after a successful transaction. )
hitp:/f

Order Form Type: Standard Form

Payment Types To Accept
o Credit Cards = Checks oro EFT

Credit Card Types To Display
01 Wisa 0 Mastercard () Amex 1 Discover 0 Diners Club

Credit Card Acceptance Options
L1 Allow CVV Entry

NMumber of ltems to Show On Order Page

Procesed

4. Enter the UID [23] listed in your [23]Account Settings [23].

5. Enter the correct address for the Return URL [123]. This will be the address of the page or script that a
customer will be directed to after a successful transaction. This becomes the value of the ret_addr [123]
field of your form.

6. Select the appropriate check marksfor the payment typesto display on the payment page. Only select apayment
typeif you are approved to accept that method.

7. Select the check box for Al 1 ow CwW Entry if you'd like to ask your customer's for the cvv value. Thisis not
required.

8. Enter the number of items that will display on the order form page and click Pr oceed. (For this example, the
valuefor thisfieldis“3")

9. A dialogue box will open displaying instructions for the rest of the Form Wizard.

Figure 2.37. Form Wizard Instructions

Form Wizard Instructions

This Form Creation Wizard will generate a complate HTML
order form. After the form has been created, you must view
the source of the HTML page and copy the HTML souce code

for use on your web site.

To view the HTML source, right-chck and select "View!Source”
n your browser. You may modify the form to fit your site’s
particular look and feal.

| Close |

10.Immediately, a second window, the Order Form Items page, will open.
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Figure 2.38. Wizard Order Form Items

Order Form Items

1. Select the deswed layout (A B C).

2. Ender the item descnption and cost.

3. Submit the form.

ltem 1 ltern 2 ltermn 3

Layout Layout Layout

BA B oC A B oC A C-B oC

Name of ltem 1 Name of ltem 2 Name of ltem 3

Cost of Item 1 Cost of Item 2 Cost of ltem 3

After pressing the on be shown the order form th a1y:. have created. You will then nesed
o view the s: rce :-H 3'I:- i:'na. c:r:-yl H'I'HLr:c for use on your website

Create Order Form

11.The A B Clayout options determine the way an item will display on an order form page. Choose the format
the best fits your needs. Use the same format for each item, or any combination of formats on any form.

» Format A - This style allows for the purchase of a single quantity of one item, by clicking a checkbox and
completing the billing information.

Figure 2.39. Standard - Item Format A

~ Format A (% 5.00 each)

» Format B - This style alows for the purchase of multiple quantities of an item by entering the quantity
value into atext box.

Figure 2.40. Standard - Item Format B

Format B (3 6.00 each) Quantity:

e Format C - Thisstyleallowsacustomer to select theitem by clicking the checkbox and choosing the quantity
from a drop-down menu.

Figure 2.41. Standard - Item Format C
) Format C ($ 7.00 each) Quantity: = 3

12 After selecting the display format, enter the name of the item in the appropriate item fields (in the examples
above, the item names are "Format A", "Format B", and "Format C").

13.Enter the cost of each item (entered without "$") and click the Create Order For mbutton.

14.The order form will then display.
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Figure 2.42. Standard Form - Example

ACC Live Test Co.

Select the item(s) below that you would like to order. Your transaction will be
confirmed by email.

] Format A ($ 5.00 each)
Format B ($ 6.00 each) Quantity:

) Format G ($ 7.00 each) Quantity: [ 18]

GENERAL INFORMATION

FirstName:| | LastName:
Address:[
city:[  state:| zip:| |
Country: UsA

Phone Number:
E-Mail Address:

CHECKING ACCOUNT INFORMATION

At the bottom ()f_VDLIf check is a series of numbers, separated by symbols. it is not
necessary to enter symbols or spaces in the fields provided below:

Enter the series of nine numbers
between this symbol
Enter the series of numbers ———
found before this symbol f
Check number to use: (Not required.)
Note: Some banks use a nan-standard format in this Series of numbers. If your account number

"

includes this symbol * . simply disregard the symbols and enter this section of numbers.

CREDIT CARD INFORMATION

Card Number: Exp. Date: | M ( ]

Submit this form ONCE ONLY. Your transaction should be completed in 10-60
seconds, depending on Internet traffic. In some cases, it may take longer.
(Submit Securely )

15.Right-click with the mouse on the form page and view the source of the page. Copy and save that HTML code,
edit/modify it as needed, and upload the page into your website's secure server.

9.2. Generating Split Forms

The Split Form is used by merchants who do not have their own secure servers. This enables a customer to enter
non-secure information on your server and enter the secure billing information on the gateway's secure server.
Building a simple Split Form using the Form Wizard is an easy process. By filling out the fields in the wizard, it
will generate aform that is ready to go or aform that can be additionally modified to look and feel like the rest
of your site. Follow these instructions to generate a form:

1. Log into the Control Panel.
2. Accessthe Form Wizard.

3. Chose the secure Split Form option. This generation tool window will open.
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Figure 2.43. Form Wizard - Split Form

Form Wizard: Split Form

This Form Wizard was designed to help you create forms quickly and easily for use with the Spht
Form formats. You will need your UID to wse this wizard. If you do not know your UID, please view
t now in the ACCOUNT SETTINGS.

To begin, complete this form. When finished, press the PROCEED button.

Your UID

Merchant Name: Car's Compuiers

Return URL
(Thank you page of a CG| that your customer is sent to afier a successiul transaction. )

hitpo/f

Order Form Type: Split Form

Credit Card Acceptance Options
U Display Billing Address

U Allow Separate Shipping Address
U Alow CVV Eniry

Number of ltems to Show On Order Page

| Proceed |

4. Enter the UID [23] listed in your Account Settings. [23]

5. Enter the correct address for the Return URL [123] .This will be the address of the page or script that a
customer will be directed to after a successful transaction. This becomes the value of the ret_addr [123]
field of your form.

6. Select the appropriate check marks for optional credit card acceptance features. None of these features are
required.

7. Enter the number of items that will display on the order form page and click Proceed. (For this illustrated
example, the value for thisfield is"3")

8. A dialogue box will open displaying instructions for the rest of the Form Wizard.

Figure2.44. Form Wizard Instructions

Form Wizard Instructions

This Form Creation \Wizard will generate a complete HTML
order form. After the form has been created, you must view
the source of the HTML page and copy the HTML souce code

for use on your web site.

Tao view the HTML source, right-chck and select "View/ Source”
n your browser. YWou may modify the form to fit your site's
particular look and feel.

| Closa |

9. Immediately, a second window, the Order Form Items page, will open.
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Figure 2.45. Wizard Order Form Items

Order Form Items

1. Select the desired ae.-HAECZI.

2. Enler the item description and cost.

3. Submit the form.

ltem 1 ltern 2 ltermn 3

Layout Layout Layout

BA B oC A B oC A C-B oC

Name of ltem 1 Name of ltem 2 Name of ltem 3

Cost of Item 1 Cost of Item 2 Cost of ltem 3

Aﬁ— ressing the button below, own the order form that you have crealed. You will then nead

o Ve m 8 50U -—.-H:ﬂ:- L'na.c: _-..II e HTML code for use on your website

Create Order Form

10.The A B Clayout options determine the way an item will display on an order form page. Choose the format
the best fits your needs. Use the same format for each item, or any combination of formats on any form.

» Format A - This style allows for the purchase of a single quantity of one item, by clicking a checkbox and
completing the billing information.

Figure 2.46. Split - Item Format A
~ Format A (% 5.00 each)

» Format B - This style alows for the purchase of multiple quantities of an item by entering the quantity
value into atext box.

Figure2.47. Split - Item Format B

Format B (3 6.00 each) Quantity:

e Format C - Thisstyleallowsacustomer to select theitem by clicking the checkbox and choosing the quantity
from a drop-down menu.

Figure 2.48. Split - Item Format C
' Format C ($ 7.00 each) Quantity: =

11.After selecting the display format, enter the name of the item in the appropriate item fields (in the examples
above, the item names are "Format A", "Format B", and "Format C").

12.Enter the cost of each item (entered without "$") and click the Create Order For mbutton.

13.The order form will then be created and displayed. This form will be the half of the form that resides on the
your web server. It does not display the billing information request fields on thefirst half of the Split form. The
secure half of the order form (where payment information is entered) resides on the gateway's secure server.
The HTML coding that isincluded in the order form page will generate merchant specific information on the
secure half of the Split form.
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Figure 2.49. Split Form - Example

ACC Live Test Co.

Select the item(s) below that you would like to order. Your transaction will be
confirmed by email

) Format A (§ 5.00 each)
Format B ($ 6.00 each) Quantity:
[ Format C ($ 7.00 each) Quantity: [ %

GENERAL INFORMATION

First Name:| | LastName:
Address:| |
City:| | State:| Zip:
Country: usA
Phone Number:
E-Mail Address:

14.Right-click with the mouse on the form page and view the source of the page. Copy and save that HTML code,
edit/modify it as needed, and upload the page into your website's server.

NOTE: The secure half of the Split Form has optional formtag options and style settings that will determine how
the secure page display.

9.3. Generating BuyNow Buttons

BuyNow buttons are used by merchants who do not have their own secure servers. Your customers choose an
item on your web site and enter their secure billing information on your dynamic page on gateway's secure server.
Building aBuyNow button using the Form Wizard is an easy process. By filling out the fieldsin the wizard, it will
generate a button, or an entire form, that can be added to your site. Follow these instructions to generate aform:
1. Log into the Control Panel.

2. Access the Form Wizard.

3. Chose the BuyNow Format option. A new window will open.
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Figure 2.50. Form Wizard - BuyNow Form

Form Wizard: BuyNow Format

This Form Wizard was designed to help you create forms quickly and easily for use with the
BaryMow submission format.

You will need your WD fo wse this wizard. |f you do not know your LID, please view it now in the
ACCOUNT SETTINGS.

To begin, complete this form. When finished, press the PROCEED bution.

Your UID

Merchant Name: Car's Computers

Return URL
{Thank you page or a 0G| that youwr customer is sent to after a successful fransaction. )

hitp:/f

Order Form Type: Standard Form

Payment Types To Accept
® Credit Cards © Checks or o EFT

Credit Card Acceptance Options.
U Allvw Separale Shipping Address
U Allow C\V Endry

Mumber of ltems to Show On Order Page

| Proceed |

4. Enter the UID [23] listed in your [23]Account Settings [23].

5. Enter the correct address for the Return URL [123]. This will be the address of the page or script that a
customer will be directed to after a successful transaction. This becomes the value of the ret_addr [123]
field of your form.

6. Select the appropriate check marksfor the payment typesto display on the payment page. Only select apayment
type if you are approved to accept that method.

7. Select the appropriate check marks for optional credit card acceptance features. None of these features are
required.

8. Enter the number of items that will need separate buttons and click Pr oceed. (For thisillustrated example, the
valuefor thisfieldis"1")

9. A dialogue box will open displaying instructions for the rest of the Form Wizard.

Figure 2.51. Form Wizard Instructions

Form Wizard Instructions

This Form Creation Wizard will generate a complete HTML
order form. After the form has been created, you must view
the source of the HTML page and copy the HTML souce cods
for use on your web site.

To view the HTML source, right-click and select "View'Source”
n your browser. You may madify the form to fit your site's
particular look and feel.

| Close |

10.Immediately, a second window, the Order Form Items page, will open.
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Figure 2.52. Wizard Order Form Items

Order Form Items

« Step One: Ender the item name and cost.
#» Step Twe: Enter the description, and image URL. {Both oplional. )
«» Step Three: Submit the form.

Enter the Information for Item &1

Hame

Cost

Description

Image URL

nown ihe
f 1orm and
rder Form

11.In the Nane field, enter the item. (In this example, that valueis"ITEM 1")

12.In the cost field, enter the cost of the item without "$" sign. (In this example, the cost is five dollars entered
as"5.00")

13.In the Descri pti on field, enter a message about the item. (In this example, the description is "This item is
fantastic!").

14.n the optional | mage URL field, include an absolute address of an image file that you would like to display
next to the button (i.e. http://www.domain.com/imagefile.jpg) and then click the Creat e Order For mbutton.

15.The BuyNow button form page will then display.
Figure 2.53. BuyNow Button - Example

ACC Live Test Co.
Secure Order Form

Select the item below that you would like to order.

Please enter your correct email address. Your order will be confirmed by email.
Item 1 $5.00
This item is fantastic!

"’I!uy Now! )

16.Right-click with the mouse on the form page and view the source of the page. Copy and save that source, ed-
it/modify it as needed, and upload the page into your website's server init'sentirety, or cut the button commands
and paste it into a separate page.
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10. Post a Credit

Figure 2.54. Post a Credit Interface

CREDIT REQUEST FORM
Gateway ID: 66646

DO NOT USE THIS FORM...
Unless you have checked the Transaction Listing FIRST. The
Transaction Listing may be used to credit a customer's card in
real-time. This applies to full and partial credits.

To do this, follow these steps:

1 - Create a Transaction Listing for the dateis) required.

2 - Find the original transaction on the listing.

3 - Press the "Void/Credit™ button and follow the steps outlined.
If the original transaction does not appear on the Transaction
Listing, you may use the form below.

- -

Credit Amount:

Credit Description
(O ptional):

Text for Email:

Credit Method: 5, Credit Card Check

Credit Card Information
Credit Card Number:

Expiration Date: E] :]

Checking Account Information (Requires Activation Through EFT Provider)
ABA Number: =
Account Number: *

Account Source [ Checking[ 1)

Customer Information

First Name: Last Name:
Address:
City: State: Zip:

Country: USA
Phone Number:
E-Mail Address:

All Customer fields required

{This will remove funds from YOUR merchant aceount and eredit it to your customer.)

In most cases, this interface is not available in the Control Panel. Contact the support team if you need to use
this feature. When accessible, thisinterface is used to generate arefund or payment to a cardholder's account that
was not originally charged through the gateway account (with the prior permission from the processor). This will
remove monies from your account and deposit to the account entered in thisinterface. This feature should only be
used inthat case. If atransaction has processed through the gateway, please usetheVoid or Credit/Refund functions
in the Options [42] interface of the Transaction Listing. Depending on the transaction types a merchant is
authorized to accept, thisinterface will display differently.

10.1. Instructions

Entering a credit transaction requires entering all of the correct information in the Post a Credit interface.

e Credit Amount - This amount that will be withdrawn from the merchant's account and will deposit into the
customer's account. Enter the amount in the XXX X.xx format (no dollar signs or commas).

e Credit Description - Thisis an optional field which can be used to describe a refund.

e Text for Email - The value of this field will be included in an email to the customer. This message can be
up to 255 characters.

» Credit Method Button - Use this to select whether the credit will be issued to a customer's credit card or
checking account.

» Credit Card Information Section - Thissectionisto beusedif you need to generate apayment to the customer's
credit card account. This can only be used if you are setup to process credit card transactions.

¢ Credit Card Number - The value of thisfield isthe credit card account which will receive the credit payment.
This should be entered with no spaces or dashes.
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Expiration Date - These drop down menus should be set to the expiration date (month and year) which is
listed on the cardholder's account.

» Checking Account Information Section - Complete this section if you need to generate a payment to the
customer's checking account. This can only be used if amerchant is setup to process EFT transactions.

ABA Number - Thisisthe nine digit ABA Routing humber for a customer's bank. These are generally the
first nine numbers listed in the line of numbers across the bottom of a check.

Account Number - Thisis the customer's checking account number as it appears on a check.

» Customer Information Section - This section is always required for any type of credit transaction processed
through this interface.

First Name - This should be the account holder’ s first name.

Last Name - This should be the account holder’ s last name.

Address - This should be the account holder's street address as listed with the account issuer.

City - This should be the account holder's city as listed with the account issuer.

State - This should be the state abbreviation of the account holder as listed with the account issuer.
ZIP - This should be the account holder's postal code as listed with the account issuer.

Country - This should be the account holder's country as listed with the account issuer.

Phone Number - This should be a contact phone number for the customer.

Email Address - This should be the customer's email address. The transaction confirmation email will be
sent to this address.

Once the appropriate fields are completed, the merchant needsto click the Subni t Credi t button, and the credit
transaction will be submitted. Emails will be generated to the merchant and the customer (if you have the Credit
email delivery selected), and the transaction information will listed in the Transaction Listing [32].

11. Auction Payments

Figure 2.55. Auction Payment I nterface

AuctionPay Entry

Example Company
Your Gateway UID

Ayaila v Account
eBay Seller ID
Seller E-Mail Address
Buyer |D

Buyer E-Mail Address

eBay ltem &
Bid Amount

Types of Payments to Accept
Check — Credit Card

DNMateon Wil D8 sent 10 s address

Submit AuctionPay Reguest
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For merchants who sell items at online auctions sites, one of the biggest frustrations is receiving payment from
the winning bidder in a prompt manner. Our gateway provides a simple solution for the problem. With very little
effort, amerchant can obtain instant check or credit card payments from bid winners using the Auction Payments
secure transaction services - even if they don't have their own website. By filling out this simple form, the buyer
receives an e-Invoice email [79] with a link to the merchant's secure Auction Payments page (which is hosted
on the gateway's secure server) where payment can be made.

11.1. Submission Form Details

To use the Auction Payments tool, please complete the request form and an email with a secure payment link will
be sent. There are the definitions of these fields:

* Your Gateway UID - Enter the UID [23] listed in your [23]Account Settings[23].

» eBay Sdller ID - Thevauefor thisfield should be your eBay registered seller id.

e Sdller E-Mail Address - This should be the email address to which abuyer can contact you.
e Buyer ID - The value for thisfield should be the winning bidder's registered eBay buyer id.

e Buyer E-Mail Address - This address will receive an email with the link to your secure Auction Payments
page (Which is hosted on the gateway's secure server) where payment can be made.

» eBay Item # - This should be the item ID assigned by eBay at the time of the posting of the auction.

e Bid Amount - This value should be the amount of the winning bid (entered without ‘$ or commas - should
be X XXX .xx).

» Typeof Paymentsto Accept - These checkboxeswill indicate to the gateway which payment fieldswill display
when a customer access the Auction Payments page.

« Submit AuctionPay Request Button - This button needs to be click once the fields are filled out correctly.

e Close Window Button - Thisisto be used to cancel an Auction PayMe request prior to clicking the Subni t
Auct i onPay Request button.

11.2. Auction Payments e-Invoice

When you compl ete the submission form and an Auction Payment request is submitted, an e-Invoice email is sent
to the winning bidder with the link that they can follow to complete payment.

Figure 2.56. Auction Payments e-lnvoice

Dear Auctionbuyer001
This message is to notify you were the high bidder for eBay item #999939999939

Please click on the link below to make payment for your winning bid. If the link does not work, please copy and paste the text identified by 'Payment URL'into your browser.

Pay Now

Payment URL

<NMDS://SACUM DAYMENTCIBANNG, COMVC] /D INIMAS/ADa Y. C017k=66646 18 M=098599999999AD =65 0D&CK=AC0=1ADUYKI=AUCIONDUYBMO1 ADNAMA =ASaIBr=AUCIONSEIBN0 1>
eBay ltem 999999399099

Final Price $65.00

SellereBay User ID  Auctionseller001
Seller E-mail auctio
Your eBay User ID
Your E-mail

Please contact me if you have any questions
Thanks

Auctionseller001
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11.3. Auction Payments Form

Figure 2.57. Auction Payment Page

AuctionPay Sect

[ Please complete your order by providing payment i fon is submitted and handled securely via SSL. ]

[ You will rece il i |
EBAY ITEM # WINNING BID
999999999999
BILLING ADDRESS INFORMATION
First Name: Last Name:
Address: |
City: ™ IState:| zip:T |

Country: usa

Phone Number:
E-Mail Address:

SHIPPING ADDRESS INFORMATION (OPTIONAL)

FirstName:  LastName:
Address:
City: ™ state: zip:|
Country:'uss

CREDIT CARD PAYMENT OPTION
Purchases can be made by the person named on the credit card ONLY!

Card Number: Exp.Date: ([ :)( ¢

[ This ion will be processed in REAL-TIME.

Pressing submit multiple times will cause duplicate orders and charges (o your

account. Your fransaction should be completed in 10-60 seconds, depending on
Intemet traffic. In some cases, it may take longer. Please be patient.

The winning bidder will need to fill out this form and enter their account information to complete their payment.
The bidder will be shown a success or failure page. If the transaction is approved, you and the bidder will receive
an email confirmation.

NOTE: The gateway does not track unpaid e-Invoices. If you need to send an e-Invoice a second time, you will
have to fill out the submission form a second time.

12. Recurring Transactions

Figure 2.58. Recurring Recipe Window

Recurring Transaction Recipes aid recipe | recurring help
RECIPE
NAME CREATED DEFNITION ACTIONS SCHEDULE
1272009 =
day 14-08-31 Repeat every day | Edit | | History |
daynocustup ::_.‘1-1-.1.1.1? Repeat every day Iﬁl | History |
daynohaold ::_-‘12;-‘” Repeat every day [Edit) [ History |
_ 10272005 gy B err—
daynosplit 14:10-08 Repeal every day | Edit | | History |
_ AW 2T72009 ==y N eTre—
daysplitonky 154513 Repeal every day | Edit | | Hesiory |
5
10/27/2009 Repeat every month on the 1st, 2nd, 3rd, dih, Sth, &th, Tih, 8h,

month 14-42-23 Gth, 10th, 11sat, 12nd, 130d, 14th, 15th, 16th, 17th, 18th, 18th, [Edit| | History |
T 20th, 2151, 22nd, 23rd, 24th, 25th, 26th, 27Tth, 28ih and last days
AOrITIE008 Repeat every month on the 1st, 2nd, 3rd, dth, Sth, 6th, Tth, 8ih,
14.13'." Gth, 10th, 11st, 12nd, 13rd, 14th, 15th, 16th, 17th, 13th, 15th, | Edit | | History |
e 20th, 24st, Z2nd, 23rd, 24dth, 25th, 26th, 27th, 28ih and last days
\OrETIE000 Repeat every month on the 1st, 2nd, 3rd, 4th, Sth, 6th, Tth, 8ih,
monthnohold § Gth, 10th, 11st, 12nd, 13rd, 14th, 15th, 16th, 17th, 13th, 15, | Edit | | History |

14:12:52 —
20th, 21st, Z2nd, 23rd, 24th, 25th, 28th, 27th, 28ih and last days

Repeat every month on the 1st, 2nd, 3rd, 4th, Sth, 6th, Tth, 8th,

monthnocus bup

monthnospét :;‘fi{iﬁ“ th, 10th, 11st, 12nd, 135, 14th, 15th, 18th, 17th, 13th, 1th, [(Edn| [ History |
A 20th, 21st, 22nd, 23rd, Zdth, 25th, 26th, 27th, 28th and last days
Scheduled ffiﬁ:z Repeal svery [Edit] [History | [ Edit]

Back

TheiTransact gateway offers one of the most robust recurring billing features available on the Internet. Thisisan
ideal tool for merchants who bills for subscription, payment plans, or according to a set schedule. This recurring
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billing tool automates ongoing billingsin asimple manner which givesyou asmuch control asif youwere manually
entering each transaction - without the hassle of manually entering the transactions. This is available for credit
card and check transactions. Thiswindow displaysyour recipes. The window can be accessed fromtheRecurri ng
Transact i ons link in the Control Panel or fromthe Li st Reci pes link in the Recipe Builder [61].

12.1. Understanding the System

There are some basic ideas that you need to understand when using our recurring billing system. Please keep these
itemsin mind:

» A Recurring Recipe is the schedule which contains the instructions as to when arecurring transaction is billed.
The Recurring Repetitions/Remaining Repetitions is the number of times that a transaction follows the recipe.
Once a transaction is set as a recurring transaction, it will continue to follow the recipe until the number of
repetitions cycles down to or is manually set to zero. The transaction on-hold setting will prevent future billings
without changing the number of Recurring Repetitions.

 Separate recipes do not need to be built for transactions following the same schedule, even if the transactions
areinitiated at different times, have different amounts, and different necessary repetitions. There is no limit to
the number of transactions that can use the same recipe.

e Thereisno limit to the number of recipes that you can build.

 Therecurring cycle beginseach night at 12 Midnight, Mountaintime. Any necessary modificationsto arecurring
transaction, or its recipe, must be completed prior to 11:59 PM for it to be reflected as a part of the next day's
recurring cycle. For instance, if it is January 31st and arecurring transaction is scheduled to process on February
1st, that transaction can be modified up to 11:59 PM on January 31st. In further explanation, if a merchant
needed to set the remaining repetitionsto zero to prevent future transactions, but missed the 11:59 PM deadline,
the merchant would have access to change the number of remaining repetitions to zero. However, since the
cycle had already begun, the transaction would still be billed. Future transactions would be prevented, but a
refund or void would now be necessary because the transaction which the merchant had intended to stop was
billed. The remaining repetitions in such a case would display as*“-1".

» When atransactionisinitially submitted for processing, recurring details may be passed as part of the form that
will automatically create future recurring charges, based on the details that you provide. In addition, you may
also modify previously submitted transactions and mark them as recurring. This is done via the Transaction
Details window.

« If you do not need to initiate a credit card charge at the time of entry (and your processor supports this type
of transaction) use a zero amount AV SOnly transaction type. If your processor does not support AVSOnly
transactions, you can use a pre-auth for aminimal amount.

» The calculations used to determine when a transaction will recur are based on the initia transaction date and
when the transaction was set to recur. Please contact the support team for clarification.

e Thelargest allowed value for the Recurring Repetitionsis “99999”. There is no "unlimited" setting, but using
the "99999" value will allow for many years of recurring attempts.

 Recurring transaction details can be updated by you or by the card holders.

12.2. How to Add a Recipe

The schedule that a recurring transaction follows in the i Transact gateway is called a Recurring Recipe. Just like
abaking recipe, there are specific items required in the recipe to give you the outcome that you desire.

To access the recipe builder tool, please click the Add Reci pe link in the Recurring Transactions window. Com-
plete the interface that opens and click the Creat e Reci pe button and the recipe will be added to your list of
available recipes.
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Figure 2.59. Recurring Recipe Builder

Recurring Transaction Recipe Builder

Merchant Name

Carl’s Computers

Recipe Mame

Scheduled

Dislay Period: {days)

Day

Repeat every days.

Week

Repeat every E] WeEKS O

Mon U Tue U Wed U Thu U Fi U Sat U Sun

Manth
Repeat every E] month(s ) on the following day(s) of the month:

2 3 4 5 [ T 8 9 10

12 13 14 15 16 17

3

! &2 o} 25 26 27

Other Options

= gplit Billing
Allows two 5

{This is regu

() nsiances. )

Hold On Failure
Allow Customer Update

Email Text
Text entered here v

Create Recipe

List Recipes

Here are definitions of theitemsin this interface:

» Recipe Name - When naming a recipe, please remember that it will be case-sensitive (must be lowercase) and
can be only one word. Any apha-numeric characters can be used. Y ou should make it easy to remember. For

instance, you may want to name arecipe “ 1stofmonth” if it's designed to bill on the first day of the month.

» Recipe Types - Select atype of recipe. They each function differently.

Scheduled Recipes - Don’t be confused by this name. All recipe types allow you to set a schedule. Using a
Scheduled Recipe allows you to run all transactions linked to a recipe at a date that can be controlled and
scheduled manually using the scheduling tool. The scheduling tool may be accessed from your Recipe List
after a Scheduled Recipe is built. The scheduling tool is only available for scheduled recipes. The Delay
Period can be used to prevent a transaction from recurring too soon after the initial transaction is processed.
The Delay Period is the number of days after the original transaction before it is eligible for a scheduled
recurrence. To build a Schedul ed Recipe, choose arecipe name, click theradio buttonto theleft of Schedul ed,
enter a numeric value for the number of daysin the Del ay Peri od, add any additional features, and click
the Creat e Reci pe button.

Day Recipes - This type of recipe allows you to hill transactions applied to a recipe to bill every X number
of days after the initial billing (and from billing to billing). To build a Day Recipe, choose a recipe name,
click the radio button to the |eft of Day, enter the value for the number of days between recurring attempts,
add any additional features, and click the Cr eat e Reci pe button.
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» Week Recipes - Building a Week Recipe alows you hill atransaction on specific days of the week - even
multiple days during the same week. Y ou can select 1, 2, or 3 weeks between billings and can check any day
or (days) for the hillings to take place. To build a Week Recipe, choose arecipe name, click the radio button
totheleft of week, select the value for the number of weeks between recurrings, select the day (or days) of the
week on which the billings will take place, add any additional features, and click the Cr eat e Reci pe button.

« Month Recipes - The type of recipe alows you to hill transactions every X number of months on the “Nth
day” (or days) of that month. Since some months have only 28, 30, or 31 days in the month, days 29-31
are covered under the Last Day selection. This type of recipe assumes that the recurring will begin in the
calendar month after the initial transaction is processed. This means if, for instance, a transaction is billed
on January 5th, and the recipe instructions are built to bill every 1 month on the 15th day of the month,
the transaction would experience its first recurring billing on February 15th (not on January 15th). To build
a Month Recipe, choose a recipe name, click the radio button to the left of Mont h, select the value for the
number of months between recurrings, select the day (or days) of the month on which the billings will take
place, add any additional features, and click the Cr eat e Reci pe button.

 Split Billing - Don't be confused by the name of this function. This feature can be used with any of the type
of recipe and any of our connection types. This feature allows the recurring transactions to be billed a different
amount than the initia transaction. The amount can be changed automatically when setting up a form based
recurring transaction using arecipe built with the Split Amounts function, or the amount can be changed manu-
aly in the Edit Recurring Items [150]. If there is ever the potential that the amount of a billing may increase,
itiswiseto set all recipesto allow Split Billing.

* Hold On Failure- Thisfeatureisavailable for credit card transactions only. If thisisenabled on arecipeand a
recurring attempt fails, that transaction will be put “on hold” automatically to prevent future billing attempts so
that account information can be updated (either by the merchant or the customer). If thisisenabled, the Recurring
Postback [153] will include the “on hold” parameter to notify if this has been triggered due to afailure.

« Allow Customer Update - This feature is available for credit card transactions only. If enabled for a recipe,
confirmation emails for successful [76] and failed [78] recurring transactions will include a link to a
secure hilling update page [87]. A cardholder will be able to follow the simple instructions to change their
credit card hilling information through a secure hilling interface. If arecurring transaction failure triggered the
necessary update, anew transaction will be attempted at the time of the update to bring the account payments up
to date for the failed hilling. If enabled, the Recurring Postback [153] will include the billing_update token
value.

e Email Text - This alows a merchant to pass a generic message in the text of each of the confirmation emails
sent out when a transaction using the recipe recurs.

12.3. Recurring Help

This link opens the Recurring Help page. That page offers a quick reference guide when creating new recipes or
setting transactions as recurring.

12.4. Further Detalils

Theinstructions for implementation and integration of automated recurring is available here [146].
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13. Card Setup

Figure 2.60. Card Setup Interface

CARD SETUP
Select your Credit Card Processing Network from the list below.

PROCESSING NETWORK NAME | REQUIRED INFORMATION

FIRS ardnat

Canada)

EIRST DATA - OMAHA Merchant Number (12, 15 or 16 digits), Datawire ID* (20
(FORZ/ETCT/FDMS Type 7) Digits), Device 1D {Optiana

P

CH Client Number (1S Merchant Number, Terminal
Number (Must by ")

HDC - Atlanta East Platform Bank 1D, Terminal 1D, Settlement Type (Must be tarminal-

(GLOBALPAY/GPS/CNET) based.)

BIN Num|
Elavon

* pata is highiy sugge: ce this will allow your
a ster. You can obtain a Datawire ID, generally free of

]

Until thisinterface has been completed, you will not be able to accept credit cards. In most cases, your sales agent
will have this completed for you. Theinterface can only be used once. If you need to modify the merchant account
information anytime after the submission through this interface, the information can be submitted through the
support system. Each processing network listed intheinterface requires different processing information[2]. Click
on the name of the processing network to open the processor specific submission form and fill out the required
fields.

13.1. General Information
Each of the processor submission form requires the following information:

» Merchant Account Contact I nfor mation - The contact information for your merchant account service provider
should be listed here.

e Address Verification - All of the major credit card processors will accept transactions that do not pass AVS.
The fact that processors do not reject non-AV S transactions is a great concern of ours. Because of this, we've
introduced one of the first AVS Auto-Void systems for the Internet. Our system allows the software to void
transactions that are allowed through the processor without passing AV S based upon the requirement level set
by the merchant. Remember, the gateway does not provide the AV S Responses. Those responses are generated
by the credit card issuing bank and reported by the processing network based on information located in the
bank's AVS database (which may or may not match the bank's statement database). However, the gateway
system will perform the auto-void according to the requirements you choose. Y ou can modify these settings at
any time. Keep in mind, a(n) void/auto-void of an authorized transaction cancels the charge, but does not cancel
an authorization. An authorization freezes funds in an account, so that a completed charge can withdraw those
frozen funds. A voided authorization may "freeze" the funds in the customer's account for up to 10 days. The
following auto-void settings are available:

* No AVS Auto-Void - Thiswill alow any approved transaction to process regardless of the address verifi-
cation response.

* Void Unless ZIP Matches - Thiswill void any approved transaction for which the processor indicatesthat the
ZIP Code entered does not match the ZIP Code listed in the bank's AV S database (even if the street address
matches).

» Void Unless Addr Matches - Thiswill void any approved transaction for which the processor indicates that
the street address entered does not match the street address listed in the bank's AV S database (even if the
ZIP Code matches).
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» Void Unless Both Match - This setting requires that both the address and the ZIP Code match exactly what
theissuing bank's AV S database has on file for the customer. If either the address or ZIP Code, or both, come
back as a non-match, that approved transaction will be voided.

* CVV Verification - The CVV codeisasecurity feature for "card not present” transactions (e.g., Internet trans-
actions), and now appears on most (but not al) major credit and debit cards. Thisfeature isathree or four digit
code which provides a cryptographic check of the information embossed on the card. Therefore, the CVV code
isnot part of the card number itself. This setting allows you to have sal e transactions automatically voided if the
processing network approves the transaction but indicates that the CVV entered does not match the CVV data-
base at the customer's credit card issuing bank. Most issuing banks do not require a CVV number to be entered
for atransaction to process. However, a small group of banks do require correct CVV entry for Internet based
transactions. The gateway system will perform the auto-void according to the requirements you choose. Modify
these settings at any time. Keep in mind, a(n) void/auto-void of an authorized transaction cancels the charge,
but does not cancel an authorization. An authorization freezes funds in an account, so that a completed charge
can withdraw those frozen funds. A voided authorization may “freeze” the funds in the customer's account for
up to 10 days. The following levels are available:

* No Auto-Void Required - Thiswill alow any approved transaction to process regardless of the CVV veri-
fication response.

» Void Unless Full CVV Matches - This setting will void any authorized transaction which is returned with a
non-matching or empty CVV response.

e Void If CVV Not Entered - With this setting a customer's transaction will be voided if the bank indicates that
aCVV code should exist on the card, but was not entered.

NOTE: TheiTransact gateway does not perform CVV auto-voids for American Express transactions.

» Authorized Card Types- Set these buttonsto Yes or No depending on your status with each of the card issuers.
If you are not authorized by the issuer to accept a card type, the merchant should leave the No button selected.

» Other Information - Any message may be included here to pass information to the gateway support team
concerning your account.

14. Emails from the Gateway
The gateway system uses emails as the primary source of communication. Many different types of emails are

generated for different purposes. Settings for some of the merchant [22] and customer [24] emails are
available in the Account Settings [19].

14.1. CC Processing Account Activation

Figure 2.61. CC Processing Account Activation Email

Y imransact

When credit card processing is activated in the gateway thisemail is sent. It includes some instructions and details
the merchant account information that has been built into the software. Once this is received, you can begin to
accept credit card transactions.
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14.2. Sale Transaction Confirmation Emails

e Merchant CC Sale Confirmation - Sent to you with each credit card transaction

Figure 2.62. Merchant CC Sale Confirmation

From: Credit Card com:
Subject: John Doe, $12.00 MasterCard XID: 41578771 Approval: TAS228 4/17/2012 13:04:52
Date: April 17,2012 1:04:54 PM MT 1:04:54 PM MDT
To: ACC Live Test Co. <aaron@itransact.com>
Reply-To: John Doe <john.doe @emailtest.com>

ACC Live TestCo.,
The following transaction was processed
CUSTOMER INFORMATION

Customer Name:  John Doe

Address: 123 Main St
City, St. ZIP:  BHS, CA 80210
Country: USA

Telephone: 555-888-1234

E-Mail Address: |ohn.doe @emailtest.com
Customer ID: ~ ABC-123456

Approval Code:  TAS228

CVV2 Response:

Card Type: MasterCard

Last Four Digits: 5454

Transaction ID: 41578771

IP Address: 70.102.57.202

AVS Response: N

AVS response descriptions are listed here:
hitpsz/secure itransact.com/suppor/avs.htmi

SHIPPING INFORMATION:

Name: John Doe

Address: 123 Main St

City, St. ZIP:  BHS, CA 80210

Country: USA

Description Amount Quantity Subtotal
Widget 12.00 12,00 1 1200

Transaction total: $12.00

» Customer CC Sale Confirmation - Sent to your customer if your settings [24] are activated

Figure 2.63. Customer CC Sale Confirmation

From
Subject:
Date
To:
Reply-To:

John Doe,

ACC Live Test Co. T Pi <aaran com
ACC Live Test Co. Transaction Confirmation, XID: 41954261

May 17,2012 1:51:07 PM MT 1:51:07 PM MDT

John Doe <aaron@itransact.com=

ACC Live Test Co. <aaron@itransact.coms

Thank you! The following transaction was processed.
This email will serve as your receipt. For questions,
please contact aaron@itransact.com.

TRANSACTION DETAIL

Merchant Nam

URL.

Last-FourDlgns

ACC Live Test Co
Www.acctest.com
5454

Card Type: MasterCard

Date & Time: 517/201213:51:05
Transaction ID: 41954261

IP Address: Logged for security purposes.

YOUR INFORMATION:

Customer Name:  John Doe

Address:

123 Main 5t

City, St. ZIP:  BHS, CA 90210

Country:

USA
Telephane: 555-8688-1234
E-Mail Address: aaron@itransact.com
CustomerID:  ABC-123456

SHIPPING INFORMATION:

Name: John Doe

Address: 123 Main 5t

City, 5t. ZIP:  BHS, CA 90210

Country: USA

Description Amount Quantity Subtotal
Widget 12.00 12.00 1 1200

Transaction Total: 12.00

Sincerely,

ACC Live TestCo

e Merchant Check Sale Confirmation - Sent to you with each check transaction
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Figure 2.64. Merchant Check Sale Confirmation

From: EFT Transaction Processing <orders@itransact.com>
Subject: Joe Blow, $6.00 XID: 41954580 Approval: 517/2012 14:13:28
Date: May 17,2012 2:13:30 PM MT 2:13:30 PM MDT
To: ACC Live Test Co. <aaron@itransact.coms
Reply-To: Joe Blow <aaron@itransact.com=

ACC Live Test Co.,
The following transaction was processed.

CUSTOMER INFORMATION:

Customer Name: Joe Blow
Address: 567 Main 5t
City, St. ZIP:  BHS, CA 80210
Country: USA
Telephone: BEB5555555
E-Mail Address: aaron@itransact.com
Customer ID:  XYZ-987654
Last Four Digits: 9123

Check Number:

Check Memo:

Transaction ID: 41954580
IP Address:  70.102.57.202

SHIPPING INFORMATION:

Name: Joe Blow
Address: 567 Main 5t
City, 5t. ZIP:  BHS, CA 80210
Country: USA

Description Amount Quantity Subtotal

Widget 6.00 6.00 1 6.00

Transaction total: $6.00

» Customer Check Sale Confirmation - Sent to your customer if your settings [24] are activated

Figure 2.65. Customer Check Sale Confirmation

From: EFT Transaction Processing <orders @itransact.com>
Subject: Joe Blow, $6.00 XID: 41954580 Approval: 517/2012 141328
Date: May 17,2012 2:13:30 PMMT 2:13:30 PM MDT
To: ACC Live Test Co. <aaron@itransact.com=
Reply-To: Joe Blow <aaron@itransact.com=

ACC Live TestCo,,
The following transaction was processed.

CUSTOMER INFORMATION:

Customer Name:  Joe Blow
Address: 567 Main 5t
City, 5. ZIP:  BHS, CA 90210
Country: USA
Telephone: BBB5555555
E-Mail Address: aaron@itransact.com
Customer ID:  XYZ-987654
Last Four Digits: 9123

Check Number:

Check Memo:

Transaction ID: 41954580

IP Address:  70.102.57.202

SHIPPING INFORMATION:

Name: Joe Blow
Address: 567 Main 5t
City, 5. ZIP:  BHS, CA 90210
Country: USA

Description Amount Quantity Subtotal

Widget 6.00 6.00 1 600

Transaction total: $6.00

14.3. Void Transaction Confirmation Emails

e Merchant Void Confirmation - Sent to you with each voided transaction
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Figure 2.66. Merchant Void Confirmation

From: Credit Card Transaction Processing <orders @itransact.com>
Subject: VOID John Doe, 12.00 MasterCard XID: 41954261 51 7/2012 14:27:16
Date: May 17,2012 22717 PM MT 2:27:17 PM MDT
To: ACC Live Test Co. <aaron@itransact.com=
Reply-To: John Doe <aaron@itransact.com>

ACC Live TestCo.,

The following VOID was processed. The original transaction will not be
processed and your customer's account will not be charged

Please check your fransaction listing for details

Your customer will receive notification of this transaction via email.

TRANSACTION INFORMATION:

Original Transaction ID: 41954261
Void Transaction ID: 41954770
Void Amount: $12.00

Customer Name: John Doe

Address: 123 Main St
City, 5t. ZIP:  BHS, CA 90210
Country: USA

Telephone: 555-8868-1234

E-Mail Address: aaron@ifransact.com
Customer ID:  ABC-123456

Card Type: MasterCard

IP Address: 70.102.57 202

» Customer Void Confirmation - Sent to your customer if your settings [24] are activated

Figure 2.67. Customer Void Confirmation

From: ACC Live Test Co. Transaction Processing <aaron@itransact.com>
Subject: VOID ACC Live Test Co. Confirmation, XID: 41854770
Date: May 17,2012 222717 PM MT 2:227:17 PM MDT
To: John Doe <aaron@itransact.com:
Reply-To: ACC Live Test Co. <aaron@itransact coms

John Doe,

The following VOID was processed. The original transaction will not be
processed and your account will not be charged

For questions, please contact aaron@itransact.com

TRANSACTION INFORMATION:

Card Type: MasterCard

Name: John Doe

Address: 123 Main 5t

City, 5t. ZIP: BHS, CA 80210
Country: USA

Telephone: 555-888-1234

E-Mail Address: aaron@itransact.com
Customer ID: ABC-123456

Original Transaction ID: 41954261
Current Transaction 1D: 41954770
Amount: $12.00

Date & Time: 5172012142716

14.4. Refund Transaction Confirmation Emails

e Merchant Refund Confirmation - Sent to you with each refund transaction
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Figure 2.68. Merchant Refund Confirmation

From: Credit Card Transaction Processing <orders @itransact.com>
Subject: REFUND John Doe, 12,00 MasterCard XID: 41954261 517/2012 14:38:00
Date: May 17,2012 2:368:01 PM MT 2:38:01 PM MDT
To: ACC Live Test Co. <aaron@itransact.com=
Reply-To: John Doe <aaron@itransact.coms

ACC Live Test Co.,

The following REFUND was processed. The amount shown below will be deducted
from your merchant account and deposited into your customer's account.

Please check your transaction listing for details.

Your customer will receive nofification of this transaction via email

TRANSACTION INFORMATION:

Original Transaction ID: 41954261
Refund Transaction ID: 41954811
Refund Amount: §12.00

Customer Name:  John Doe

Address: 123 Main 5t
City, 51. ZIP:  BHS, CA 90210
Country: USA

Telephone: 555-888-1234

E-Mail Address: aaron@itransact.com
Customer ID:  ABC-123456

Card Type: MasterCard

IP Address: 70.102.57.202

» Customer Refund Confirmation - Sent to your customer if your settings [24] are activated

Figure 2.69. Customer Refund Confirmation

From: ACC Live Test Co. Transaction Processing <aaron@itransact.com>
Subject: REFUND ACC Live Test Co. Confirmation, XID: 41854811
Date: May 17, 2012 2:38:01 PM MT 2:38:01 PM MDT
To: John Doe <aaron@itransact.coms=
Reply-To: ACC Live Test Co. <aaron@itransact.com=

John Doe,

The following REFUND was applied to your account. This refund should appear
on your next bank statement.

For questions, please contact aaron @itransact.com.

TRANSACTION INFORMATION:

Card Type: MasterCard

Name: John Doe

Address: 123 Main 5t

City, St. ZIP: BHS, CA 80210
Country: UsA

Telephone: 555-888-1234

E-Mail Address: aaron@itransact.com
Customer ID: ABC-123456

Original Transaction ID: 41954261
Current Transaction ID: 41954811
Amount: §12.00

Date & Time: 5M7/2012 14:38:00

14.5. Preauth Transaction Confirmation Emails

» Merchant Preauth Confirmation - Sent to you with each preauth transaction

69



User Information

Figure 2.70. Merchant Preauth Confirmation

From: PREAUTH Credit Card T Pr S| com:
Subject: Jack Jones, $8.00 Visa XID: 41955440 Approval: TAS357 5/17/2012 15:17:59
Date: May 17,2012 3:18:00 PM MT 3:18:00 PM MDT
To: ACC Live Test Co. <aaron@itransact.com>
Reply-To: Jack Jones <aaron@itransact.com>

THIS IS A PREAUTH TRANSACTION ONLY. YOU MUST SUBMIT
A POSTAUTH BEFORE FUNDS WILL BE DEPOSITED.

ACC Live TestCo.,
The following preauth transaction was processed
CUSTOMER INFORMATION:

Customer Name:  Jack Jones

Address: 345 Main 5t
City, St. ZIP:  BHS, CA 90210
Country: UsA

Telephone: BBB5553214

E-Mail Address: aaron@itransact.com
Customer ID:  123ABC123
Approval Code: TAS357

CVV2 Response:

Card Type: Visa

Last Four Digits: 1111

Transaction ID: 41955440

IP Address: 70.102.57 202

AVS Response: N

AVS response descriptions are listed here:
hitps:/secure.itransact.com/support/avs himl

Description Amount Quantity Subtotal

Widget 8.00 8.00 1 B.OO

Transaction total: $8.00
 Customer Preauth Confirmation - Sent to your customer if your settings [22] are activated

Figure 2.71. Customer Preauth Confirmation

From: ACC Live Test Co. Transaction Processing <aaron@itransact.com>
Subject: ACC Live Test Co. Transaction Confirmation, XID: 41855440
Date: May 17, 2012 3:18:00 PM MT 3:18:00 PM MDT
To: Jack Jones <aaron @itransact.com=
Reply-To: AGG Live Test Co. <aaron @itransact.coms

Jack Jones,
Thank you! The following preauth transaction was processed.

This email will serve as your receipt. For questions,
please contact aaron @itransact.com.

TRANSACTION DETAIL

Merchant Mame:  ACC Live TestCo.

URL: w.acctest.com

Last Four Digits: 1111

Card Type: Visa

Date & Time: 5M17/2012 15:17:59
Transaction ID: 41955440

IP Address: Logged for security purposes.

YOUR INFORMATION:

Customer Name:  Jack Jones
Address: 345 Main 5t

City, 5t. ZIP:  BHS, CA 90210
Gountry: USA

Telephone: BBB5553214

E-Mail Address: aaron@itransact.com
Customer ID:  123ABC123

Description Amount Quantity Subtotal

Widget .00 8.00 1 800

Transaction Total: 8.00
Sincerely,

AGC Live Test Co

14.6. Postauth Transaction Confirmation Emails

e Merchant Postauth Confirmation - Sent to you with each postauth transaction
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Figure 2.72. Merchant Postauth Transaction Confirmation

From: Credit Card T Pr <orders @ com:
Subject: Jack Jones, $15.00 Visa XID: 41955579 Approval: 517/2012 15:29:43
Date: May 17,2012 3:29:44 PM MT 3:29:44 PM MDT
To: ACC Live Test Co. <aaron@itransact.com=
Reply-To: Jack Jones <aaron @itransact.coms

ACC Live TestCo.,
The following postauth transaction was processed

CUSTOMER INFORMATION:

Customer Name:  Jack Jones
Address: 345 Main 5t
City, St. ZIP:  BHS, CA 90210
Country: SA
Telephone: 8885553214
E-Mail Address: aaron@itransact.co
CustomerID:  123ABC123
Approval Code:

CVV2 Response:

Card Type:  Visa

Last Four Digits: 1111
Transaction ID: 41855579

IP Address: 70.102.57.202
AVS Response:

AVS response descriptions are listed here:
https:isecure itransact.com/support/avs.html

Description Amount Quantity Subtotal

Widget + ABC 15.00 1 1500

Transaction total: $15.00
» Customer Postauth Confirmation - Sent to your customer if your settings [24] are activated

Figure 2.73. Customer Postauth Confirmation

From: ACC Live Test Co. T Pr I+] .Com=
Subject: ACC Live Test Co. Transaction Confirmation, XID: 41855579
Date: May 17,2012 3:29:44 PM MT 3:29:44 PM MDT
To: Jack Jones <aaron@itransact.coms
Reply-To: ACC Live Test Co. <aaron@itransact.com>

Jack Jones,

Thank you! The following postauth transaction was processed.
This email will serve as your receipt. For questions,
please contact aaron @itransact.c

TRANSACTION DETAIL

Merchant Name:  ACC Live Test Co

URL:

Last Four Digits: 1111

Card Type: Visa

Date & Time: 517/20121529:43
Transaction ID: 41955578

IP Address: Logged for security purposes

YOUR INFORMATION:

Customer Name:  Jack Jones
Address: 345 Main S5t

City, St. ZIP:  BHS, CA 90210
Country: USA

Telephone: BBB5553214

E-Mail Address: aaron@itransact.com
Customer ID:  123ABC123

Description Amount Quantity Subtotal

Widget + ABC 15.00 1 1500
Transaction Total: 15.00
Sincerely,

ACG Live TestGo

14.7. Force Transaction Confirmation Emails

» Merchant Force Confirmation - Sent to you with each Force transaction
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Figure 2.74. Merchant For ce Confirmation

From: Credit Card T m:
Subject: John Doe, $12.00 MasterCard XID: 41962328 Approval: TAS753 5/18/2012 09:06:06
Date: May 18,2012 9:06:07 AM MT 9:06:07 AM MDT
To: ACC Live Test Co. <aaron@itransact.com=
Reply-To: John Doe <aaron@itransact.coms

ACC Live Test Co.,
The following force transaction was processed.
‘CUSTOMER INFORMATION:

Customer Name:  John Doe

Address: 123 Main St
City, 5t ZIP:  BHS, CA 80210
Country: SA

Telephane: 555-888-1234

E-Mail Address: aaron@itransact.com
Customer ID:  ABC-123456
Approval Code: TAS753

CVV2 Response:

Card Type: MasterCard

Last Four Digits: 5454

Transaction ID: 41962328

IP Address: 70102 57.202

AVS Response:

AVS response descriptions are listed here:
hitpsJisecure.itransact. html

SHIPPING INFORMATION:

Name: John Doe

Address: 123 Main St

City, 5t ZIP:  BHS, CA 80210

Country: USA

Description Amount Quantity Subtotal
Widget 12.00 12.00 1 12.00

Transaction total: $12.00
Customer Force Confirmation - Sent to your customer if your settings [24] are activated

Figure 2.75. Customer Force Confirmation

From: ACC Live Test Co. T tion Pr i it t.com:
Subject: ACC Live Test Co. Transaction Confirmation, XID: 41962328
Date: May 18, 2012 9:06:07 AM MT 9:06:07 AM MDT
To: John Doe <aaron@itransact.com>
Reply-To: ACGC Live Test Go. <aaron@itransact.coms

John Doe,
Thank you! The following transaction was processed.

This email will serve as your receipt. For questions,
please contact aaron @itransact.com

TRANSACTION DETAIL

MerchantName: ACC Live Test Co.
URL:

Last Four Digits: 5454

Card Type: MasterCard

Date & Time: 5/M18/2012 09:06:06
Transaction ID: 41962328

IP Address: Logged for security purposes.

YOUR INFORMATION:

Customer Name:  John Doe

Address: 123 Main St
City, St. ZIP:  BHS, CA 90210
Gountry: USA

Telephone: 555-888-1234
E-Mail Address: aaron@itransact.com
CustomerID:  ABC-123456

SHIPPING INFORMATION:

Name: John Doe

Address: 123 Main St

City, St. ZIP:  BHS, CA 90210

Gountry: UsA

Description Amount Quantity Subtotal
Widget 12.00 12.00 1 1200

Transaction Total: 12.00
Sincerely,

ACC Live Test Go

72



User Information

14.8. Partial Authorization Notification Emails

e Merchant Partial Authorization - Sent to you when aretail transaction is partially authorized

Figure 2.76. Merchant Partial Authorization

From: Credit Card Transaction Processing

Subject: Dave Mann, $266.95 Discover XID: 122917 Approval: 58055C 11/28/2012 12:20:05
Date: November 28,2012 12:20:07 PM MT 12:20:07 PM MST

To: Example Company <aaron@itransact.coms
Reply-To: Dave Mann <dave. mann@example.com>

THIS TRANSACTION WAS PARTIALLY APPROVED SO YOU SHOULD REQUEST AN ADDITIONAL

PAYMENT TO COVER THE UNPAID AMOUNT OF: $200.22

Example Company,
The following transaction was processed.
CUSTOMER INFORMATION:

Customer Name:  Dave Mann
Address: 9515 H Street
City, St. ZIP:  BHS, CA 90210
Country: SA
Telephone: 888.555.1479
E-Mail Address: dave mann@example.com
Customer ID:  MBX456ZCV
Approval Code:  58055C
CVV2 Response:

Card Type: Discover

Last Four Digits: 8762
Authorized Amount: 66.73
Transaction ID: 122917

IP Address: 1005.13

AVS Response: N

AVS response descriptions are listed here:
it aymentclearing.com

SHIPPING INFORMATION:

Name: Dave Mann
Address: 9515 H Street
City, St. ZIP:  BHS, CA 80210
Country: UsA

Description Amount Quantity Subtotal
Pinstripe Suit 0.00 258.95 1 259.95
Tax 7.00 1 700
Attempted Authorization Total: $266.95

Authorized Amount: $66.73

Unpaid Amount: $20022

Customer Partial Authorization - Sent to your customer if your settings are activated

Figure 2.77. Customer Partial Authorization

From: Example Gompany

Subject: Example Company Transaction Confirmation, XID: 122920

Date: November 29, 2012 1:44:48 PM MT 1:44:48 PM MST
To: Dave Mann <gitomer@itransact.com>
Reply-To: Example Company <aaron@itransact.coms

THIS TRANSACTION WAS PARTIALLY APPROVED SO YOU WILL BE ASKED TO PROVIDE
AN ADDITIONAL PAYMENT METHOD TO COVER THE UNPAID AMOUNT OF: $200.22
THIS ADDITIONAL PAYMENT WILL GENERATE AN ADDITIONAL RECEIPT EMAIL

Dave Mann,

Thank you! The following transaction was processed.
This email will serve as your receip!. For questions,
please contact aaron@itransact com,

TRANSACTION DETAIL

MerchantName:  Example Company
URL: hitp:/test.com

Last Four Digits: 6762

Card Type:  Discover

Authorized Amount: 66.73

Date &Time:  11/20/2012 13:44:47
Transaction ID: 122920

IP Address:  Logged for security purposes.

'YOUR INFORMATION:

Customer Name: Dave Mann

Address:

9515 H Street

Gity, SL.ZIP:  BHS, CA 90210
S,

Country:

Telephone:  888.555.1479
E-Mail Address: gilomer@itransact.com
Customer ID:  MBX456ZCV

SHIPPING

Name:
Address:

INFORMATION:

Dave Mann
9515 H Street

City, St. ZIP:  BHS, CA 90210
usa

Country:

Description Amount Quantity Subtotal

Paisiey Su
Tax

Aftempted

it 259.95 25995 1 25995
700 1 700

Authorization Total: $266.95
6.73

Authorized Amount:
Unpaid Amount: $200.22

Sincerely,

Example Co

mpany
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14.9. Recurring Transaction Confirmation Emails

e Merchant Recurring CC Confirmation - Sent to you with each recurring transaction

Figure 2.78. Merchant Recurring CC Confirmation

From: Recurring Credit Card Transaction <recurorders @itransact.coms
Subject: Recurring Transaction 7/20/2011, TAS003 (Aarontest Last) MasterCard
Date: July 20,2011 2:25:45 PM MT 2:25:45 PM MDT
To: ACC Live Test Co. <aaron@itransact.coms
Reply-To: Aarontest Last <aaron@itransact.com>

ACC Live TestCa.,
The following recurring transaction was processed.

CUSTOMER INFORMATION:

Customer Name: Aarontest Last

Address: 56 Testville Dr
City, St.ZIP:  Testville, UT 39401
Country: USA

Telephone: 1234567890

E-Mail Address: aaron@itransact.com
Customer ID:

Approval Code:  TAS003

CVVZ Response:

Card Type: MasterCard

Last Four Digits: 5454

Transaction ID: 38622812

IP Address: 120.141.150.212

AVS Response: N

AVS response descriptions are listed here:
httpsJ/secure.itransact. com/supporyavs hitml

RECURRING TRANSACTION INFORMATION:

Start Date: 7norzon
Recipe Name:  daily
Originating XID: 37292314
Recurring Amount: 1.00
Remaining Reps: 4

Definition:  Repeat every day

Description Amount Quantity Subtotal

Total 1.00 1 1.00
Transaction total: $1.00

TRANSACTION HISTORY

3M19/2011 37282314 order ok 1.00
7/20/2011 386226812 order ok 1.00

This is the email text field for recurring recipe DAILY. This is a test.

» Customer Recurring CC Confirmation - Sent to your customer if your settings [24] are activated
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Figure 2.79. Customer Recurring CC Confirmation

From: ACC Liva Test Co. Recurring
Subject: AGG Live Test Ga. Recumng Transaction Confimation, XID: 41975141
Date: May 19, 2012 2:18:41 PMMT 2:18:41 PMMDT
To: Jahn Dog <aaren@iransact.com>
Reply-To: AGG Liva Tast Go. <aaronmansact coms

Jann Doe

Tnank you! Tne 1olowing racumng aNSacton Was processaq
‘This emall wil seve as your receipi. For questions,
please contact aaron @iransact.com.

TRANSAGTION DETAIL

Merchant Naj
URL

Last Four Digits: 5454
Card Type: starCar

Date & Time:  5/19/2012 09:48:47
Transaction [D: 41975141

IP Addrass: Logged for securfy purposes.

YOUR INFORMATION:

Gustomer Nama: Jann Doa

Address: 123 Mam 51

Gy, St ZIP: BHS, GA 90210
untry:

Taiepnone 555-888-1234

E-Mall Address: &
Customer ID:  ABC-123456

ron:

RECURRING TRANSACTION INFORMATION;

StartDate:  5/18/2012
Ornginating XID: 41954261
Remaining Reps:

Recurming Amount: 12.00
Defnmon:  Repeat every day

SHIPPING INFORMATION:

Name Jann Gae
Address: 123 Mam 51

Cny, St ZIP: BHS, CA 90210

Country: usa

Descrption Amount Quantty Subtatal

wiaget 12.00 oo 1 1zoo
Transaction Total: 12.00

Sincerely,

AGE Live Test Ca.

If you nave quesnons ragarding this racurmng transacton,
please coniact us by replying 19 tnis email

TRANSAGTION HISTORY

5/17/2012 41954261 omder ok 12.00
5/19/2012 41975141 omder ok 12.00

e Merchant Recurring Check Confirmation - Sent to you with each recurring transaction

Figure 2.80. Merchant Recurring Check Confirmation

From: Recurring EFT m:
Subject: Recurring Transaction 5/19/2012, (Joe Blow)
Date: May 19,2012 2:18:41 PMMT 2:18:41 PM MDT
To: ACC Live Test Co. <aaron@itransact.com>
Reply-To: Joe Blow <aaron@itransact.com>

B

ACC Live TestGo.,
The following recurring ransaction was processed
‘CUSTOMER INFORMATION:

Customer Name:  Joe Blow

Address: 567 Main St
City, St. ZIP:  BHS, CA 80210
Country:

USA
Telephone: BB85555555
E-Mail Address: aaron@itransact.com
CustomerID:  XYZ-987654
Last Four Digits:
Check Number:
Check Mema:
Transaction ID: 41975143
IP Address: 70.10257.202

SHIPPING INFORMATION:

Nami Joe Blow
Address: 567 Main St
City, St. ZIP:  BHS, CA 80210
Country: USA

RECURRING TRANSACTION INFORMATION

Start Date: 5M18/2012
Recipe Name:  daily
Originating XID: 41954580
Recurring Amount: 6.00
Remaining Reps:

Definition:  Repeat every day

Description Amount Quantity Subtotal

Widget 6.00 6.00 1 600
Transaction fotal: $6.00
TRANSACTION HISTORY

5/17/2012 41854580 order ok 6.00
5/19/2012 41975143 order ok 6.00

» Customer Recurring Check Confirmation - Sent to your customer if your settings are activated
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Figure 2.81. Customer Recurring Check Confirmation

From: AGG Live Test Co. Recurring )
Subject: AGG Live Test Go. Recuming Transactian Confimatan, XID: 41975143
Date: May 19, 2012 2:18:41 PM MT 2:18:41 PMMDT
To: Joe Blow <aaron@iransact coms
Reply-To: AGG Live Test Go. <aaron@iransact coms

Jae Blow,

Thank you! The following recurting ransaction was processed
This amal wil Sarve as Your fBceip. For quastons,
plaase coNtact aaronaira

This is the emal text fiekd for facurming racipe DAILY. This is a 1ast.
TRANSACTION DETAIL

URL
Last Four Digits:

Last Four Dgis:

Check Numoer.

Gneck Mema

Date & Time:  5/19/2012 09:49:43
Tiansaction ID: 41975143

IP Address:  Logged for secutty pumoses.

Merchant Name:  AGC Live Test Ca.
st.com

YOUR INFORMATION:

Customer Name: Joa Blow

Address: 567 Main St

Gy, St ZIP:  BHS, GA 90210
Country: SA

Telaphone 8BB5555555

E-Mail Addrass: m
Customer |D:

RECURRING TRANSACTION INFORMATION:

Stan Date:  518/2012
Onginating XID: 41954580
Ramaining Reps:

Recurming Amount: 6.00
Dafiniton:  Repeat avery day

SHIPPING INFORMATION:

Name: Joe Blow

Address: 567 Man 51

CIy, St ZIP:  BHS, CA 90210

Gountry UsA

Dascription Amount Quantiy Sublotal

Widgat 6.00 600 1 600
Transaction Tatal: 6.00

sinceraly,

AGE Live Test Ga.

If you nave quastans reqarding tis recurmng ransaction,
please contact us by raplying ta this amall

TRANSACTION HISTORY

51752012 41954580 order gk 6.00
5/19/2012 41975143 order ok 6.00

14.10. Recurring Transaction Confirmations with Update Links

» Merchant Recurring CC Confirmation - Sent to you with each recurring transaction

Figure 2.82. Merchant Recurring CC Confirmation

From: Credit Card
Subject: Auction Buyer, $24 00 MasterGard XID: 41970136 Approval: TAS678 5/18/2012 17:05:06
Date: May 18,2012 5:05:07 PM MT 5:05:07 PM MDT
To: ACG Live Test Co. <aaron@itransactcoms
Reply-To: Auction Buyer <auctionbuyer00 1 @itransact.ooms

ACC Live TestGa.,
The following transaction was processed
CUSTOMER INFORMATICN:

Gustomer Name: _Auction Buyer

Address: 7799 Center Rd
City, St.ZIP:  BHS, CA 80210
Gounty:  USA

Telephone: 8885559876

E-Mail Address: - auctionbuyer001 @itransact.com
Customer ID:

Approval Code:  TAS678

CVV2 Response

Card Type:  MasterCard

Last Four Digits: 5454

Transaction ID: 41870136

IP Address:  70.102.57.202

AVS Response: N

AVS response descriptions are listed here:
hitps /secure.liransact.com/supportavs.himl

Description Amount Quantity Sublotal
&Bay lem: 1234ABCD 2400 1 2400
‘eBay Buyer ID: auctionbuyer001 000 1 000

Transaciion total: $24.00

Please view my eBay auctions at:
hitpzicqi6.ebay. AP LdII7Vi Otherlter 1%20

» Customer Recurring CC Confirmation - Sent to your customer if your settings [24] are activated
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Figure 2.83. Customer Recurring CC Confirmation

ACC Live Test Co. Recurri

'ACC Live Test Co. Recuring Transaction Coniirmaton, XID: 38622812
July 20,2011 2:25:45 PN MT 22545 PMMDT

To: Aaroniest Last <aaron@itiansactcom>

Rply-To: ACC Live Test Co. <aaronG@iransactoom>

AarontestLast.

Thank you! The following recurring ransaction was processed.
s email will serve it For questions,
please contactazro: om,

This s the el fex fied or recuring recipe DALY. Thisis & est.
TRANSA(

Merchant Nar es1Co.
Last Four Digits:
rd Ty Maskercarg
Dafe & Time: 77202011 10:47:08
3862

1P Address:  Logged for securiy purposes.
YOUR INFORMATION.
Gustomer Name: _Aarontest Last
Address: 56 Testvill D.

Ciy SLZP:  Teswille, UT 38401
Coun u;

Telephone: 1234567890

E-Mail Address: - aaron@iransactcom
Gustomer D:

RECURRING TRANSACTION INFORMATION

Defintion:  Repeat every day

po

o transact comicustomershiling_updateMDEsze,OT!

Amourt Quantly Subtota

Tl o0 1 100
Transaction Toal: .00

Sincerely,

AGC Live Test o

ifyou have questons regaraing s recurring transacton,
please contactus by replying o tis email

TRANSACTION HISTORY

3192011 37292314 order 0k 100
72072011 38622812 0rdr 0k 100

14.11. Failed Transaction Notification Emails

Merchant Natification of Failed CC Transaction - Sent to you if your settings are activated

Figure 2.84. Merchant Notification of Failed CC Transaction

From: Credit Card Failure L
Subject: AC, $5.00 XID: 109444 Error: CVV2 MISMATCH  4/25/2011 14:05:26
Date: April 25,2011 2:05:28 PM MT 2:05:28 PMMDT
To: Account Testing_ TEST_ACCOUNT <aaron @itransact.com>
Reply-To: AC <aaron@itransactcoms

TRANSACTION FAILURE
Account Testing_TEST_ACCOUNT,

The following transaction was attempted through your account
but failed because of the failure message listed below

Gateway ID: 8
Failure Message: CVV2 MISMATCH

CUSTOMER INFORMATION:

Customer Name: AG

Address:

City, St. ZIP:  NSL, UT 84054
Country: USA
Telephone:

E-Mail Address: aaron@itransact.com
CardType:  Visa
Transaction ID: 108444
IP Address:  65.103.239.179
23

Customer ID:
Description Amount Quantity Subtotal
1es10.00 5.00 1 500

Transaction total: $5.00

» Merchant Natification of Failed Recurring Transaction - Sent to you if your settings [22] are activated
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Figure 2.85. Merchant Notification of Failed Recurring Transaction

From card
Subject: Recurring Transaction FAILED 8/24/2010, {John Smith
Dale: August24, 2010 7:45:02 PN MT 7:45:02 PM MDT
To: Carl's Computers <aaron@itransact.com>
Reply-To: John Smith <email@domain com>

RECURRING TRANSACTION FAILED
Carl's Computers,

The following recurring ransaction was attempted and failed.
Additional actions have been taken based on the recipe settings:

- Abilling update link has been provided to the customer.

GatewayD: 27
Failure Message: PLEASE RETRY5270

CUSTOMER INFORMATION:
Customer Name:  John Smith

Address: 987 Mastern ST
City, St.ZIP:  Bountiful, UT 84010
A

s
;104675

1P Address:  65.103.239.179

AVS Response:

AVS response descriptions are listed here:
Jsupporavs htmi

RECURRING TRANSACTION INFORMATION:

Start Date:

Recipe Name: ~ day
Originating XID: 104621
Remaining Reps: 999
Definition:  Repeat every day

Description Amount Quantity Subtotal

new manual rec desc 819 1 819
Transaction total: $8.19US
TRANSACTION HISTORY

8/23/2010104621 order ok 6.00
8/24/2010104662 order eror  8.19
8/24/2010104672 order eror  8.19
8/24/2010 104675 order eror  8.19

i specified, itlems should be sentto the address
or email address listed below:

Test B TestB

1125 Main St

bhe, ca, 90210

USA

» Customer Notification of Failed Recurring - Sent if you are using Customer Update [63]

Figure 2.86. Customer Notification of Failed Recurring

From: Carl's Computers Recurring Transaction Processing
Subject: Garl's Gomputers Recurring Transaction Failure, XID: 103136
Date: March 29, 2010 4:32:18 PM MT 4:32:18 PM MDT
To: ac<aaron@iransactcoms
Reply-To: Carl's Computers

g

ac,
The following recurring transaction was attempted, but failed because of the failure message listed below.
Failure Message: PLEASE RETRY5305

To avoid termination of services, please update your billing information using the link below.

hitps:/isecure test iransact com/customers/iling_update/MDESMTAZMDGOLDI YZME4LGYv

TRANSACTION DETAIL
Merchant Name: ~ Carl's Computers
URL or User ID!
Payment Method:  Credit Gard
Last Four Digits: 5454
CardType:  MasterCard
Dale & Time:  329/2010 16:32:13
Transaction ID: 103136
'YOUR INFORMATION:
Customer Name: ac

213
City, SLZIP: nsl, ut84054

S

Telephone: 8885551234
E-Mail Address:  aaron@itransact com

REGURRING TRANSACTION INFORMATION
StartDate:  3728/2010
Remaining Reps: 9
Recurting Amount: 560
Defnition:  Repeat every day
Description Amount Quantity Subtotal
Test recur o failed 580 1 580
Transaction Total: 5.80

Sincerely,

Garl's Computers

I you have questions regarding this recurring transaction,
please contact us by replying to this email.

TRANSACTION HISTORY

/292010103131 order  error  5.80
/292010103135 order error  5.80
/292010103136 order error  5.80

14.12. Credit Card Settlement Notification Emails

The payment gateway sends notification emails each time a credit card settlement takes place. The information
listed in the emails is generated by the response from the credit card processing network. The gateway system
only reports the data that the processing network responds with. Any discrepancies need to be discussed with the
processor or the merchant service provider.
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Figure 2.87. Credit Card Settlement Notification

From: Settlement Results <settlement@itransact.com>
Subject: Settlement Results 5118/2012 (27)
Date: May 19,2012 6:01:18 AM MT 6:01:18 AM MDT
To: Carl's Computers <aaron@itransact.com=
Reply-To: Settl it Results <settl t@itransact.com=

Settlement Results for Gateway 1D 27
Time of Settlement: 5/19/2012 06:01:15
Batch Number: 282

Settlement ID: 15080

Count Amount

Sales 1 $10.00
Voids 0 $0.00
Credits 0 $0.00
MNet 1 $10.00

14.13. Auction Payment Notification Emails

The Auction Payment [59] system uses emails to direct a winning bidder to a secure page (built dynamically
when the Auction Payment request is sent) where they can complete the payment for the auction item.

* Auction Payment e-Invoice

Figure 2.88. Auction Payment e-Invoice

From: Auctionseller001 t
Subject: Payment Instructions for eBay ltem #1234ABCD
Date: May 18,2012 4:50:38 PM MT 4:58:38 PM MDT
To: auctionbuyer001@itransact.com
Reply-To: Auctionseller001

Dear auctionbuyer001,
This message is to notify you were the high bidder for eBay item #1234ABCD

Please click on the link below to make payment for your winning bid. If the link does not work, please copy and
paste the text identified by 'Payment URL'into your browser.

Pay Now
Payment URL

DAVMENTEIAANNG.COM/CAHDIN/
234ABGDADKI=24 00ACK

av.cal?
=140Uyd=aUCtONbUYEII01 AbNAMA =S I8=AUCHONSAIBMD 1>

eBay ltem 1234ABCD

Final Price $24.00

Seller eBay User ID  auctionseller001

Seller E-mail auctionseller001 @itransact.com
YoureBay UserID  auctionbuyer001

Your E-mail auctionbuyer001@itransact.com

Please contact me if you have any questions.
Thanks,

auctionseller001

» Merchant Auction Payments Confirmation
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Figure 2.89. Merchant Auction Payments Confirmation

From: ACC Live Test Co. m:
Subject: AGC Live Test Co. Transaction Gonfirmation, XID: 41970136
Date: May 18,2012 5:05:07 PM MT 5:05:07 PM MDT
To: Auction Buyer <auctionbuyer001 @itransactcom>
Reply-To: ACC Live Test Ca. <aaron @itransact.com>

Auction Buyer,

Thank you! The following transaction was processed
This email will serve as your receipt. For questions,
please contact aron @itransact.com

Please view my eBay auctions at:
hitp Jicqi6 .eb. APLdII Otherlten 1920

TRANSACTION DETAIL

Merchant Name: ~ ACC Live TestCo

URL: eBay ID: auctionseller001
Last Four Digits: 5454

Card Type:  MasterCard

Date & Time:  5/{8/2012 17:05:06
Transaction ID: 41970136

IP Address:  Logged for security purposes

YOUR INFORMATION:

Customer Name: _ Auction Buyer

Address: 7799 Center Rd
City, St.2IP:  BHS, CA 80210
Country: SA

Telephone:  8B85559876
E-Mail Address: auctionbuyer001®@itransact.com

Customer ID:

Description Amount Quantity Subtotal
eBay flem: 1234ABCD 2400 1 2400
&Bay Buyer ID: auctionbuyer001 000 1 000

Transaction Total: 24.00
Sincerely,

ACC Live Test Co.

e Customer Auction Payment Confirmation

Figure 2.90. Customer Auction Payment Confirmation

From: Credit Card
Subject: Auction Buyer, $24.00 MasterCard XID: 41970136 Approval: TAS678 5/18/2012 17:05.08
Date: May 18, 201250507 PM MT 5:05:07 PM MDT
0 AGG Live Test Co. <aaron@iransact.com>
Reply-To: Austion Buyer <auctionbuyer0Q 1 @iransact.com=

ACC Live Test Co.,
‘The following transaction was processed,
CUSTOMER INFORMATION:

Gustomer Name: _ Auction Buyer
Address: 7799 Center Rd
Gily, St ZIP:  BHS, GA 90210
Country:  USA

Telephone:  BB85559876
E-Mail Address:  auctionbuye 001 @ itransact com
Gustomer ID:

Approval Code:  TAS678
GVV2 Response

Card Type:  MasterCard

Last Four Digits: 5454
Transaction ID: 41970136

IP Address:  70.10257.202
AVS Response:

AVS response descriptions are listed here
hitps /secure transactcom/supportavs himl

Description Amount Quantty Sublotal
eBay flem: 1234ABCD 2400 1 2400
eBay Buyer ID: auctionbuyero01 000 1 000
Transaction total: $24.00
Please view my eBay auctions at:
hitp:cai.ebay com/is/e BayISAPLAII?Vi 1%20

14.14. Check Stats Emalil

Thisis sent to people who use the RediCheck printing system.

Figure 2.91. Check Stats Email

Subject: Check Stats for Merchant XXXXX on 5/18/2012
Date: May 18 2012 4:46:58 PM MT 4:46:58 PM MDT
To: Merchant

Check Summary Report -- 5/18/2012

_Name Check_Number__Date___Check_Total__Check_Charge__Fax_Chrg__Total_Charge
V_Customerl 1 5/18/2012__10.00 0.25 0.00 0.25
V_CustomerII___2 5/18/2012___5.00 6.00 0.00 0.00
¥ _CustomerIIT_ 3 5/18/2012__20.00 4.50 0.00 4.50

Number of Checks: 3
valid Checks: 3

Deposit Total: 35.00
Processing Charge: 4.75
EAX Charge: 0.00
Delivery Charge: 1.00
Invoice Total: 5.75

80



User Information

14.15. Gateway Notification Emails

» Account Settings Change Notification

Figure 2.92. Account Settings Change Notification

From: Gateway Settings <mersettings @itransact.com>
Subject: Gateway Settings Notification (66646)
Date: May 21,2012 12:03:23 PM MT 12:03:23 PM MDT
To: ACC Live Test Co. <aaron@itransact.com=
Reply-To: Gateway Settings <mersettings@itransact.com=

This is a courtesy notice. No response is needed.
ACC Live Test Co.,

You have recently made changes to your gateway acocount
settings. The changes are detailed below. This email

is being sent to the email address on file before the
changes were made. If you did not authorize and/or
request these changes, please log into your Contral

Panel, change your password, and make any modifications
necessary.

Please contact customer service with guestions.

The internet address of the computer making these changes was: 70.102.57.202
Gateway ID: 66646

Detail of changes made:
Zip/Postal Code changed to "90210°
req_vt_cust_id changed to ™1"

When any change is made in the Account Settings the gateway will send you an email notifying you of the
change. The changes are explained and the | P address of the computer submitting the changeislogged for your
records. Changes to any of the settings through a session will generate an email.

» MerchantUpdate Email

Figure 2.93. MerchantUpdate Email

From: iTransact Support Hide
Subject: [intemal_employees] Event Notification DFWA1 07/27/2011
Date: July 25, 2011 2:52:19 PM MT 2552:19 PM MDT
To: iintemal Employees

EVENT ID: 10186
DATE 0772712011

START TIME 01:00 AM EDT
ESTIMATED END TIME: 01:30 AM EDT
ESTIMATED OFF-LINE TIME: 1-5 minutes

LOCATION DFW1 (Dallas, TX)
TYPEOFWORK:  System Upgrade

DESCRIPTION OF WORK:

We will be doing a system upgrade which will require us to take ransaction pracessing offine for a short time

EVENT SUPPORT EMAIL:

We have setup the email address 10186@transact.com where you ¢an report any problems you feel are a result of the processing software
upgrade. This address will be monitored during the night even though our normal support operations are shut down. it will only be operational
between 12:00 AM and 12:00 PM EDT. After 12:00 PM EDT please submit a support ticket at hitp//supportitransact com.

Iyou need to use this service please include your Gateway ID, Name, and problem description in your email.

‘This message was sentby: iTransact, PO Box 999, Farmington, UT 84025

Update Profile
hiip:i/app icontact com/icp/mmail-mprofile l7r=1173621181=136278s=JBH4&mM=213666&c=213687

When you sign up for the MerchantUpdates email list, you will be sent notifications about updates being made
to the gateway software, scheduled maintenance, and other system wide information.

» Gateway Status Updates

Figure 2.94. Gateway Status Updates

An email like this is sent when there is a change to your account's status. One will be sent if your account is
suspended, closed, or re-opened.
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14.16

. Order Form Error Emails

These emails (sent to your errors email address [22]) notify you when there is an error in your or-
der form coding or with the credentials of the account. These emails are sent from rcd@itransact.com or
rc4@paymentclearing.com. The examples below are the most common form error emails, but other issues could
result in an email. Please read the email and contact the support team with any questions.

» Return Address POST Error Email

Figure 2.95. Return Address POST Error Email

From
Subject
Date:
To:

red@paymentelearing.com

PaymentClearing v4 38 Gateway ID: 66646
October 29, 2009 12:19:57 PM MT 12:19:57 PM MDT
undisclosed-recipients:;

The processing server was unable to POST to the return address (ret_addr). We received a bad response

500 Can't connect to sercure paymentclearing.com:443 (Bad hostname 'sercure.paymentclearing.com')
Content-Type: fext/plain

Client-Date: Thu, 29 Oct 2008 18:18:57 GMT

Client-Warning: Internal response

500 Can't connect to sercure.paymeniclearing.com:443 (Bad hosiname 'sercure.paymeniclearing.com’)

An email similar to this will be sent if a requested POST of lookup [143] or passback [143] variables is
unable to complete the communication back to the ret_addr on your server. The email will generally include a
standard server error number (i.e. 403, 404, 500, etc.) that your server administratorscan review and fix theissue.

e |PError Email

Figure 2.96. IP Error Email

From: red@paymentclearing.com
Subject: PaymentClearing v4.38 Fraud Alert Mid:3

Dat

e: March 12,2010 5:55:08 PM MT 5:55:08 PM M3T

To: undisclosed-recipients:;

A request with valid credentials was received from IP Address: 10.0.8.1
however this IP address is not an authorized IP address

50 itwas rejected. If this request did not originate at

your server then your merchant password might have been
compromised

Anemail similar to thiswill be sent if atransaction request is submitted from anon-approved | P address through
an account with active IPfilters [26].

» Nonexistent Passback Error Email

Figure 2.97. Nonexistent Passback Error Email

From:
Subject:
Date:
To:

Reguest

rcd @paymentclearing.com

PaymentClearing v4.38 Gateway ID:44

April 23,2010 12:36:59 PM MT 12:36:59 PM MDT
undisclosed-recipients:;

for nonexistant passback parameter.: <account_source>

An email similar to this will be sent if a transaction request is submitted asking for a passback [143] for a
field value that doesn't exist.

* Invalid Lookup Error Email
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Figure 2.98. Invalid Lookup Error Email

From: red@paymeniclearing.com
PaymenCloaring w4 38 Galpway 103
e Dctobed 14, 2010 1:37:02 PM MT 13702 PMMDT
1t undisclosed-reciplents:;

Request for invalid Lookup vakue in order loim.: <balch _numbess

Anemail similar to thiswill be sent if atransaction request is submitted asking for lookup for afield value that
isn't specified asalookup [143]. If you need that field value returned to you, ask for it as a passback [143].

* Unexpected Recipe Error Email

Figure 2.99. Unexpected Recipe Error Email

From: rc4 @paymentclearing.com

Subject: PaymentClearing v4.38 Gateway ID:38
Date: May 4, 2010 12:42:57 PM MT 12:42:57 PMMDT
To: undisclosed-recipients:;

referar: <hfps:isecure.itransact comicpransactionsivinual_terminat>

Unexpected recipe: recur_recipe=<34>

The listof recipes defined for mid=38 is:

10thofmanth, 11thofmanth, 12thofmanth, 13thofmonth, 14thofmanth, 15thofmanth, 16thofmonth, 17thofmonth

An email similar to this will be sent if a recurring transaction request is submitted using a recipe name [61]
that has not been setup.

15. Validating a Card

Why isthisdone?

Many merchants need to validate the card being used for payment before they begin work on preparing and ship-
ping their product. It allows them to check the address verification and CVV information so that they can be as-
sured that theinformation is verified. Other merchants need to submit card datato the gateway for future recurring
transactions without actually charging a card. The gateway alowsfor this.

Using an AVSOnly

If your credit card processing account supportsit, an AV SOnly isthe best way to run avalidation on acard without
charging it. To run an AVSOnly, you can submit a sale transaction with a $0.00 amount. Use any transaction
method to accomplish this.

Using a Preauth

If your credit card processing account does not support AV SOnly transactions, use a Preauth for aminimal amount
to validate the card instead. Preauths verify cardholder information, but actually puts a freeze on the account for
the amount submitted. The chargewill not complete unlessaPostauth isrun. If a Postauth isnot run, the authorized
amount will drop off in approximately ten days.

16. Phone and Mobile Transactions

The gateway supports multiple methods for accepting transactions. M ost merchants utilize the web-based transac-
tion methods. Other merchants use the online methods of the gateway along with non-web based methods. Some of
these alternate methods require the use of smart phone, the other method can be accessed by any type of telephone.

16.1. Call-A-Charge

iTransact’s proprietary Call-A-Charge service gives you the ability to accept card payments by simply dialing
them in by telephone. It is perfect for those occasions when you are away from an Internet connection. These
transactions, like al of your other transactions, will show up in the Transaction Listing [32] in your Control
Panel. Please continue to check your transactions daily to make sure that everything is accurate. Y ou can continue
using the existing features of the Transaction Options [42]to issue voids and credits, to resubmit transactions,
etc. Follow these steps to use this service:
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1. Dia the access number: 801-951-8260
2. Enter your Gateway |D [21] followed by #
3. Enter your PIN code [21] followed by #

4. Follow the prompts to complete your transaction.

16.2. iTransact Mobhile Web Interface

TheiTransact Mobile Web interface can be used on any smart phonethat hasweb capabilities. The mobileinterface
isastreamlined version of theiTransact Virtual Terminal with the ability to view atransaction history and generate
refunds. It is very simple and intuitive to use.

16.2.1. Instructions

1. Access http://m.itransact.comin your web browser. Log in using your Gateway 1D [21] and password.

Figure 2.100. M obile L ogin Page

iTransact Mobile

Login

iTransact Group | itransact.com

full version

2. To process a sale transaction, complete the form in the Charge window.

Figure 2.101. M obile Charge Window

ACC_Live_Test

. Charge History

Process Card

iTransact Group | itransact.com

full version Loaout

3. All transaction attemptswill belisted in the History window, which can be accessed by clicking ontheHi st ory
tab. Bold transactions are successful. Grayed transactions are failures. Crossed out amounts indicate that a
transaction has been voided or refunded.
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Figure 2.102. M obile History Window

ACC_Live_Test

01/31/13 01:14PM (44885098) A G $14.13 ©
01/31/13 01:14PM (44885097) A G $14.13 ©
01/31/13 01:14PM (44885091) A G gi442

01/31/13 01:06PM (44884965) A A $6.00 ©

01/31/13 12:13PM (44883988) A C $55.00 ©
01/31/13 12:11PM (44883951) AC $66.00 ©
01/29/13 03:52PM (44859509) A C $5.00 ©
01/28/13 11:28AM (44842875) . . $10.36 ©

4. Torefund or cancel atransaction, click the arrow next to the transaction to be taken to the detail page where a
refund can be generated by clicking the Ref und link and following the displayed instructions.

Figure 2.103. Mobile Detail Window

ACC_Live_Test

Transaction approved

Type Order
Amount $69.00
XID 44789878
Time Jan 23, 2013 10:50AM
Card Type MasterCard
Last Four 5454
Name John Smith
Email kevin@itransact.com
Desc todo

¢» Refund

16.3. The iTransact Mobile App

iTransact has developed a mobile app that allows for processing card transactions on the Apple iOS devices and
Android devices. The app itself may be used with or without a card reader to accept transactions. The iTransact
Mobile card reader dongle plugs directly into the headphone jack of your AppleiOS or Google Android device.
Most iOS and many Android devices are compatible with the app. Please view the current list of compatible
devices here.

85


http://www.itransact.com/info/imobile-apps.html

User Information

Figure 2.104. iTransact Mobile App Example

... ATRT = 7:00 AM

€] iTransact

Card Reader Not Connected o

[ e o]

Tap Here to Swipe Credit Card

|
|
|
@ Submit

16.3.1. iTransact Mobile App for Android

Many phoneswith Google’' s Android operating system are compatible with out app, so you can use asimple (free)
app to run transactions where ever you have a cell or data connection. Y ou can access the i Transact Mobile app
in the Google Play store directly from your device. To use this app, you must have XML API access enabled on
your gateway. To activate XML access, please submit a request to our support team. Additionally, you can use
the iTransact Mobile swipe dongle device. Please contact our support team for information about the dongle.

Many Android devices are compatible. Y our device must have:

» Google Android 2.2 or higher (modified versions of the OS are not supported)
* A 3.5mm headset jack with integrated microphone

» Accessto Google Play

While the iTransact app itself may work with Android tablets for keyed transactions, the card reader generaly
will not work because of the limitations of the Android devices.

There are other third-party apps available for Android that are compatible with the i Transact gateway. However,
since they are third-party apps, we do not provide support for those apps.

16.3.2. iTransact Mobile App for Apple iOS

Most Apple devices running iOS 5.0 or higher are compatible. Y ou can use asimple (free) app to run transactions
where ever you haveacell or dataconnection. Y ou can accesstheiTransact Mobile app intheiTunes storedirectly
from your device. To use this app, you must have XML API access enabled on your gateway. To activate XML
access, please submit arequest to our support team. Additionally, you can use the i Transact Mobile swipe dongle
device. Please contact our support team for information about the dongle.

16.3.3. Using the Card Reader Dongle with the iTransact Mobile App
Follow these instructions to use the dongle:
» Open theiTransact Mobile app on your device.

 Place the card reader securely into the headphone jack of your mobile device. The top line of the app window
will display Card Reader Connect ed.
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 Intheapp, tap thefield that says Tap Here to Swipe Credit Card.
 Run the card through the reader with the magnetic stripe inside the reader and against the reader’ s thick side.

» Swipe in a steady motion at a normal pace. You can swipe either direction, but make sure to keep the card
straight all the way through the reader so that it reads the entire magnetic stripe.

» You will know the swipe was successful when the app displays the card number and expiration date.
» Complete the remainder of the fields and press Subni t .

* If you encounter errors swiping the card, you can manually complete al fields.

16.3.4. Using the iTransact Mobile App to Process a Refund

Within the iTransact Mobile app, tap the Hi st ory icon (the icon in the top right corner that looks like a clock).
This displays your device' s transaction history.

 Select the transaction you wish to refund.
 Select the transaction you wish to refund.
» Confirm the request by tapping oK.

* Inyour device stransaction history, the refund will show as a credit for the refunded amount.

17. Customer Recurring Update

Merchants can opt to let their customers update their own credit card billing information for recurring charges.
The tool is comprised of several features that make this possible. Thisis only available on recurring recipes that
have been enabled for Allow Customer Update [63] - and can ONLY be used for credit card transactions. This
can be enabled for new and existing recipes. When arecurring transaction is successful or fails, an email including
alink for the secure update interface will be generated to the cardholder. Following the simple instructions, they
can update their own billing information. If the update was necessary because a recurring attempt had failed, a
transaction will be attempted to bring the missed recurring billing up-to-date.

Most merchants choose to use this feature in conjunction with the Hold on Failure recurring function - so that
when a transaction fails, the recurring is put on hold (to prevent future attempts), and the update link is sent
out. A merchant can also resend confirmation emails including the link to their customers from the Transaction
Options[42] areaof the Transaction Listing. When a customer followsthe link, they will be taken to this page:

Figure 2.105. Customer Recurring Update - Credential Window
! iTransact, /i«

City UT, 84103
1234

Enter st Two Of The Following Four Values

This verification page is afeature used to verify that the person accessing the tool is using the correct information
for a specific transaction. If the customer entersvalid verification information, they will be taken to the following
page where they can update their information:
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Figure 2.106. Customer Recurring Update - Update Page

17.1. Update Tool Details

The Allow Customer Update [63] feature makes it possible for a merchant to allow cardholders to update
their own recurring billing information for credit card transactions attached to recipes where the update option is
enabled. The Recurring On-Hold feature providesthe ability to put future recurring attempts"on hold" temporarily
without removing the value of the remaining repetitions. Pro-active cardholders will also be able to update their
own card information without requiring the merchant to have to manually make the changesthemselves. Merchants
will also be able to temporarily stop specific recurring transactions from attempting.

When this feature is in use, a declined or failed recurring transaction will generate an email to the cardholder
instructing them to click alink which will take them to a secure web page where they will be able to update their
billing information. The recurring customer confirmation emails for successful transactions will also include a
link for updating card information if they want to update the account information that is being used. Additionally,
the merchant will be notified of the update link viathe billing_update token in the Recurring Postback, so that if
they'd like to be able to provide the customer with the update access through their own system, they'll have the
correct security token.

The Recurring On-Hold feature allows a merchant to toggle recurring on and off for specific transactions, with-
out changing the number of remaining repetitions for that account. This can be used to prevent future attempts
against a recurring transaction temporarily. If the Hold on Failure function of the Recurring On-Hold feature is
enabled in arecipe, afailed recurring credit card billing will place a transaction on-hold to prevent future billing
attempts so that account information can be updated (either by the merchant or the customer). When either of
these features are triggered by afailed transaction, the merchant will be notified by email in the Recurring Failure
email and in the Recurring Postback (using the billing_update token and on_hold parameters). A value for the
billing_update_token designating the update page will be available on a successful recur-initiating transaction for
recipes where Allow Customer Update is enabled.

In addition to the update link being displayed in the email, you can opt to display the update link on somewhere
on your website so that a specific user can link to their update page. The value of any valid billing_update token
can be appended to

https://secure.itransact.convcustomer s/billing_update/

For example, alink using atoken with avalue of "abc123" would be

https://secure.itransact.com/customer §/billing_update/abc123

When an update is made to a transaction that is not on hold, an AV SOnly or Preauth transaction is attempted to
validate the updated information.

17.2. Activating These Features

Recurring On-Hold is available for any recurring transaction. This can be toggled in the Transaction Details for
a specific transaction or through the Recurring History for a specific transaction in the Recurring Transactions
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interface. Those interfaces display the On-Hold toggle field with a link to toggle on (Yes) or off (No) the hold
setting.

Allow Customer Update and Hold on Failure can be enabled when a recurring recipe is created in the Recipe
Builder [61] by selecting the checkboxes. These features can be enabled independent of each other. If you
would like to activate this for existing recipes, you may edit your recipes by logging into your Control Panel,
accessing the Recurring Transaction area, and using the edit feature for the necessary recipes. You will see the
checkboxes that you can enable. Activate the desired features and click the Save Reci pe button.

18. What Does the Error Mean?

18.1. Link to Errors and Failures

The gateway system uses emails as the primary source of communication. Many different types of emails are
generated for different purposes. Settings for some of the merchant [22] and customer [24] emails are
available in the Account Settings. Emails for afailed transaction will include the error verbiage sent back from
the processor. A comprehensive list of potential errors may be reviewed here [178].

18.2. General Guidelines
* For Credit Cards

For any error that mentions “decline”, know that you will need to request a different card to complete the
transaction. There are many reasonsthat acard can be declined. Unfortunately, most issuing banks don't explain
the specific reason for adecline. Trust that adeclineisavalid reason to ask for adifferent card to attempt. If you
are receiving an error that indicates that your merchant account isinvalid, it usually means that your merchant
account has been shut down or closed. Please check with your credit card merchant account provider.

e For EFTs

The EFT processor verifiesaccount dataagainst several databasesbeforethey will allow atransaction to process.
Most errors for EFTs are linked to bad verification information or alimited credit history for the account.
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1. Which Connection Method is for Me?

iTransact offers multiple methods for integrating your site or app with the gateway. Y ou can communicate with
the gateway via an HTML [122] form post or via an XML [90] query request. Please use this section to
help determine which method suits your needs best.

1.1. XML API - Preferred Method

This type of integration gives the gives you complete control of the transaction process, since requests and re-
sponses are handled within the same HTTPS connection. The use of XML allows devel opers to create their own
Windows COM objects, Java apps, PHP routines, Perl libraries, standardized Web Services, etc. If an application
can generate XML, it can process transactions. Since the XML method [90] is simply another method for
processing transactions, all gateway features remain available.

1.2. HTML Methods

The HTML Connection method [122]utilizes an HTTPS form post to pass information securely from your order
form to our transaction servers. Thismethod can be easily integrated into any website. This method can be used by
merchants who have their own secure servers and by merchants who do not have secure servers. Merchants who
do not have a secure server should use our BuyNow [135] or Split Form [129]-based protocol and merchants
who have a secure server should use our Standard Form [123]-based protocol. The Form Creation Wizard within
the Control Panel may be used to create an HTML order form for the merchant's site, which can be modified as
needed. Two advanced features available with the HTML methods are the Lookup [143] and Passback [143]
functions, which will send transaction data to a dynamic script on your server viaan HTTPS post.

1.3. Deprecated XML Method

You should not use this. This is a deprecated method. Information in included here [171] for the reference of
usersstill utilizing thisolder version. Future versions of thisdocumentation may not include information regarding
this method.

1.4. Compatible Shopping Carts

Developers are constantly building modules that integrate the gateway system with various shopping carts. There
isalist that is being added to often. To receive accessto the latest list, please submit arequest through our support
ticket system.

If the cart you would like to useis not currently compatible, please speak to the cart provider to determine if they
could add support for our gateway.

2. XML API Connection Method

The XML API connection method allows submission of XML transaction requests using APl key credentials.
With one set of credentials, a merchant can submit transactions through any of the gateways that they own. This
feature removes the necessity to have to track multiple sets of credentials and P filters.

Authentication is handled using the combination of ausername and aHMAC digest. A HMAC digest verifies both
the authenticity and data integrity for a request payload. Our implementation is based on HMAC-SHA-1 using
a 160 hit key. Y ou can read more about HMAC at Wikipedia [http://en.wikipedia.org/wiki/HMAC] or for the ad-
venturous the RFC [ http: /imww.fags.org/rfcs/rfc2104.html] isavailable. By using asignature based authentication
scheme we can validate who generated an API request and ensure that the request was not altered using aman-in-
the-middle attack [ http://en.wikipedia.org/wiki/Man-in-the-middle_attack]. To access the reporting tool you will
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sign a string containing all the request parameters you are posting to the report and then pass that in along with
your API username.

2.1. Obtaining your API Key

The reseller and/or merchant interfaces can be used to enable API access and setup and revoke API credentials.
Resellers should click on the API Access tab and follow theinstructionslisted in the Reseller Interface. Merchants
can setup their API features [23] using the Account Settings tool in the Control Panel.

2.2. Payload Signature Generation

All the XML features require a signature value to be calculated and passed through in the request. Thisis part of
the authentication process and ensures requests cannot be modified after |eaving your servers. Each XML interface
will require thisin a different input field so this chapter is just providing a general discussion of how to generate
the signature for a given payload value. The payload format is also a feature of the XML interface being used, so
refer to the XML interface specific sections discussing what the payload is.

2.2.1. Generating the PayloadSignature Value

Every module that supports the APl username/key authentication requires that some part of the request method
is signed and sent as a separate parameter of the request. Once the request is received by our servers, we create
the same signature from the request and compare the values. This type of authentication is used by many other
companies and the hash functions are free and widely available. Many languages come with these hash functions
as standard libraries. We have included examples for many popular programming languages bel ow. The examples
all use the same payload to create the hash. That payload is

<RecurDetail s> < OperationXID>12345</OperationX| D> </Recur Detail s>

Remember, each transaction will have a unique payload. These examples are simply for testing. Do not try to use
this payload or the generated PayloadSignature for your real transactions. It will not work.

Figure 3.1. Java HMAC Signature Example

mport java.util.*;
mport javax.crypto.Mac;
mport javax.crypto.spec.SecretKeySpec;
mport org.apache.commons.codec.binary.Base64,
public class HMACSignature {
private static final String EXPECTED_SIGNATURE = "4U10XiCzwOG 1IMWHOgalplUcWIiE=";
public static woid main(String[] args) throws Exception {
java.security.Security.addProvider(new com.sun.crypto.provider.SunJCE());
SecretKeySpec hmac = new SecretKeySpec( "12345678901234567800" getBytes("ASCII™),
"HmacSHA1" );
Mac mac = Mac.getinstance( hmac.getAlgorithm() );
mac.init{ hmac );
String sigload = "<RecurDetails><OperationX|D=12345<OperationX|D></RecurDetails
byte[] digest = mac.doFinal{sigLoad.getBytes("UTF8"));
String actualSignature = new String(Base64.encodeBase6d(digest), "ASCII");
if (EXPECTED_SIGNATURE.equals(actualSignature)) {
System.out.printin{"Success!™);
System.out.printin{"Signature: " + actualSignature);
1
else {
System.out.printin{"Failure!");
System.out.printin{"Expected Signature: " + EXPECTED_SIGNATURE);
System.out.printin{" Actual Signature: " + actualSignature);
'
4
}
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Figure 3.2. Perl HMAC Signature Example

my SEXPECTED_SIGMATURE = 41 0OXICzwOG1IMWHOgalplUcWIE=",
my Spayload = "=RecurDetails><OperationX1D>12345</0OperationX|D=</RecurDetails=",
use Digest:HMAC_SHA1,
my Shmac = Digest:HMAC_SHA1-=new("12345678901234567890");
$hmac-=add($payload);
# The Perl Digest lib doesn't provide the trailing '=' character
my Sactual_signature = Shmac->bG4digest . '=",
if (SEXPECTED_SIGMATURE eq $actual_signature) {
print "Successhn”;
print "Signature: "$actual_signature®n";
}else {
print "Failurehn";
print "Expected Signature: '‘SEXPECTED_SIGNATURE n";
print " Actual Signature: 'Sactual_signaturein”;
}

Figure 3.3. Ruby HMAC Signature Example

require ‘openssl'
require 'basef4’
EXPECTED_SIGNATURE = 4L OXfCzw0OG1IMWHOgalplUcWiE='
payload = "=RecurDetails><OperationX|D=12345</OperationX|D=</RecurDetails>"
key = "12345678001234567890"
digest=0OpenSSL::HMAC digest{OpenSSL::Digest:SHA1.new(key), key, payload)
actual_signature = Base64.b64encode(digest)
# For some reason, we end up with a new line character in the actual_signature...
actual_signature.chomp!
if EXPECTED_SIGNATURE eql?(actual_signature)
puts 'Success!'
puts 'Signature: ' + actual_signature
elsa
puts Failure!'
puts 'Expected Signature: ' + EXPECTED_SIGNATURE
puts ' Actual Signature: ' + actual_signature
end

Figure 3.4. ColdFusion HMAC Signature Example

<cfset expectedSignature = "4U10XICz2wOG1IMWHOgalplUcWIE="=
<cfset payload = "<RecurDetails=<OperationX1D=12345</OperationX1D=</RecurDetails>">
=cfset key = "12345678901234567890">

=cfset generatedSignature = HMAC_SHA1(key = key, payload = payload)=
<cfoutput=

Payload:<br>

#payload#

<hr=

Expected Signature: #expectedSignatured<br=

Generated Signature: #generatedSignature#

<fefoutput>
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Figure 3.5. PHP HMAC Signature Example

<?php
Sexpected = '4U10XCzwOG 1 IMWHOgalplUcWIE=";
$payload = "<RecurDetails=<0OperationX1D>12345</0perationX|D></RecurDetails=";
$key = "12345678901234567800";
#Using built in PHPS functions
Bdigest = hash_hmac('sha1', payload, $key, true);
Bactual_signature = base64_encode(digest);
#Using PEAR module
#require_once 'CrypttHMAC php';
#%hmac = new Crypt_HMAC($key,"shal"™);
#8digest = pack("H40", $hmac-=hash(trim{$payload)));
#%actual_signature = based4_encode(Sdigest);
if{fexpected == Sactual_signature) {

echo "Successhn”;

echo "Signature: $actual_signature\n",
telse {

echo "Failurehn",

echo "Expected Signature: $expectedin”,

echo " Actual Signature: Sactual_signature\n®,
} =

Figure 3.6. NET/C#HMAC Signature Example

using System;
using System.Security.Cryptography;
using Text;
string expected_signature = "4 OXfCzwOG1IMWHOgalplUcWiIE=",
string payload = "<RecurDetails><OperationX1D>12345</0perationXID></RecurDetails>";
string key = "12345678901234567890",
Encoding encoding = new UTFBEncoding();
HMACSHA1 signature = new HMACSHA1(encoding. GetBytes(key));
string actual_signature = Convert. ToBase&4String(
signature. ComputeHash(encoding.GetBytes(
payload. ToCharArray() ) )
%
if{expected_signature == actual_signature) {
Console. WriteLine("Successl);
Console. WriteLine({" Signature: {0)", actual_signature);
telse {
Console. WriteLine("Failure!");
Console. WriteLine({"Expected Signature: {0}", expected_signature);
Console.WriteLine(" Actual Signature: {0}, actual_signature);

}

2.2.2. Testing Your Signature Process

If you would like to test your signature process without having to hit our servers use the signatures generated in
the examples above as a test base. If you use the same set of parameters, your code should generate the same
signature values that are shown in the examples.

2.3. The XMLTrans2.cgi Module

Theuseof thismodule allowsareseller or merchant to submit Check and Card transactionsaswell asother requests
such as recurring transaction modification. An APl request is made up of the XML and Interface declarations,
the APICredentials element set (including PayloadSignature) and the action element set. Use this as the address
to submit your API callsto:

https: //secure.itransact.comv/cgi-bin/rc/xmltrans2.cgi
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2.3.1. MIME Type Information

The cgi is accessed with an HTTP POST and requiresa CONTENT _TY PE header to be specified. Either "appli-
cation/x-www-form-urlencoded" or "text/xml" must be used. If "application/ x-www-form-urlencoded" is sent,
then the HTTP body must contain valid form markup. See WW3 Form Spec for details at w3.org. If "text/xml" is
used then the HTTP body should only contain the XML request. If theincorrect MIME typeis used, the following
response will be sent back to your server:

Figure3.7. MIME Type Error Example

sion="1.0" standalone="yes"?>

ilureResponse>

LED</Status=>
<ErrorCategory>REQUEST_FORMAT</ErrorCategory>
<ErrorMessage>Unexpected mime type: </ErrorMessage>

</GatewayFailureResponse>

2.3.2. Tools for Testing the XMLTrans2 Module

You can run al requests through xmltrans2 in test mode in order to help with the integration process. However,
there are certain types of requestswhich require editing or using transaction datathat existsin the gateway database
- and those types of requests may be better tested by using an account in our development environment. If you are
interested in that type of access, please submit arequest to ticket.liai son@itransact.com.

For a standard, production environment account, there are three different ways to run a XML transaction in test
mode:

1. Enablethe Test Mbde checkbox in your Account Settings [19]. Please remember this turns on Test Mode for
all transactions.

2. SetuptheTest User First Nanme valueinyour merchant Account Settings[19]. Any xmltrans2 request that
you submit with a BillingAddress FirstName tag with this same value will be run as atest transaction. Thisis
only available on some transaction requests such as CreditTransaction and AuthTransaction.

3. Send through a TestMode tag with the value "TRUE". The TestMode tag which is in the TransactionControl
structure always overridesthe other test settings. This meansthat sending through TestM ode equal to "FAL SE"
will cause a transaction to always be run as a live transaction (circumventing any other settings).

2.3.3. API Payloads

The API Payload for which a signature is generated is simply the whole XML structure of the "action” in the
Gatewaylnterface (or iTransactinterface) element. For example, the payload section to sign for the following
request is highlighted in bold:

<?xm version="1.0" standal one="yes"?>
<CGat ewayl nt er f ace>
<API Cr edent i al s>
<User name>user nanme</ User nane>
<Payl oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat eway>
</ APl Cr edent i al s>
<Recur Det ai | s>
<Oper at i onXl D>12345</ Oper at i onXI D>
</ Recur Det ai | s>
</ Gat ewayl nt er f ace>

The example shows a request with the RecurDetails “action”. For any type of request, the payload will be the
entire “action” element set. The payload passed into your signature generation routines should start with the first
< character in the “action” opening element tag and should end with the last > in the closing action element tag.
We do not strip out space or carriage return/newline characters when validating the signature on our end. If you
are having problems retrieving the XML sub-structure without affecting the spacing that is present compared to
how we receive it, you might want to disable XML pretty printing. This will ensure that there are no whitespace
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charactersin your payload. Use the element section and cal cul ate the value for PayloadSignature - a unique value
for each transaction.

2.4. Requests

An API reguest is made up of the XML and Interface declarations, the APICredentials element set (including
PayloadSignature) and the action element set.

Figure 3.8. Gatewayl nterface Diagram

Gatewaylnterface APICredentials
[e] APICredentials  APICradentials o Username [1.1] string
[e] Action Action - | PayloadSignature [1..1] string
| TargetGateway  [1..1] string

[=] Action

2.4.1. Credentials
The APICredentials set are made up of the following elements:

* Username - This value is found (and can be reset) in the Account Settings [19] of the Control Panel on an
API enabled account.

» PayloadSignature - This is generated by signing the unique payload of each transaction with the API key,
which isfound (and can be reset) in the Account Settings [19] of the Control Panel on an API enabled account.

» TargetGateway - Thisisthe five digit gateway ID number of the account. Thisfield is designed for use with
theiTransact Reseller AP, but it isan optional field for the standard Gateway API.

2.4.2. Actions

This section of the request will determine which type of request is generated.

Table3.1. Actions

Action Response Description

AuthTransaction [96] TransactionResponse Performs aforce, preauth, or sale re-
quest

CreditTransaction [99] TransactionResponse Performsacredit transaction without
referencing a previous transaction

PostAuthTransaction [ 100] TransactionResponse Generates a postauth capture for a
previously authorized transaction

RecurDetails [ 109] Recur DetailsResponse Returns the number of remaining

repetitions, recipe name, and total for
arecurring transaction

RecurUpdate [ 107] RecurUpdateResponse Modifies billing information, cus-
tomer information, and/or recurring
status for an existing recurring trans-
action

TranCredTransaction [102] TransactionResponse Performs a credit transaction refer-
encing billing information from a
previous transaction
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Action

Response

Description

TranForceTransaction [ 103]

TransactionResponse

Performs a force transaction using
the billing information from a previ-
ous transaction

TranRefundTransaction [ 106]

TransactionResponse

Performs a force transaction using
the billing information from a previ-
ous transaction

TranRetryTransaction [ 104]

TransactionResponse

Performs a sale using the billing in-
formation from a previous transac-
tion

TransactionSatus [ 109]

TransactionResponse

Returns transaction information
based on VendorData elements
which can be used to determine the
status of an attempt

VoidTransaction [ 105]

TransactionResponse

Voids an auth transaction in an open
batch. If batch is aready settled, use
TranCredTransaction [102]

2.4.2.1. AuthTransaction

The AuthTransaction can be used to perform four different authorization requests. A sale request is the default
authorization type performed which is an authorization that will automatically be captured during the settlement
process. An AV SOnly credit card transaction request is a sale request run with a zero amount and can be used to
validate the AVS and CVV information on a card without actually running an authorization. A pre-auth request
is performed when the PreAuth field isincluded. This performs an authorization that will not be captured during
the settlement process until a post-auth transaction is run. A force transaction is run when an AuthCode field is
included in the request. A force transaction can be used when you have been provided an authorization code over

the phone by a processing network.

Figure 3.9. AuthTransaction Diagram

[E] AuthTransaction

[£] Accountinfa

[#] Accountinfo
[#] CustomerData

[1..1] Accountinfo
[1..11 CustomerData

[#] Orderltems Orderltems
B | Description [1..1] string
1.1 -

| Total [1..11 string

[#] RecurringData [0..1

RecurringData

[8] TransactionCaontral [0..1] TransactionCaontrol

[#] VendorData [0..11 VendorData
- wFlAuthCaode string
(51 wF|Preduth string

[#] CardAccount  CardAccount

i [8] CheckAccount  CheckAccount

[E] CustomerData

wf| Email [1.1] string
[ BillingAddress  [1.1] Address
’ | Custld [0..1] string

| [#] ShippingAddress [0..1] Address

‘ [&] Orderltems

8] ltem [1.*] Item

[t] RecurringData

| Recipe [1.1] string

ol RemReps  [1..1] string
[# Orderltems
vl Tatal [1.1] string

ol Description [1..1] string

Orderltems

[1] TransactionControl

[8] EmailText [0..1]
wfl SendCustomerEmail [0..1]
: +Fl SendMerchantEmail [0..1]
wfl TestMode [0..1]

EmailText
(SendCustomerEmailType)
(SendMerchantEmailTypel

(TestMadeType)

[ VendorData

< [@ Element [1..10] Element
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Table 3.2. AuthTransaction Elements

data

Element Description Data Type Required
Accountinfo Contains either card or|pc:Accountinfo Yes
check information
AuthCode Initiates forced transaction | CustomerData No (2)
CustomerData Customer Information pc:CustomerData Yes
Description Transaction Description | xs:string Yes(1)
Orderltems Transaction Line Items pc:Orderltems Yes(1)
Preauth Initiates a preauthorization | xs:string No (2)
RecurringData Recurring transaction in-|pc:RecurringDetail No
formation
Total Total transaction amount | xs:string Yes(1)
TransactionControl Transaction controls pc:TransactionControl No
VendorData Merchant supplied meta-|pc:VendorData No

(2) Either Orderltems or Total and Description must be provided.

(2) PreAuth and AuthCode can not be used in the same request.

For afull explanation of everything that makes up those elements, please see the schema details [114].

AuthTransaction Request Example

<?xm version="1.0"?>
<CGat ewayl nt er f ace>
<API Cr edent i al s>

<User name>user nanme</ User nane>
<Payl oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat eway>

</ API Cr edent i al s>
<Aut hTr ansacti on>
<l-- Optional.

<Aut hCode>12345</ Aut hCode>

<l-- Optional.
<Pr eaut h/ >
<Cust oner Dat a>

<Enmi | >t est @xanpl e. conx/ Enai | >

<Bi | | i ngAddr ess>

<Addr ess1>t est </ Addr ess1>

Suppl yi ng Aut hCode results in Force transaction -->

Suppl ying Preauth results in Pre-Auth transaction -->

<Addr ess2>t est 2</ Addr ess2>
<Fi r st Nane>John</ Fi r st Nane>
<Last Nane>Smi t h</ Last Nane>
<G ty>Bountiful </Cty>
<St at e>UT</ St at e>
<Zi p>84032</ Zi p>
<Count r y>USA</ Count r y>
<Phone>801- 555- 1212</ Phone>
</ Bi | | i ngAddr ess>
Opt i onal Shi ppi ngAddress -->
<Shi ppi ngAddr ess>
<Addr ess1>t est </ Addr ess1>
<Addr ess2>t est 2</ Addr ess2>
<Fi r st Nane>John</ Fi r st Nane>
<Last Nane>Smi t h</ Last Nane>
<G ty>Bountiful </Cty>
<St at e>UT</ St at e>
<Zi p>84032</ Zi p>
<Count r y>USA</ Count r y>
<Phone>801- 555- 1212</ Phone>
</ Shi ppi ngAddr ess>

97




Developer Information

<I-- Optional Custoner ID -->
<Cust | d>12345</ Cust | d>
</ Cust oner Dat a>
<l-- Can either supply Orderltens or Total and Description -->
<Orderltens>
<Itenw
<Descri pti on>t est </ Descri pti on>
<Cost >10. 00</ Cost >
<Qy>1</Qy>
</ltenp
</ Orderltems>
<Tot al >10. 00</ Tot al >
<Descri pti on>desc</ Descri pti on>
<Account | nf 0>
<l-- Can supply either CardAccount or CheckAccount -->
<Car dAccount >
-- Supply Account Nunber, ExpirationMonth and ExpirationYear or TrackData -->
<Account Nunber >5454545454545454</ Account Nurber >
<Expi rat i onMont h>01</ Expi r at i onMont h>
<Expi rat i onYear >2000</ Expi r ati onYear >
<l-- Optional CW code -->
<CVVNunber >123</ CVWWNunber >
<I-- Optional Track Data if running sw pe transaction -->
<Tr ackDat a>TRACK DATA</ Tr ackDat a>
<!-- Supply Ksn, Pin along with TrackData for Debit transactions -->
<Ksn>12345</ Ksn>
<Pi n>1234</ Pi n>
</ Car dAccount >
<CheckAccount >
<Account Nunber >123456</ Account Nunber >

<

<ABA>324377516</ ABA>

<l-- SecCode if required by processor -->
<SecCode>PPD</ SecCode>

<l-- Account Source if required by processor. Can be "checking" or "savings” -->
<Account Sour ce>checki ng</ Account Sour ce>

<l-- Account Type if required by processor. Can be "personal" or "business” -->

<Account Type>per sonal </ Account Type>
</ CheckAccount >
</ Account | nf 0>
<l-- Optional recurring comnmands -->
<Recurri ngDat a>
<Reci pe>t ext </ Reci pe>
<RenReps>1</ RenReps>
<l-- Optional - If used, supply Oderltens or Total and Description -->
<Orderltems>
<ltenpr
<Descri pti on>t est </ Descri pti on>
<Cost >10. 00</ Cost >
<Qy>1</ Qy>
</ltem>
</ Orderltenms>
<Tot al >10. 00</ Tot al >
<Descri pti on>desc</ Descri pti on>
</ Recurri ngDat a>
<l-- Optional transaction conmands -->
<Transacti onContr ol >
<SendCust oner Emai | >TRUE</ SendCust oner Enai | > <! -- TRUE/ FALSE - - >
<SendMer chant Enmai | >TRUE</ SendMer chant Enai | > <! -- TRUE/ FALSE -->
<Test Mode>TRUE</ Test Mode> <! -- TRUE/ FALSE - - >
<Enmi | Text >
<l-- Supports up to 10 Emmil Textltem fields -->
<Emai | Text |t enpt est 1</ Enmai | Text | t en> </ Emai | Text >
</ Transact i onContr ol >
<I-- Optional - This is saved and is available in the XM_. transaction report.-->
<Vendor Dat a>
<El ement >
<Narme>r epl d</ Nane>
<Val ue>1234567</ Val ue>
</ El ement >
</ Vendor Dat a>
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</ Aut hTr ansact i on>
</ Gat ewayl nt er f ace>

This request will receive a TransactionResponse [110].

2.4.2.2. CreditTransactio

Generate a credit/refund transaction for a transaction that was not originally processed through the gateway. This

n

works for both credit cards and EFTSs.

Figure 3.10. CreditTransaction Diagram

CreditTransaction Accountinfo
[e] Accountinfo [1.1] Accountinfo = [el cardAccount  CardAccount
[e] customerData [1.1] CustomerData ~ L [e] CheckAccount  CheckAccount
| Total [1.1] string
[e] TransactionControl [0..1] TransactionControl CustomerData
[e] VendorData [0..1] vendorData o Email [1.1] string

[e] BilingAddress  [1..1] Address
[e] ShippingAddress [0..1] Address

TransactionControl
[€] EmailText [0..1] EmailText
# SendCustomerEmail [0..1] string
# SendMerchantEmail [0..1] string
| TestMode [0..1] string
[E] vendorData
[el Element [1..10] Element
Table 3.3. CreditTransaction Elements
Element Description Data Type Required
Accountinfo Contains either card or|pc:Accountinfo Yes
check information
CustomerData Customer Information pc:CustomerData Yes
Total Total transaction amount | xs:string Yes
TransactionControl Transaction controls pc:TransactionControl No
VendorData Merchant supplied meta-|pc:VendorData No
data

For afull explanation of everything that makes up those elements, please see the schema details [114].

CreditTransaction Request Example

<?xm version="1.0"?>
<Gat ewayl nt er f ace>
<API Cr edenti al s>
<User nane>user name<

/ User name>

<Payl| oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>

<Tar get Gat eway>1234
</ API Cr edenti al s>
<Credi t Transacti on>

<Tot al >5. 00</ Tot al >

<Cust oner Dat a>

5</ Tar get Gat eway>

<Emai | >denmo@leno. conk/ Enai | >
<l-- Optional customid -->
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<Cust | d>12345</ Cust | d>
<Bi | I i ngAddr ess>
<Addr ess1>t est </ Addr ess1>
<Fi r st Name>John</ Fi r st Nane>
<Last Nane>Smi t h</ Last Name>
<G ty>Bountiful </City>
<St at e>UT</ St at e>
<Zi p>84032</ Zi p>
<Count r y>USA</ Count r y>
<Phone>801- 555- 1212</ Phone>
</Bi | li ngAddr ess>
<!-- Optional shipping-->
<Shi ppi ngAddr ess>
<Addr ess1>t est </ Addr ess1>
<Fi r st Namre>John</ Fi r st Nane>
<Last Nane>Smi t h</ Last Nanme>
<G ty>Bountiful </City>
<St at e>UT</ St at e>
<Zi p>84032</ Zi p>
<Count r y>USA</ Count r y>
</ Shi ppi ngAddr ess>
</ Cust oner Dat a>
<Account | nf 0>
<l-- Use for Credit card transaction. -->
<Car dAccount >
<Account Nunmber >5454545454545454</ Account Nunber >
<Expi r at i onMont h>01</ Expi r at i onMont h>
<Expi r ati onYear >2000</ Expi r at i onYear >
</ Car dAccount >
<l-- For EFT transactions. -->
<CheckAccount >
<Account Nurmber >123456</ Account Nunber >
<ABA>324377516</ ABA>
</ CheckAccount >
<l-- For NACHA transactions. -->
<CheckAccount >
<Account Nunmber >123456</ Account Nunber >
<ABA>324377516</ ABA>
<l-- Account Source if required by processor. Can be "checki ng" or "savings" -->
<Account Sour ce>checki ng</ Account Sour ce>
</ CheckAccount >
</ Account | nf 0>
<l-- Al TransactionControl elenments are optional -->
<Tr ansact i onCont r ol >
<SendCust oner Emai | >5TRUE</ SendCust oner Emai | > <! -- TRUE/ FALSE - - >
<SendMer chant Emai | >TRUE</ SendMer chant Emai | > <! -- TRUE/ FALSE -->
<Test Mode>TRUE</ Test Mbde> <! -- TRUE/ FALSE -->
<Enmmi | Text >
<l-- Up to 10 Email Textltem el enents all owed -->
<Emai | Text |t enpt est 1</ Emai | Text I t en>
</ Emai | Text >
</ Transact i onContr ol >
<l-- Optional - This is saved and is available in the XML transaction report.-->
<Vendor Dat a>
<El enent >
<Name>r epl d</ Name>
<Val ue>1234567</ Val ue>
</ El emrent >
</ Vendor Dat a>
</ Credit Transacti on>
</ Gat emwayl nt er f ace>

This request will receive a TransactionResponse [110].
2.4.2.3. PostAuthTransaction

Thiswill generate a postauth (capture) for a previously run pre-auth transaction. The OperationXID field should
contain the XID for the original preauth.
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Figure 3.11. PostAuthTransaction Diagram

PostAuthTransaction TransactionControl
| OperationxID [1.1] string [e] EmailText [0.1] EmailText
o Total [0.1] string | SendCustomerEmail [0..1] string
[] TransactionControl [0..1] TransactionControl | SendMerchantEmail [0..1] string
[e] VendorData [0..1] VendorData o TestMode [0.1] string
VendorData

[e] Element [1..10] Element

Table 3.4. PostAuthTransaction Elements

Element Description Data Type Required
OperationX|D XID of preauth transaction | xs:string Yes
Total Total transaction amount|xs:string No
if different from preauth
amount
TransactionControl Transaction controls pc: TransactionControl No
VendorData Merchant supplied meta-|pc:VendorData No
data

For afull explanation of everything that makes up those elements, please see the schema details [114].

PostAuthTransaction Request Example

<?xm version="1.0"?>
<CGat ewayl nt er f ace>
<API Cr edent i al s>
<User nanme>user nane</ User nane>
<Payl| oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat eway>
</ APl Cr edenti al s>
<Post Aut hTr ansact i on>
<Qper at i onXl D>3535353</ Oper at i onX| D>

<l-- Optional - WII use original transaction amount if not specified in Total -->
<Tot al >5. 00</ Tot al >
<l-- Al TransactionControl elenents are optional including TransactionControl -->

<Tr ansact i onContr ol >
<SendCust oner Emai | >TRUE</ SendCust oner Emai | > <! -- TRUE/ FALSE - - >
<SendMer chant Emai | >TRUE</ SendMer chant Emai | > <! -- TRUE/ FALSE -->
<Test Mode>TRUE</ Test Mbde> <! -- TRUE/ FALSE -->
<Enmmi | Text >
<l-- Up to 10 Email Textltem el ements all owed -->
<Emai | Text |t enpt est 1</ Emai | Text I t en>
<Emmi | Text | t enpt est 2</ Enmi | Text | t en®
<Emmi | Text | t enpt est 3</ Emai | Text |t en>
<Emai | Text | t en>t est 4</ Enmi | Text | t en®
<Emmi | Text | t enpt est 5</ Emai | Text I t en>
<Emmi | Text | t en>t est 6</ Enmmi | Text | t en®
<Emmi | Text | t enpt est 7</ Emai | Text I t en>
<Emmi | Text | t en>t est 8</ Enmmi | Text | t en®
<Emmi | Text | t enpt est 9</ Emai | Text I t en>
<Enmi | Text | t et est 10</ Emai | Text | t em>
</ Emai | Text >
</ Tr ansact i onContr ol >
<I-- Optional - This is saved is available in the XM_. transaction report. -->
<Vendor Dat a>
<El enent >
<Nane>r epl d</ Name>
<Val ue>1234567</ Val ue>
</ El ement >
</ Vendor Dat a>
</ Post Aut hTr ansact i on>
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</ Gat ewayl nt er f ace>
This request will receive a TransactionResponse [110].
2.4.2.4. TranCredTransaction

This will generate arefund for a previously run transaction. The OperationXID field should contain the XID for
the original transaction.

Figure 3.12. TranCredTransaction Diagram

TranCredTransaction TransactionControl
| OperationXID [1.1] string [€] EmailText [0.1] EmailText
o Total [1.1] string | SendCustomerEmail [0..1] string
[e] TransactionControl [0..1] TransactionControl | SendMerchantEmail [0..1] string
[e] VendorData [0..1] VendorData # TestMode [0..1] string

VendorData
[e] Element [1..10] Element

Table 3.5. TranCredTransaction Elements

Element Description Data Type Required
OperationX|D XID of preauth transaction | xs:string Yes
Total Total transaction amount|xs:string Yes
if different from preauth
amount
TransactionControl Transaction controls pc: TransactionControl No
VendorData Merchant supplied meta-|pc:VendorData No
data

For afull explanation of everything that makes up those elements, please see the schema details[114].

TranCredTransaction Request Example

<?xm version="1.0"?>
<Gat ewayl nt er f ace>
<API Cr edent i al s>
<User nane>user nane</ User nane>
<Payl oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat eway>
</ API Cr edent i al s>
<Tr anCr edTr ansact i on>
<Oper at i onXl D>3535353</ Oper at i onX| D>
<Tot al >5. 00</ Tot al >
<l-- Al TransactionControl elenents are optional including TransactionControl -->
<Tr ansact i onContr ol >
<SendCust oner Emai | >TRUE</ SendCust oner Emai | > <! -- TRUE/ FALSE - - >
<SendMer chant Emai | >TRUE</ SendMer chant Emai | > <! -- TRUE/ FALSE -->
<Test Mode>TRUE</ Test Mbde> <! -- TRUE/ FALSE - ->
<Emai | Text> <!-- Up to 10 Emmil Textltem el enents al | oned -->
<Emmi | Text | t enpt est 1</ Enmi | Text | t en®
<Emmi | Text | t enpt est 2</ Emai | Text I t en>
<Emmi | Text | t en>t est 3</ Enmi | Text | t en®
<Emai | Text | t enpt est 4</ Emai | Text I t en>
<Enmi | Text | t en>t est 5</ Enmmi | Text | t en®
<Emmi | Text | t enpt est 6</ Emai | Text It en>
<Emmi | Text | t enpt est 7</ Enmai | Text | t en®
<Enmmi | Text |t enpt est 8</ Emai | Text |t en>
<Enmi | Text | t enpt est 9</ Enmi | Text | t en®
<Emmi | Text |t enpt est 10</ Emai | Text | t en>
</ Emai | Text >
</ Transact i onContr ol >
<l-- Optional - This is saved is available in the XM transaction report. -->
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<Vendor Dat a>
<El enent >
<Nane>r epl d</ Name>
<Val ue>1234567</ Val ue>
</ El emrent >
</ Vendor Dat a>
</ TranCr edTr ansacti on>
</ Gat ewayl nt er f ace>

This request will receive a TransactionResponse [110].
2.4.2.5. TranForceTransaction

If you can obtain avalid authorization code, this can be used to generate a Force (capture) for a previously failed
transaction. Obtain a voice approval from the credit card processor's voice approval center and use that as value
for the AuthCode. The OperationXID field should contain the XID for the original failed transaction.

Figure 3.13. TranForceTransaction Diagram

TranForceTransaction TransactionControl
| AuthCode [1.1] string [e] EmailText [0..1] EmailText
i OperationXID [1.1] string ## SendCustomerEmail [0..1] string
## Total [0..1] string sl SendMerchantEmail [0..1] string
[€] TransactionControl [0..1] TransactionControl o TestMode [0..1] string
[e] VendorData [0..1] VendorData

VendorData
[e] Element [1..10] Element

Table 3.6. TranForceTransaction Elements

Element Description Data Type Required
AuthCode Authorization code from|xs:string Yes
processor
OperationXID XID of previous transac- |xs:string Yes
tion
Total Total transaction amount | xs:string No
TransactionControl Transaction controls pc: TransactionControl No
VendorData Merchant supplied meta-|pc:VendorData No
data

For afull explanation of everything that makes up those elements, please see the schema details [114].

TranForceTransaction Request Example

<?xm version="1.0"7?>
<Gat ewayl nt er f ace>
<API Cr edent i al s>
<User name>user nanme</ User nane>
<Payl| oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat eway>
</ APl Cr edent i al s>
<Tr anFor ceTransacti on>
<QOper at i onXl D>3535353</ Oper at i onX| D>
<Aut hCode>1234</ Aut hCode>
<I-- Optional - WII use original transaction anount if not specified here -->
<Tot al >5. 00</ Tot al >
<Transacti onContr ol >
<SendCust oner Emai | >5TRUE</ SendCust oner Emai | > <! -- TRUE/ FALSE - - >
<SendMer chant Emai | >STRUE</ SendMer chant Emai | > <!-- TRUE/ FALSE - - >
<Test Mode>TRUE</ Test Mode> <! -- TRUE/ FALSE - - >
<Emai | Text> <!-- Up to 10 Emmil Textltem el enents al | oned -->
<Emai | Text |t enpt est 1</ Enmi | Text | t em>
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<Emmi | Text | t enpt est 2</ Emai | Text I t en>
<Emmi | Text | t en>t est 3</ Enmi | Text | t en®
<Emmi | Text | t enpt est 4</ Emai | Text I t en>
<Emmi | Text | t en>t est 5</ Enmmi | Text | t en®
<Emmi | Text | t enpt est 6</ Emai | Text It en>
<Emmi | Text | t enpt est 7</ Emai | Text | t en>
<Emmi | Text |t enpt est 8</ Emai | Text It en>
<Enmi | Text | t en>t est 9</ Enmi | Text | t en®
<Emmi | Text |t enpt est 10</ Emai | Text | t en>
</ Emai | Text >
</ Transact i onControl >
<l-- Optional. This is saved and is available in the XM transaction report. -->
<Vendor Dat a>
<El enent >
<Name>r epl d</ Name>
<Val ue>1234567</ Val ue>
</ El emrent >
</ Vendor Dat a>
</ TranFor ceTr ansact i on>
</ Gat ewayl nt er f ace>

This request will receive a TransactionResponse [110].
2.4.2.6. TranRetryTransaction

This will generate a sale transaction from a previoudly failed or successful transaction. The OperationXID field
should contain the X1D for the original transaction.

Figure 3.14. TranRetryTransaction Diagram

TranRetryTransaction TransactionControl
4] OperationXID [1..1] string [€] EmailText [0..1] EmailText
[e] TransactionControl [0..1] TransactionControl &f| SendCustomerEmail [0..1] (SendCustomerEmailType)
[&] vendorData (0..1] WendorData Lf] SendMerchantEmail  [0..1] (SendMerchantEmailType)
[€] Orderitems Orderitems Ll TestMode [0..1] (TestModeType)
£ | Description [1..1] string
C Bl Tonl [1.1] sting i VendorData |

| [€] Element [1..10] Element |

Orderltems

e [€] tem [1.*] hem

Table 3.7. TranRetryTransaction Elements

Element Description Data Type Required
Description Transaction description xs:string No (1)
OperationXID XID of previous transac- |xs:.string Yes

tion
Total Total transaction amount | xs:string No (1)
Description Transaction Description  |xs:string No (1)
Orderltems Transaction Line Items pc:Orderltems Yes
TransactionControl Transaction controls pc:TransactionControl No
VendorData Merchant supplied meta-|pc:VendorData No
data

(1) Total and Description are optional, but if one is used the other must be provided.
For afull explanation of everything that makes up those elements, please see the schema details[114].

TranRetryTransaction Request Example

<?xm version="1.0"?>
<Gat ewayl nt er f ace>
<API Cr edent i al s>
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<User nane>user nane</ User nanme>
<Pay| oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat eway>
</ APl Credent i al s>
<TranRetryTransacti on>
<Oper at i onXl D>3535353</ Qper at i onX| D>
<I-- Optional. Description and Total are optional but if used,
both fields nust be passed through -->
<Descri pti on>1. 00</ Descri pti on>
<Tot al >1. 00</ Tot al >
<I-- Al TransactionControl elenents are optional including TransactionControl -->
<Transact i onContr ol >
<SendCust oner Enmai | >TRUE</ SendCust oner Enai | > <! -- TRUE/ FALSE - - >
<SendMer chant Emai | >TRUE</ SendMer chant Enmi | > <! -- TRUE/ FALSE - - >
<Test Mode>TRUE</ Test Mbde> <! -- TRUE/ FALSE -->
<Emmi | Text> <!-- Up to 10 Email Textltem el ements al | oned -->
<Enmi | Text | t en>t est 1</ Emai | Text | t en®
<Emai | Text | t enpt est 2</ Enmi | Text | t en>
<Enmi | Text | t en>t est 3</ Emai | Text | t en®
<Emai | Text | t enpt est 4</ Enmi | Text | t en>
<Enmi | Text | t enpt est 5</ Emai | Text | t en®
<Emai | Text | t enpt est 6</ Enmi | Text | t em>
<Enmi | Text | t en>t est 7</ Emai | Text | t en®
<Emai | Text | t enpt est 8</ Enmi | Text | t em>
<Enmi | Text | t en>t est 9</ Emai | Text | t en®
<Emai | Text |t enpt est 10</ Enmi | Text | t en>
</ Emai | Text >
</ Transact i onContr ol >
<I-- Optional. This is saved and is available in the XM transaction report. -->
<Vendor Dat a>
<El ement >
<Narme>r epl d</ Name>
<Val ue>1234567</ Val ue>
</ El ement >
</ Vendor Dat a>
</ TranRet ryTr ansacti on>
</ Gat ewayl nt er f ace>

This request will receive a TransactionResponse [110].
2.4.2.7. VoidTransaction

This can be used to void any sale, credit, or refund transaction if processed prior to the daily batch settlement.

Figure 3.15. VoidTransaction Diagram

‘oidTransaction TransactionControl
# OperationXID [1.1] string [e] EmailText [0.1] EmailText
[e] TransactionControl [0..1] TransactionControl # SendCustomerEmail [0..1] string
[e] VendorData [0..1] VendorData il SendMerchantEmail [0..1] string
o TestMode [0.1] string
VendorData
[€] Element [1..10] Element

Table 3.8. VoidTransaction Elements

Element Description Data Type Required
OperationXID XID of previous transac- |xs.string Yes
tion
TransactionControl Transaction controls pc: TransactionControl No
VendorData Merchant supplied meta-|pc:VendorData No
data
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For afull explanation of everything that makes up those elements, please see the schema details [114].

VoidTransaction Request Example

<?xm version="1.0"?>
<Gat ewayl nt er f ace>
<API Credenti al s>
<User nane>user nane</ User nane>
<Pay| oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat eway>
</ API Cr edenti al s>
<Voi dTr ansacti on>
<Oper at i onXl D>3535353</ Oper at i onXl| D>
<I-- Al TransactionControl elenents are optional including TransactionControl -->
<Tr ansacti onControl >
<SendCust oner Emai | >TRUE</ SendCust onmer Emai | > <! -- TRUE/ FALSE -->
<SendMer chant Emai | >TRUE</ SendMer chant Emai | > <!-- TRUE/ FALSE - - >
<Test Mbode>TRUE</ Test Mbde> <! -- TRUE/ FALSE -->
<Emai | Text> <!-- Up to 10 Email Textltem el enents al | owed -->
<Enmmi | Text |t enpt est 1</ Enmi | Text | t en>
<Emai | Text | t enpt est 2</ Emai | Text | t en®
<Emmi | Text | t enpt est 3</ Enmi | Text | t en>
<Emai | Text | t enpt est 4</ Emai | Text | t en®
<Enmmi | Text |t enpt est 5</ Enmi | Text | t en>
<Emai | Text | t enpt est 6</ Emai | Text | t en®
<Enmmi | Text |t enpt est 7</ Enmi | Text | t en>
<Emai | Text | t en>t est 8</ Emai | Text | t en®
<Enmmi | Text |t enpt est 9</ Enmi | Text | t en>
<Emai | Text | t en>t est 10</ Emai | Text | t en>
</ Emai | Text >
</ Tr ansact i onCont r ol >
<I-- Optional. This is saved and is available in the XM_ transaction report. -->
<Vendor Dat a>
<El enent >
<Nane>r epl d</ Nane>
<Val ue>1234567</ Val ue>
</ El enent >
</ Vendor Dat a>
</ Voi dTr ansact i on>
</ Gat ewayl nt er f ace>

This request will receive a TransactionResponse [ 110].
2.4.2.8. TranRefundTransaction

This can be used to void any sale, credit, or refund transaction if processed prior to the daily batch settlement.

Figure 3.16. TranRefundTransaction Diagram

TranRetryTransaction TransactionControl
| OperationxID [1.1] string [e] EmailText [0.1] EmailText
[¢] TransactionControl [0..1] TransactionControl | SendCustomerEmail [0..1] string
[e] vendorData [0..1] VendorData £l SendMerchantEmail [0..1] string
# Description [L.1] string o TestMode [0.1] string
(%1 o Total [1.1] string
VendorData
[¢] Element [1..10] Element

Table 3.9. TranRefundTransaction Elements

Element Description Data Type Required
OperationXID XID of previous transac- |xs.string Yes
tion
TransactionControl Transaction controls pc: TransactionControl No
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Element Description Data Type Required

VendorData Merchant supplied meta-|pc:VendorData No

data

For afull explanation of everything that makes up those elements, please see the schema details[114].

TranRefundTransaction Request Example

<?xm version="1.0"?>
<Gat ewayl nt er f ace>
<AP| Cr edenti al s>

<User nane>user nanme</ User nane>
<Payl oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat eway>

</ API Cr edenti al s>
<Tr anRef undTr ansact i on>
<QOper at i onXl D>3535353</ Oper at i onX| D>

<l--

<I-- Al TransactionControl elenments are optional including TransactionControl -->
<Transacti onControl >
<SendCust oner Emai | >TRUE</ SendCust oner Emai | > <! -- TRUE/ FALSE - - >
<SendMer chant Emai | >TRUE</ SendMer chant Emai | > <! -- TRUE/ FALSE -->
<Test Mode>TRUE</ Test Mbde> <! -- TRUE/ FALSE - - >
<Emai | Text> <!-- Up to 10 Emmil Textltem el enents al | oned -->
<Emai | Text | t enpt est 1</ Emai | Text | t en®
<Enmmi | Text | t enpt est 2</ Enmi | Text | t en>
<Emai | Text | t et est 3</ Emmi | Text | t en®
<Enmmi | Text |t enpt est 4</ Enmi | Text | t en>
<Emmi | Text | t enpt est 5</ Emai | Text | t en®
<Enmmi | Text | t en>t est 6</ Enmi | Text | t en>
<Emmi | Text | t enpt est 7</ Emai | Text | t en®
<Enmmi | Text | t en>t est 8</ Enmi | Text | t em>
<Emai | Text | t enpt est 9</ Emmi | Text | t en®
<Enmmi | Text |t en>t est 10</ Emai | Text | t en>
</ Emai | Text >
</ Transacti onContr ol >
Optional. This is saved and is available in the XM transaction report. -->
<Vendor Dat a>
<El ement >
<Name>r epl d</ Name>
<Val ue>1234567</ Val ue>
</ El emrent >
</ Vendor Dat a>

</ TranRef undTr ansact i on>
</ Gat ewayl nt er f ace>

This request will receive a TransactionResponse [110].

2.4.2.9. RecurUpdate

Thisrequest allowsyou to modify the transaction information and recurring commands for arecurring transaction.

Figure 3.17. Recur Update Diagram

RecurUpdate Accountinfo

[e] Accountinfo  [0..1] Accountinfo _ [l cardAccount  CardAccount

[e] CustomerData [0..1] CustomerData & [e] CheckAccount  CheckAccount

ol OperationXID  [1..1] string

[e] ordertterns [1.1] Orderttems CustomerData

ol Description [1.1] string o Email [1.1] string
- o Total [1..1] string = [e] BilingAddress  [1..1] Address

il Recipe [0..1] string [] ShippingAddress [0..1] Address

| RemReps [0..1] string

[E] Orderltems
[e] ltern [1.#] Item

107




Developer Information

Table 3.10. Recur Update Elements

Element Description Data Type Required
Accountinfo Contains either card or|pc:Accountinfo No (2)
check information
CustomerData Customer information pc:CustomerData No (2,3)
Description Transaction description Xs:string No (1,2)
OperationXID XID of previous transac- |xs:string Yes
tion
Orderltems Transaction line items pc:Orderltems No (1,2)
Recipe Recurring recipe name Xs.string No (2)
RemReps Remaining recurring repe- | pc:VendorData No (2)
titions
Total Total transaction amount|xs:string No (1,2)
if different from previous
amounts

(2) If used only one of Orderltems or Total and Description must be provided although all are optional.

(2) Other than OperationXID, all of the child elements of RecurUpdate are individually optional but you must
pass one of Recipe, RemReps, Customer Data, Orderltems or Total.

(3) The CustomerData element in RecurUpdate only requires one of the following sub-elements to be provided:
AccountInfo, Email, BillingAddress, Custld or ShippingAddress.

For afull explanation of everything that makes up those elements, please see the schema details[114].

Recur Update Request Example

<?xm version="1.0"?>
<Gat ewayl nt er f ace>
<API Credent i al s>
<User name>user nane</ User nane>
<Payl| oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat eway>
</ APl Credent i al s>
<l-- Oher than OperationXID, all of the child el enents of RecurUpdate
are individually optional but you nust pass
one of Recipe, RenReps, CustonerData, Oderltens or Total -->
<Recur Updat e>
<Oper at i onXl D>3535353</ Oper at i onX| D>

<l-- Optional.-->
<RenReps>123</ RenReps>
<l-- Optional.-->
<Reci pe>Reci pe Nane</ Reci pe>
<I-- Optional. WII update custoner info tied to recurring transaction if passed -->

<Cust oner Dat a>
<Emai | >deno@leno. conk/ Enmi | >
<Cust | d>12345</ Cust | d>
<l-- Optional -->
<Bi | I i ngAddr ess>
<Addr ess1>t est </ Addr ess1>
<Fi r st Name>John</ Fi r st Nane>
<Last Nane>Smi t h</ Last Name>
<G ty>Bountiful </City>
<St at e>UT</ St at e>
<Zi p>84032</ Zi p>
<Count r y>USA</ Count r y>
<Phone>801- 555- 1212</ Phone>
</Bi | lingAddress>
<l-- Optional -->
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<Shi ppi ngAddr ess>
<Addr ess1>t est </ Addr ess1>
<Fi r st Nanme>John</ Fi r st Nane>
<Last Nanme>Smi t h</ Last Nanme>
<Ci ty>Bountiful </City>
<St at e>UT</ St at e>
<Zi p>84032</ Zi p>
<Count r y>USA</ Count r y>

</ Shi ppi ngAddr ess>

<l-- Optional. WII| update customer info tied to recurring transaction if passed-->
<Account | nf 0>
<l-- For Credit card transactions. -->

<Car dAccount >
<Account Nunmber >5454545454545454</ Account Nunber >
<Expi rat i onMont h>01</ Expi r at i onMont h>
<Expi rat i onYear >2000</ Expi r ati onYear >
<CWNunber >123</ CWNunber><!-- CW is Optional -->
</ Car dAccount >
<l-- For EFT transactions. -->
<CheckAccount >
<Account Nunmber >123456</ Account Nunber >
<ABA>324377516</ ABA>
</ CheckAccount >
</ Account | nf 0>
</ Cust oner Dat a>
<l-- Only one of Orderltens or Total elenents may be passed in but neither is required -->
<Orderltens>
<ltenpr
<Descri pti on>i t enll</ Descri pti on>
<Cost >5</ Cost >

<Qy>1</ Qy>
</ltenr
</ O derltens>
<l-- To use the Total elenent the original transaction can only have
one itemassociated with it -->

<Tot al >5. 00</ Tot al >
</ Recur Updat e>
</ Gat ewayl nt er f ace>

This request will receive a RecurUpdateResponse [113].
2.4.2.10. RecurDetails

Thisreguest allows you to query for details on an existing recurring transaction. This includes information about
the recurring details as well as information that helps determine if the credit card tied to the recurring transaction
isexpired or set to expire soon.

Recur Details Request Example

<?xm version="1.0"?>
<Gat ewayl nt er f ace>
<API Cr edent i al s>
<User nane>user nanme</ User nane>
<Payl oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat eway>
</ APl Cr edenti al s>
<Recur Det ai | s>
<QOper at i onXl D>3535353</ Oper at i onX| D>
</ Recur Det ai | s>
</ Gat ewayl nt er f ace>

This request will receive a RecurDetail sResponse [113].
2.4.2.11. TransactionStatus

The TransactionStatus request provides a way to determine the status of a request that was interrupted for some
reason. For atransaction where the response was lost, the transaction XID would be unknown to the client. To be
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able to use this request you needed to have passed through a unique transaction identifier of your own using the
VendorData elements which can be passed through with the original request. Ideally you would pass through a
unique 1D with every request, although this request will do the request based on multiple VendorData elements.
If more than one record is matched based on the passed VendorData the first matching transaction will be used
to generate the response. The response will contain a warning message in the WarningMessage field indicating
that multiple transactions were matched in this case. Please note that thisis NOT a search tool since it does not
return multiple responses. Thistool was also not written to automate the massretrieval of past transaction history.

Please use the Transaction Report API [163] interface for that purpose.

Figure 3.18. TransactionStatus Diagram

TransactionStatus VendorData

[e] vendorData [1..1] VendorData «[€] Element [1..10] Element

Table3.11. TransactionStatus Elements

Element Description Data Type Required
TransactionControl Transaction controls pc: TransactionControl No but only TestMode is
supported
VendorData Merchant supplied meta-|pc:VendorData Yes
data

TransactionStatus Request Example

<?xm version="1.0"?>
<Gat ewayl nt er f ace>
<API Cr edent i al s>
<User nanme>user nane</ User nane>
<Payl oadSi gnat ur e>si gnat ur e</ Payl oadSi gnat ur e>
<Tar get Gat eway>12345</ Tar get Gat eway>
</ APl Cr edenti al s>
<Tr ansacti onSt at us>
<Vendor Dat a>
<El enent >
<Nanme>f i el d1</ Nane>
<Val ue>1234567</ Val ue>
</ El enent >
<El enent >
<Nanme>f i el d2</ Nane>
<Val ue>6789123</ Val ue>
</ El enent >
</ Vendor Dat a>
</ Transact i onSt at us>
<Tr ansacti onContr ol >
<Test Mbde>FALSE</ Test Mbde>
</ Tr ansact i onCont r ol >
</ Gat ewayl nt er f ace>

This request will receive a TransactionResponse [109].

2.5. Responses

All API requests will receive some type of response providing data or an indication of the the outcome of the
request. These responses are returned as a string of XML in the same connection as the request.

2.5.1. TransactionResponse

All of the “transaction” requests including TransactionStatus return the TransactionResponse [110] structure.
The primary element is TransactionResult. The customer data fields are populated with data from the request and/

or as designated by the OperationXID field in the request.
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Figure 3.19. TransactionResponse - TransactionResult Diagram

TransactionResult

@ AuthAmount

L¢l AuthCode

@ AVSCategory

@ AVSResponse

@ Balance

@ CardLevel

f’j CardName

[8] CustomerData

@ CVW2Response

@ ErrorCategory

f’j ErrorMessage

f’j PurchaseCardLevel
f’j Status

f’j TestMode

f’j TimeStamp

f’j Total

f’j WarningMessage
Sl XID
EReFundTransactionType [0..

1]
1]
1
1]

1]

.1

1]

1]

1]

.1

1]

1

1

1

1

1]

1

1

string

string
(AVSCategoryType)
string

string
(CardLevelType)
(CardNameType)
CustomerData
string
(ErrorCategoryType)
string
(PurchaseCardLevelType)
(StatusType)
(TestModeType)
string

string

string

string

(RefundTransactionTypeType)

Table 3.12. TransactionResult Elements

[= (AVSCategoryType)
[=] (CardLevelType)
[=] (CardNameType)

CustomerData

L¢l Email
[&] BillingAddress [1..1]
£¢l Custld [0..1]
[8] ShippingAddress [0..1]

[1..1] string

string

Address

Address

[=] (PurchaseCardLevelType)

[EI (RefundTransactionTypeType ]]

Element Description Data Type Provided
AuthAmount Amount authorized Xs:string Yes
AuthCode Transaction authorization|xs:string Yes

code
AV SCategory Address verification re-|pc:AV SCategory Yes
sponse category
AV SResponse Address verification re-|xs:string Yes
sponse
Balance Funds available on card ac- | xs:string If Available
count
CardLevel The card service level pc:CardLevel Type If Available
CardName Typeof credit card used  |pc:CardName Yes
CustomerData Customer information pc:CustomerData Yes
CVV2Response Security code verification|xs:string Yes
response
ErrorCategory Error category pc:ErrorCategory Yes
ErrorMessage Error message Xs:string Yes
PurchaseCardL evel Indicates if card is a pur-|pc:PurcahseCardLevel If Available
chase card
RefundTransactionType | Indicates refund type pc:RefundTransactionType| If Available
Status Transaction status pc:Status Yes
TestMode Indicatesif transaction was| pc: TrueFal se Yes
runin test mode
TimeStamp Date and time of transac-|xs:string Yes
tion
Total Total transaction amount|xs:string Yes

if different from previous
amounts
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Element Description Data Type Provided
WarningM essage Warning message xs:string Yes(1)
XID Unique transaction identi-|xs:string Yes
fier assigned by the gate-
way

(2) Thisis currently only used with the TransactionStatus action in the case that more than one transaction is
matched by the supplied Vendor Data el ements.

TransactionResponse Example

<?xm version="1.0" standal one="yes" ?>
<CGat ewayl nt er f ace>
<Tr ansact i onResponse>
<Transacti onResul t >

<Status>text</Status> <!-- WII| be one of: error, fail, FAILED ok -->
<Err or Cat egor y>t ext </ Er r or Cat egor y>
<l-- ErrorCategory will be one of

AVS_FAI LURE - Transaction will be automatically voi ded.
CW2_FAI LURE - Transaction will be automatically voided.
I NTERNAL_ERROR - Sormet hi ng unexpect ed happened. Refer to the nessage
PROCESSOR_ERROR - Sonet hi ng such as DECLI NED, etc .
PROCESSOR FAI L -
REQUEST FORMAT - Request received has an invalid fornmat.
REQUEST_VALI DATION - XML content is invalid. -->
<Err or Message>t ext </ Err or Message>

<l-- ErrorMessage coul d be anything. -->
<Aut hAnount >5. 00</ Aut hAnount >
<l-- Actual authorized amount. -->
<Aut hCode></ Aut hCode>
<l-- Authorization code received from processi ng network. -->

<AVSCat egor y></ AVSCat egor y>
<l-- AVSCategory w |l be one of
address - Address Matched
address_postal - Address and postal patched
address_zi p5 - Address and five digit zip matched
address_zi p9 - Address and nine digit zip matched
address_ok_postal _format_error - Address natched, postal format error
gl obal _non_participant - International with no AVS support
international _address_not_verified - International with no AVS support
no_match - No address or postal match
no_response - No response
not allowed - Not all owed
postal - Postal match
postal _ok_address_format _error - Postal matched, address format error
servi ce_not _supported - AVS service not supported for card
unavai |l abl e - AVS service unavail abl e.
zip5 - Five digit zip matched
zip9 - Nne digit zip matched -->
<AVSResponse></ AVSResponse>

<l-- AVSResponse is actual AVS response received fromthe processing network. -->
<Bal ance></ Bal ance>

<l-- Avail abl e account funds if provided by processor -->
<Car dLevel ></ Car dLevel >

<l-- This identifies the card service level if provided by processor. -->

<Car dNane></ Car dNanme>
<l-- CardNane will be one of: American Express
Austral i an Bankcard

Di scover
Di ners Club/Carte Bl anche
enRout e
Japanese Credit Bureau
Mast er Car d
Visa -->
<CWVW2Response></ CVW2Response>
<I-- CW2Response is actual CW response received fromthe processi ng network. -->

<Pur chaseCar dLevel ></ Pur chaseCar dLevel >
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<I-- ldentifies purchase card type if provided by processor. -->
<Ti meSt anp></ Ti neSt anp>
<Test Mode>FALSE</ Test Mode>
<l-- TestMdde indicates the test status of your gateway account. TRUE/ FALSE -->
<Tot al ></ Tot al >
<XI D></ XI D>
<Cust oner Dat a>
<Bi | I i ngAddr ess>
<Addr ess1></ Addr ess1>
<Cty></Cty>
<Fi r st Name></ Fi r st Nane>
<Last Nane></ Last Nanme>
<St at e></ St at e>
<Zi p></ Zi p>
<Count r y></ Count ry>
<Phone></ Phone>
</ BillingAddress>
<Shi ppi ngAddr ess>
<Addr ess1></ Addr ess1>
<Cty></Cty>
<Fi r st Name></ Fi r st Nane>
<Last Nane></ Last Narme>
<St at e></ St at e>
<Zi p></ Zi p>
<Count ry></ Count ry>
<Phone></ Phone>
</ Shi ppi ngAddr ess>
</ Cust oner Dat a>
</ Transacti onResul t >
</ Tr ansact i onResponse>
</ Gat ewayl nt er f ace>

2.5.2. RecurUpdateResponse

The RecurUpdate request will generate aresponse like this:

<?xm version="1.0" standal one="yes" ?>
<Gat ewayl nt er f ace>
<Recur Updat eResponse>
<St at us>ok</ St at us>
<Er r or Cat egor y></ Er r or Cat egor y>
<Err or Message></ Err or Message>
<Ti neSt anp>20060621154341</ Ti neSt anp>
<Test Mode>FALSE</ Test Mode> <! -- TRUE/ FALSE -->
<Recur Det ai | s>
<RenReps>10</ RenReps>
<Reci peNanme>dai | y</ Reci peNanme>
<Recur Tot al >1. 00</ Recur Tot al >
</ Recur Det ai | s>
</ Recur Updat eResponse>
</ Gat ewayl nt er f ace>

2.5.3. RecurDetailsResponse

The RecurDetails request will generate aresponse like this:

<?xm version="1.0" standal one="yes" ?>
<Gat ewayl nt er f ace>
<Recur Det ai | sResponse>
<St at us>ok</ St at us>
<Er r or Cat egor y></ Er r or Cat egor y>
<Error Message></ Err or Message>
<Ti meSt anp>20060621154341</ Ti meSt anp>
<Test Mode>FALSE</ Test Mode> <!-- TRUE/ FALSE -->
<Recur Det ai | s>
<Car dExpi r ed>FALSE</ Car dExpi red> <!-- TRUE/ FALSE -->
<Car dExpi resW t hi nThi rt y>FALSE</ Car dExpi resWt hi nThirty> <!-- TRUE/ FALSE -->
<Car dLast Four >1234</ Car dLast Four >
<Car dName>Vi sa</ Car dName>
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<RenmReps>10</ RenReps>
<Reci peNane>dai | y</ Reci peNane>
<Recur Tot al >1. 00</ Recur Tot al >
</ Recur Det ai | s>
</ Recur Det ai | sResponse>
</ Gat ewayl nt er f ace>

2.6. Schema Detalls

Thisisalistin alphabetical order of al of the elementsthat can be used with the API requests and the sub-elements
that make up those elements.

2.6.1. Accountinfo

This is used to pass the account information for a payment. It is required for AuthTransaction [96] and Cred-
itTransaction [99]. It is optional for RecurUpdate [107]. If used, only one payment type may be passed.

Figure 3.20. Accountinfo Diagram

Accountinfo CardAccount
8| CardAccount CardAccount | AccountNumber [1.1] string
[e] CheckAccount  CheckAccount #E| ExpirationMaonth  [1..1] string
- = ExpirationYear [1.1] string
= £/ CWNumber [0..1] string
#El TrackData [1.1] string
=El Pin [1.1] string
s Fl Ksn [1..1) string

CheckAccount

=Fl ABA [1.1] string
=/ AccountNumber [1.1] string
=/ AccountSource  [0.1] (AccountSourceType)

=fl SecCode [0.1) string

&l AccountType [0.1) (AccountTypeType)

Table 3.13. Accountlnfo Elements

Field Description Data Type
CardAccount Card data pc:CardAccount
CheckAccount Checking account data pc:CheckAccount

2.6.2. Address

This set can be used to for BillingAddress and ShippingAddress as sub-sets of CustomerData . Both sets are
supported AuthTransaction [96], CreditTransaction [99], and RecurUpdate [107]. ShippingAddress is
always optional. BillingAddressis optional for RecurUpdate, but required for the other two requests.

Figure 3.21. Address Diagram

[&] Address
o Addressl [1.1] string
= City [1.1] string
o Country  [1..1] string
o FirstName [1..1] string
o/ LastName [1..1] string
| Phone [1.1] string
#fl State [1.1] string
= Zip [1.1] string
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Table 3.14. Address Elements

Field Description Data Type
Addressl Street address Xs.string
City Name of city xs:string
Country Name of country xs:string
FirstName Cardholder first name Xs:string
LastName Cardholder last name Xs.string
Phone Phone number xs:string
State Name of state xs:string
Zip Postal code Xs:string
2.6.3. APICredentials
This set is required for all requests.
Figure 3.22. APICredentials Diagram
APICredentials

= Username [1.1] string

| TargetGateway  [1..1] string

#f| PayloadSignature [1..1] string
Table 3.15. APICredentials Elements

Field Description Data Type

Username Assigned API Username Xs:string
TargetGateway 5 digit gateway ID Xs.string
PayloadSignature Calculated signature hash Xs.string

2.6.4. CardAccount

This is used to pass the credit card information for a payment. It is required for AuthTransaction [96] and
CreditTransaction [99]. It is optional for RecurUpdate [107]. Pin and Ksn are both required for pin/debit
transactions. TrackData is used in place of AccountNumber, ExpirationMonth, and ExpirationY ear for swiped
transactions. TrackData can include, trackl, track2, or both tracks 1 and 2. If both are sent, you must send the
start and end sentinel characters for both sets. The formatting of trackl and track2 data is explained at http://

en.wikipedia.org/wiki/| SO/IEC_7813.

CVV isan optional field.

Figure 3.23. CardAccount Diagram

CardAccount

| AccountNumber [1..1] string
ol ExpirationMonth [1..1] string
ol Expirationvear ~ [1..1] string

o o CWWNumber [0..1] string
o TrackData [1..1] string
= Pin [1..1] string

o1 £l Ksn [1.1] string

115



???
???

Developer Information

Table 3.16. CardAccount Elements

Field Description Data Type
AccountNumber Credit card account Xs:string
ExpirationMonth Two digit numeric month Xs.string
ExpirationY ear Four digit numeric year xs:string
CVVNumber Cardholder verification number xs:string
TrackData Swipe data Xs:string
Pin Encrypted Debit PIN code Xs.string
Ksn Encrypted key serial number xs:string

2.6.5. CheckAccount

Thisis used to pass the checking account information for a payment. It is required for AuthTransaction [96] and
CreditTransaction [99]. It is optional for RecurUpdate [107]. AccountSource, AccountType, and SecCode
are conditionally optional, based on what your check processor requires.

Figure 3.24. CheckAccount Diagram

CheckAccount [=] (AccountSourceType)
=Bl ABA [1..1] string
=1 AccountMumber [1.1] string [D (AccountTypeType)
#l AccountSource  [0.1] (AccountSourceType)
#El SecCode [0..1] string
£l AccountType [0..1] (AccountTypeType)

Table 3.17. CardAccount Elements

Field Description Data Type
ABA Nine digit bank ABA routing num-|xs:string
ber
AccountNumber Checking account number Xs.string
AccountSource Identifies type of account (checking|xs:string
or savings)
AccountType | dentifies type of bank account (per-|xs:string
sonal vs business)
SecCode Standard Entry Classidentifier Xs.string

2.6.6. CustomerData

This is used to pass the customer information for a transaction. It is required for AuthTransaction [96] and
CreditTransaction [99]. It is optional for RecurUpdate [107].
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Figure 3.25. Customer Data Diagram

CustomerData

Address

] Email [1..1] string | Address1  [1..1] string
[e] BilingAddress  [1..1] Address #l City [1.1] string
18l Custld [0..1] string #lcountry  [1.1] string
[¢] ShippingAddress [0..1] Address | I FirstName [1..1] string
il LastName [1..1] string
1l Phone [1..1] string
il State [1..1] string
£ Zip [1..1] string
Table 3.18. Customer Data Elements
Field Description Data Type
BillingAddress Account billing address pc:BillingAddress
Custld Custom ID Xs:string
Email Email address Xs.string
ShippingAddress Shipping address pc: ShippingAddress
2.6.7. Element

Thisisasub-set of VendorData that can be used to pass unique meta-data fields to the gateway.

Figure 3.26. Element Diagram

[&] Element
wlName [1..1] string
H#lvalue [1.1] string

Table 3.19. Element Elements

Field Description Data Type
Name Unique variable name Xs:string
Value Unique variable value Xs.string

2.6.8. EmailText

Use this to include up to ten separate text fields that will be appended together, separated with aline space, and

included in the body of the confirmation emails.

Figure 3.27. Email Text Diagram

EmailText

tfl EmailTextitern [1..10] string

Table 3.20. Element Elements

Field

Description

Data Type

Email Textltem

Text to beincluded in emails

xs:string
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2.6.9. Item

Thisisthe sub-set of Orderltems used to submit the payment amount and item description.

Figure 3.28. Item Diagram

tem

| Description [1..1] string
il Cost [1.1] string
£l oty [1..1] string

Table3.21. Item Elements

Field Description Data Type
Description Item identifier xs:string
Cost Amount value xs:string
Qty Quantity Xs:string

2.6.10. Orderltems

This can be used for AuthTransaction [96] and for RecurUpdate [107] instead of the Total and Description.

Figure 3.29. Orderltems Diagram

Orderiterns ltemn
[el ltem [1.#] Item Ll Description [1..1] string
il Cost [1..1] string
o Qty [1.1] string
Table 3.22. Orderltems Element
Field Description Data Type

Item

Contains cost, quantity, and descrip-
tion of item

pc:ltem

2.6.11. RecurringData

This is the set of recurring commands that are optional for use with AuthTransaction [96]. Either Orderltems
or Total and Description can be used to pass the order descriptor and payment amount.

Figure 3.30. RecurringData Diagram

RecurringData

#l Description [1..1] string

£l Recipe string

| RemReps string

[e] Orderitems Orderitems
& il Total [1.1] string

[ Ordertems
s [€] tem [1.*] Item

Table 3.23. RecurringData Elements

Field

Description

Data Type

Recipe

Recurring recipe

xs:string
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Field Description Data Type
RemReps Recurring repetitions Xs:string
Orderltems Payment amount and description Xs.string
Total Recurring amount value xs:string
Description Recurring item identifier xs:string

2.6.12. TransactionControl

These elements can be used to dynamically control email notifications and test mode settings for each transaction.

Thisisavailablefor al “transaction” actions. These are optional .

Figure 3.31. TransactionControl Diagram

TransactionControl

[0.1] EmailText
0.1
0.1
0.1

[€] EmailText

Ll sendcustomerEmail string

[
: il sendMerchantEmail |
[

]
1 string
1l TestMode ]

string

[E] EmailText
<4 EmailTextitem [1..10] string

Table 3.24. RecurringData Elements

Field Description Data Type
Email Text Contains up to ten fields that can be| pc:Email Text
passed and included on the email no-
tifications for the transaction
SendCustomerEmail Controls whether customer notifica- | xs:string
tion is sent or not
SendMerchantEmail Controls whether merchant notifica- | xs:string
tionis sent or not
TestMode Controls whether transaction is run|xs:string
asaliveor test transaction

2.6.13. VendorData

This can be used to pass up to ten meta-data sets to the gateway that can be queried for at alater time.

Figure 3.32. Vendor Data Diagram

VendorData

[¢] Element [1..10] Element

[£] Element
#lName [1..1] string
lvalue [1..1] string

Table 3.25. Vendor Data Element

Field

Description

Data Type

Element

One meta-data object

pc:Element

2.7. Simple Response Values

Theseindicators will help you identify things about your transactions when the response comes back.
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2.7.1. AVSCategory
Table 3.26. AVSCategory

Value Definition
address Street address matched, postal code did not
address postal Street address and postal coded matched
address zip5 Street address and five digit ZIP coded matched
address zip9 Street address and nine digit ZIP coded matched

address ok_postal_format_error

Street address matched, postal code formatting error

global_non_particiapant

International with no AV'S support

international_address _not_verified

International with no AV'S support

no_match Neither ZIP code nor street address match
no_response No AV S response was returned by issuer
not_allowed AV S not alowed

postal Postal code matched, street address did not

postal_ok address format_error

Postal code matched, address formatting error

service _not_supported

AV'S service unsupported for the card

unavailable AVS service unavailable
Zip5 Five digit zip code matched
zip9 Nine digit zip code matched
2.7.2. Balance

Table 3.27. Balance

Value
Numeric value of available credit line
2.7.3. CardLevel
Table 3.28. CardL evel

Value

VISA_TRADITIONAL

VISA_TRADITIONAL_REWARDS

VISA_SIGNATURE

VISA_INFINITE

VISA_BUSINESS

VISA_CHECK

VISA_COMMERCE

VISA_CORPORATE

MASTERCARD_EUROCARD_DINERS

PRIVATE_LABEL

PROPRIETARY

VISA_PURCHASE_CARD

INTERLINK
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Value

VISA_TRAVELMONEY

VISA_SIGNATURE_BUSINESS

VISA_BUSINESS CHECK

VISA_GENERAL_PREPAID

VISA_PREPAID_GIFT

VISA_PREPAID_HEALTH

VISA_PREPAID_COMMERCIAL

VISA_GSA_CORPORATE_TANDE

PRIVATE_LABEL_PREPAID

VISA_PURCHASE_FLEET

VISA_GSA_PURCHASE

VISA_GSA_PURCHASE FLEET

AMEX

DISCOVER

2.7.4. CardName
Table3.29. CardLevd

Value

American Express

Australian Bankcard

Discover

Diners Club/Carte Blanche

enRoute

Japanese Credit Bureau

Master Card

Visa

2.7.5. PurchaseCardLevel

Table 3.30. PurchaseCardL evel

Value

Text will indicate if the account used was a purchase card.

2.7.6. ErrorCategory
Table 3.31. Error Category

Value Definition
AVS FAILURE Transaction will be auto-voided because of anti-fraud
settings
CVvV2 FAILURE Transaction will be auto-voided because of anti-fraud
settings
INTERNAL_ERROR An unexpected error was experienced
PROCESSOR_ERROR Processor response indicating purpose for non-approval
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Value

Definition

PROCESSOR_FAIL

Failure in communication with processing network

REQUEST_FORMAT

Request received has invalid formatting

REQUEST_VALIDATION

XML content isinvalid or credentias are incorrect

2.7.7. Status
Table 3.32. Status

Value Definition
error Transaction was processed but not approved
fall Transaction failed prior to processing
FAILED Transaction failed prior to processing
ok Transaction was processed successfully

2.7.8. TrueFalse
Table 3.33. Status

Value

Definition

TRUE

Yesor On

FALSE

No or Off

2.8. Considerations

» The XML Connection method is not activated on a gateway account by default. If you desire to use the XML
Connection method, an XML activation request needs to be sent to the support team. Also, be sure to enable
the XML API in the Account Settings [19] section of the Control Panel.

e There are certain characters such as & and < that may not appear in a XML request unless they are part of
the actual XML structure. These characters have to be "escaped” by using the forms &anp; and &l t; . More
information about XML markup can be found at www.w3.or g/ TR/IREC-xml/#syntax.

» We suggest that you do not try and create XML structures by simply appending to astring with print statements.
Using aXML generation library will ensure that you do not accidentally create badly formatted documents due
to user input. The disadvantage of using alibrary isthat it will take alittle longer to code. If you do not use a
library you need to make sure that any XML node text you are adding that is coming from a user gets escaped
as described above. If you do not escape these characters you will have transactions occasionally fail due to
abad XML structure.

» Herearesomesuggested XML generationlibrariesfor different devel opment environments. Thisisby no means
an authoritative list and there are other good libraries available:

« Java http://jakarta.apache.org/ecs/index.html

Perl http://search.cpan.org/~bhol zman/XML-Gener ator-1.01/Generator.pm

PHP http://us2.php.net/dom

Ruby http: //mww.ger mane-softwar e.comysoftwar e/rexml/

.NET/CH# http://msdn2.microsoft.com/en-ug/library/system.xml xmitextwriter (VS.71).aspx

3. HTML Connection Methods

These methods provide the simplest method for communicating with the gateway. Simply add an HTML form to
your site to begin accepting transactions immediately. Thisis used by many merchants since it can be done from
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any HTML web page. An HTML order for can be created in just a few minutes. These methods are secure and
PCI compliant, but there are added layers of additional protection for you if you use the preferred APl method
for integration instead.

There are three HTML connection methods. They are the Standard [123] format, the Split Form [129] format,
and the BuyNow [135] format. You can choose the method that best suits your needs. Merchants who do not
have a secure server should use our BuyNow or Split Form-based protocol and merchants who have a secure server
should use our Standard Form-based protocol.

3.1. Standard Form

3.1.1. Standard Form - Introduction

If you want to capture cardholder information on your own secure server, we suggest that you utilize our Standard
Form protocol. Generate an HTTPS post from your page to submit required and optional fields to our server for
each transaction attempt. Submit your post to

https://secure.itransact.convcgi-bin/rc/ord.cgi

Thetransaction will either be approved or rejected when the transaction is submitted to the processor. To makethe
process more seamless, you can utilize the Return Mode function [142] to bypass the gateway's continue page
that would normally display after a transaction, and instead, go directly to a page on your site. Other functions
(Passback [143] and Lookup [143]) are available to allow data concerning the transactions passed back to
your server.

3.1.2. Standard Form - Required Fields

Please pass thesefields for all Standard Form transactions (with the exception of the non-used payment type, pass
only card data or check data in one reguest):

* mername - The vaueisthe name of your company.

» vendor_id - Thisvalueisyour Order Form UID vaue or Gateway |D number. For security purposes, we suggest
using the randomly generated UID value. Thisvalue can be up to 20 characters.

» home_page - The url of your website.

» ret_addr - Thisvalueisthe HTML page or dynamic script that acustomer and/or datais passed to after an order
is submitted. Please remember that any images or information on this page must have the absolute addresses.
In most cases, this page will be emulated in our secure server environment.

» * desc- Thisvalueisthe description of the order item. * indicates the item number; 1_desc, 2_desc, 3_desc,
etc. A field separator of underscore [1_desc] or dash[1- desc] may be used. In addition, if your system doesn't
alow field names beginning with a number, you may useitem 1_desc, i tem 2_desc, €tc. Only one naming
convention per order form may be used.

» *_cost - Thisvalueisthe numeric amount of the price of theitem including dollars, decimal, and cents[XXX. xx].
* indicates the item number; 1_cost, 2_cost, 3_cost, etc. A field separator of underscore [1_cost ] or dash
[1- cost ] may be used. In addition, if your system doesn't allow field names beginning with a number, you may
useitem 1_cost,item 2_cost, etc. Only one naming convention per order form may be used.

e * qty - Thisvalue isthe number of the item desired - * indicates the item number; 1_qty, 2_qty, 3_qty, €tc.
A field separator of underscore [1_gt y] or dash [1- gt y] may be used. In addition, if your system doesn't allow
field names beginning with anumber, youmay usei tem 1_qty,item 2_gty, etc. Only one naming convention
per order form may be used.

« first_name - Thisvalueisthe customer's first name - 50 maximum characters.
 last_name - Thisvalueisthe customer'slast name - 50 maximum characters.
» address- Thisvaueisthe cardholder's billing street address - 100 maximum characters.

* city - Thisvalueisthe cardholder's city of their billing address - 25 maximum characters.
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 state- Thisvalueisthe cardholder's state of their billing address - If the transaction is foreign and thereis no
corresponding state, please enter acommainto thisfield - 25 maximum characters.

» zip - Thisvaueiseither the five digit or nine digit billing postal code - If the transaction isforeign and there is
no corresponding postal code, please enter acommainto thisfield - 12 maximum characters.

» country - Thisvalue is the cardholder's country of their billing address - 45 maximum characters.
» phone - Thisvaueisthe customer's phone number - 25 maximum characters.
» email - Thisvaueisthe customer's email address - 255 maximum characters.
* FOR CREDIT CARD TRANSACTIONS
e ccnum - This 15 or 16-digit numeric value is the credit card number, entered without spaces or hyphens.
¢ ccmo - Thisvaueisthe full name of the month of the credit card's expiration date.
 ccyr - The four digit numeric value of the year of the credit card's expiration date.
* FOR CHECK/EFT TRANSACTIONS
« aba- Thisnine digit numeric valueisthe ABA routing number from the checking account.
* account - This numeric value is the account number of the checking account.
e account_source - Thisis used for NACHA authorized accounts and can be the value of checking or savings.
e account_type - Thisisused for EFT authorized accounts and can be the value of personal or business.
* sec_code - Thisthree letter value is the standard entry category for a transaction.
Potential values:
e PPD - Prearranged payment and deposit
» CCD - Corporate credit or debit
* ARC - Accounts receivable entry
» BOC - Back office conversion
» POP - Point of purchase
* RCK - Returned check entry
e WEB - Internet initiated entry
e TEL - Telephoneinitiated entry

Example

<HTM_>

<HEAD>

<title>Secure Order Fornx/title>

</ HEAD>

<BODY BGCOLOR="#FFFFFF" >

<FORM METHOD=' POST' ACTI ON=' https://secure.itransact.conl cgi-bin/rc/ord.cgi'
AUTOCCOVPLETE =' of f' ><cent er> <BRgt; <P>

<i nput type='hidden' name='costl' val ue="1.99">

<i nput type='hidden' name='descl' val ue="CORDER | TEM >

<i nput type='hidden' nane='forntype' value="2">

<i nput type='hidden' nanme='hone_page' val ue="http://ww. Your HomePage. coni' >
<i nput type='hidden' nane='itens' val ue="1">

<i nput type='hidden' nanme='l|ayoutl' val ue="3">

<i nput type='hidden' nane='nernane' val ue="Your Conpany">
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<i nput type='hidden' nanme='ret_addr' val ue="http://ww. Your Ret ur nAddr ess. coni' >
<i nput type='hidden' nanme='vendor_id" val ue="XXXXX">

<t abl e wi dt h=590> <TR> <TD>

<P> Select the itenm(s) below that you would |ike to order.

Your transaction will be confirmed by email.</P> <!/tabl e>

<I NPUT type="checkbox" nane='1-desc' val ue="ORDER | TEM >
<B>ORDER | TEM</ B> (&#036 1.99 each)<BR>

<I NPUT type = 'hidden' NAME='1l-cost' value='1.99">

<INPUT type = 'hidden' NAME='1l-qty' value='1"'>

</ TD></ t abl e><TABLE W DTH=590>

<t d><strong><cent er ><HR><f ont si ze=-1 col or =bl ue>

<B>GENERAL | NFORMVATI ON</ b>

</ FONT><HR></ st rong></ cent er ></td></tr> </ TABLE>

<TABLE W DTH=590> <TR><TD ALI G\N="ri ght ">

<B>First Name: </B> </ TD><TD><| NPUT NAME="first_name" S| ZE=15>
<B>Last Nane: </B> <INPUT NAME="| ast _nane" S| ZE=15> <BR>

</ TD> </ TR> <TR> <TD ALI G\="ri ght">

<B>Address: </B> </ TD><TD>

<I NPUT NAME="address" S| ZE=30><BR></TD> </ TR>

<TR> <TD ALIG\="right"><B>City: </ B> </ TD>

<TD><| NPUT NAME="city" SIZE=15>

<B> State: </B> <|INPUT NAME="state" SIZE=2 MAXLENGTH=2>

<B> ZIP: </B> <INPUT NAME="zip" SIZE=10 max| engt h=5>

<BR></ TD> </ TR>

<TR> <TD ALI G\="ri ght"><B>Country: </B> </ TD>

<TD><| NPUT NAME="country" SIZE=45 val ue="USA"'><BR></ TD> </ TR>
<TR> <TD ALI G\="ri ght " ><B>Phone Nunber: </B> </ TD>

<TD><st r ong><| NPUT NAME="phone" S| ZE=15><BR></ TD></ TR>

<TR> <TD ALI G\="ri ght " ><B>E- Mai | Address: </B> </ TD>

<TD><| NPUT NAME="emmi | " S| ZE=30><BR></ TD></ TR> </ TABLE>

<! HR wi dt h=590></ CENTER><cent er >

<font size=-1 col or =bl ue>CHECKI NG | NFORMATI ON</ f ont ></ st r ong><hr ></ cent er ></ f ont >
<I >At the bottom of your check is a series of nunbers, separated by synbols.
It is not necessary to enter synmbols or spaces in the fields provided bel ow. <br>
<TABLE> <TR> <TD ALI G\N="ri ght">

<B> Enter the series of <i>nine</i> nunbers<BR><I|>between

</1> this synmbol </B></TD>

<TD><inmg src="https://secure.itransact.coniimges/1.qgif">

<I NPUT NAME="aba" SIZE=9 MAXLENGTH=9>

<ing src="https://secure.itransact.conm i nmages/1.gif">

<BR></ TD></ TR><BR>

<TR> <TD ALIG\="ri ght"><B>Enter the series of nunbers<BR>
found <l >before</I>this synbol </B></TD>

<TD><ing src="https://secure.itransact.confimages/2.qgif">

<I NPUT NAME="account" S|IZE=20 MAXLENGTH=25>

<ing src="https://secure.itransact.com i nmages/2.gif"></TD> </ TR>
<TR> <TD ALI G\="ri ght "><B>Check nunber to use: </B> </TD>
<TD>&nbsp; &bsp; &bsp; <I NPUT NAME="check_nuni SI ZE=10>

<B>(Not required.)</B> </ TD></ TR>

<TR> </ TR> </ TABLE></t abl e>

<center> <tabl e wi dt h=590>

<TD><f ont ><cent er ><hr ><st r ong>

<FONT S| ZE=-1 col or =bl ue>CREDI T CARD | NFORMATI ON</ FONT></ st r ong><hr ></ cent er ></ f ont >
<TABLE> <TR>

<TD ALI GN="ri ght"><B>Card Nunber: </B> </ TD>

<TD><| NPUT NAME="ccnunml S| ZE=16><B>Exp. Date: </B>

<sel ect NAME="ccnp">

<opti on>

<opti on>January

<opt i on>Febr uary

<opt i on>Mar ch

<opti on>Apri l

<opt i on>May

<opti on>June

<option>Jul y

<opt i on>August

<opt i on>Sept enber

<opt i on>Cct ober

<opt i on>Novenber

<opt i on>Decenber
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</ sel ect>

<sel ect nane="ccyr">

<opti on>

<opt i on>2015

<opti on>2016

<opt i on>2017

<opti on>2018

<opt i on>2019

</ sel ect> </td> </ TR></ TABLE> </ TD> </ TABLE>
<HR wi dt h=590> <cent er ></ cent er >

<I NPUT TYPE="SUBM T" NAME="submit" VALUE="Submit Securel y"> </ CENTER> </ FORW>
</ BODY>

</ HTM_>

3.1.3. Standard Form - Optional Fields

These fields can be used to enhance your Standard forms, support additional data, and allow you to receive data
back to your server after atransaction.

 * VARIABLE - This value is an attribute of the order item - * indicates the item number; 1_VARI ABLE,
2_VARI ABLE, 3_VARI ABLE, €tc. "VARI ABLE" can be anything. A field separator of underscore [1_VARI ABLE] or
dash[1- VARI ABLE] may be used. In addition, if your system doesn't allow field names beginning with anumber,
you may useitem 1_VARI ABLE, i t em 2_VARI ABLE, etc. Only one naming convention per order form may be
used.

<i nput name="1_si ze" val ue="Large">
<i nput name="1_col or" val ue="Wite">

» preauth - Pass this command if you only want to pre-authorize a credit card to be charged at a later time.
<i nput name="preauth"/>
» ret_mode - The value for thiscommand is either post or redi rect .
<i nput type="hi dden" nane="ret node" val ue="post">
or
<i nput type="hi dden" nane="ret_node" val ue="redirect">

Please review all of the features of the Return Mode [142]function [142].

 lookup - The value(s) of this command is/are the desired predetermined values of some of the required/non-
required fields.

<i nput type="hi dden" nane="| ookup" val ue="first_nane">
Pleasereview all of the details of the Lookup function [143].

» passhack - The value(s) of thiscommand is/are the desired values of most of the non-Lookup fields.

<i nput type="hi dden" nane="ordernuni val ue="order#999" >
<i nput type="hi dden" nane="passback" val ue="order nuni >

Please review all of the details of the Passhack [143] [143]function [143].

e post_back _on_error - Thiscommand is used to request the decline and error responses be sent to the ret_addr
on failed transactions. The value for thisfield should be "1".

<i nput type="hi dden" nanme="post_back_on_error" val ue="1">

Pleasereview all of the details of the error postback system.

» save - The value(s) for this command is/are the name of any of the fields (see the section detailing this [126])
that you would like tracked through our meta-data system.

<i nput type="hi dden" nane="save" val ue="ordernuni >
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e email_text...email_text10 - This'these command(s) can be used to add up to ten additional messages (up to
255 characters each) on the confirmation email generated by the gateway. Thisinformation will appear on both
the customer and merchant emails.

<i nput type="hi dden" name="enmil _text" val ue="Thanks for shopping with us today.">
<i nput type="hi dden" nane="enmil _text2" val ue="Pl ease shop with us again!">

» cust_id - The value for this custom field can be a unique a pha-numeric identifier up to 40 characters assigned
on the merchant's end for tracking purposes. It is a searchable field.

<i nput type="hi dden" nane="cust_id" val ue="ABC123">

» cvv2 _number - Thistag should beincluded if you would like your customers to enter the CVV security code
from the back of their credit cards.

<i nput nanme="cvv2_nunber" size="5">

» Optional Shipping Address Information - Used to capture shipping information if different from the billing
information.

« sfname - The value for thisisthe first name of the person receiving the shipment - 50 maximum characters.
« dname - The value for thisisthe last name of the person receiving the shipment - 50 maximum characters.
 saddr - Thevaluefor thisisthe street address of the person receiving the shipment - 100 maximum characters.
* scity - Thevaluefor thisisthe city of the person receiving the shipment - 25 maximum characters.

» sstate - The value for thisisthe state of the person receiving the shipment - 25 maximum characters.

» szip - Thevalue for thisisthe postal code of the person receiving the shipment - 12 maximum characters.

« sctry - The value for thisis the country of the person receiving the shipment - 45 maximum characters.

<i nput name="sfname” size="15"/>
<i nput nanme="sl name” size="15"/>
<i nput name="saddr” size="15"/>
<i nput nanme="scity” size="15"/>
<i nput name="sstate” size="15"/>
<i nput nanme="szi p” size="15"/>

<i nput name="sctry” size="15"/>

» check_num - The value for this is the customer's check number. This field is NOT to be used if you, as the
merchant, utilize our EFT system for check acceptance, but is optional for other check processing methods.

<i nput name="check_nuni size="5">

» check_memo - This alows a merchant to print information to the Check Memo line on Check transactions.
This field is NOT to be used if you, as the merchant, utilize our EFT or NACHA systems, it is optional for
RediCheck printing services.

<i nput name="check_nenp" size="25">
* Recurring Transaction Commands

* recur_recipe - Thevaluefor thisisthe Recurring Recipe [61] that you have built in your Control Panel. This
must always be paired with the recur_reps tag.

e recur_reps - This numeric value is the number of times you would like a transaction to follow the recipe
which programs the gateway to bill a card on an ongoing basis at the merchant's request. This must always
be paired with the recur_recipe tag.

« recur_tota - Thiscan beused if you are using the recurring billing feature to bill acard for adifferent amount
than the initiating transaction. This feature can only be used in conjunction with recipes set for split amount
recurring billing [63]. If you pass this, you must pass recur_desc.
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 recur_desc - Thistag allows a merchant to change the billing description which appears on the confirmation
emailsfor recurring transactions. Thisfeature can only be used in conjunction with recipes set for split amount
recurring billing [63]. If you pass this, you must pass recur_total.

<i nput type="hi dden" nane="recur_recipe" val ue="nonthly13">

<i nput type="hi dden" nane="recur_reps" val ue="6">

<i nput type="hi dden" nane="recur_total" val ue="50.00">

<i nput type="hi dden" nanme="recur_desc" val ue="Enter a description here.">

e ccswipe - Thisis ONLY to be used if you have a compatible digital swipe reader. This HTML connection
methods only support the input of track1 and track2 data combined.

<t ext area nanme="ccsw pe" rows=2 col s=40>

The swipe datawill look like this:

YB5454545454545454" | ASTNAVE/ FI RSTNAMVE*010230400000005670000007?
5454545454545454=010230400000056780007?

For more information about the compatible USB swipers, please see this section [14].
+ Discount Commands

* Negative Value Item - The format isthe same asanormal item. A *_qty, *_desc, and *_cost must be passed
for the negative item. The command is only to be used in conjunction with at least one non-negative value
item with a positive total. This feature will subtract the amount of negative value item from the transaction
total. The gateway will not allow a transaction to process with a negative total. A merchant should use the
Post A Credit function if money needs to be credited to a customer's account. * indicates the item number;
1_desc, 2_desc, 3_desc, etc. A field separator of underscore [1_desc] or dash [1- desc] may be used. In
addition, if your system doesn't allow field names beginning with a humber, you may use i tem 1_desc,
item 2_desc, etc. Only one naming convention per order form may be used.

<i nput type = "hidden" nane="1_cost" val ue="100.00">

<input type = "hidden" name="1_desc" val ue="Item description">

<i nput type = "hidden" nane="1_qty" val ue="1">

<input type = "hidden" name="2_cost" val ue="-25.00">

<i nput type = "hidden" nanme="2_desc" val ue="D scount description">
<input type = "hidden" name="2_qty" val ue="1">

The total to be charged to a customer's account in the above example is $75.00.

o *_discount - Thevaueof thisfield isthe amount in dollars and cents which isamount of the discount givento
the customer. Thisamount will be subtracted from the*_cost of theitem it isbeing passed with. * indicates
theitem number; 1_di scount, 2_di scount, 3_di scount , etc. A field separator of underscore[1_di scount ]
or dash [1- di scount] may be used. In addition, if your system doesn't allow field names beginning with
anumber, you may useitem 1_di scount,item 2_di scount, etc. Only one naming convention per order
form may be used.

<input type = "hidden" name="1_cost" val ue="100.00">

<i nput type = "hidden" nanme="1_desc" val ue="I|tem Desc">
<input type = "hidden" name="1_qty" val ue="1">

<i nput type = "hidden" nanme="1_di scount" val ue="10.00">

Thetotal to be charged to a customer's account in the above example is $90.00.

« * discount_percent - The value of this field is the percentage of the item amount being given to the cus-
tomer. This percentage will be subtracted from the * _cost of the item it is being passed with. * indicates
the item number; 1_di scount _percent, 2_di scount _per cent, 3_di scount _percent, etc. A field sepa-
rator of underscore [1_di scount _percent] or dash [1-di scount _percent ] may be used. In addition, if
your system doesn't allow field names beginning with a number, you may useit em 1_di scount _percent,
i tem 2_di scount _per cent, etc. Only one naming convention per order form may be used.

<i nput type
<i nput type

"hi dden" nane="1 cost" val ue="200.00">
"hi dden" nanme="1_desc" val ue="I|tem Desc">

128



Developer Information

<i nput type
<i nput type

"hi dden" nane="1 qty" val ue="1">
"hi dden" name="1_di scount _percent" val ue="10.00">

Thetotal to be charged to a customer's account in the above example is $180.00.

3.2. Split Form

3.2.1. Split Form - Introduction

Communicating transaction information with your gateway softwareissimple. If you do not have your own secure
server, we suggest you utilize our Split Form protocol. The Split Form allows you to meet all of the necessary
CISP/PCI Security requirements laid out by the credit card issuing banks for accepting credit cards through a
gateway, without enduring the hassle and expense of meeting those requirements on your own server. A form
post must be generated from your page that submits case sensitive fields to the second half of the Split Form that
resides on our secure server.

For an English language Split Form, submit your post to

https: //secure.itransact.comv/cgi-bin/mas/split.cgi

For a Spanish language Split Form, submit your post to

https: //secure.itransact.convcgi-bin/mas/split.cgi?tpl_code=es
For a French language Split Form, submit your post to

https: //secure.itransact.convcgi-bin/mas/split.cgi ?tpl_code=fr

Your post will generate the secure payment page. Y ou can use the optional style settings or form tag commands
to include images and colors to make the secure page look and feel more like your own site.

Example

Figure 3.33. Split Form - Payment Page Example

<4\

7 POLR RIS WELLNESS

AN

SECURE PAYMENT FORM

Payment Method
o [visa] I [ | e [ 2
Transaction Total: $240.00
Billing Address. Shipping Address (optional)
FirstName: [ 7] First Name:
Lasthame: | tasthame: ||
Addess Address [
ciy:[ ] ciy[
State: [ | State: [
Zo ] L —
Couniry: R —
Micgeunbenl |

E-Mail Address:
(Order confirmation will be sent to this e-mail address
Card Information

CardNumber[ | Exp.Date: (_[3) ( =)

Your fransaction may take up fo two minutes to complete, depending on network traffic.

Submit Securely

3.2.2. Split Form - Required Fields
Please pass these fields for all Split Form transactions.

» mername - The vaueisthe name of your company.
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 vendor_id - Thisvalueisyour Order Form UID value or Gateway |D number. For security purposes, we suggest
using the randomly generated UID value. This value can be up to 20 characters.

* ret_addr - Thisvalueisthe HTML page or dynamic script that acustomer and/or datais passed to after an order
is submitted. Please remember that any images or information on this page must have the absolute addresses.
In most cases, this page will be emulated in our secure server environment.

» home_page - The url of your website.

« first_name - Thisvalueisthe customer's first name - 50 maximum characters.

» last_name- Thisvaueisthe customer's last name - 50 maximum characters.

» address- Thisvaueisthe cardholder's billing street address - 100 maximum characters.
« city - Thisvalueisthe cardholder's city of their billing address - 25 maximum characters.

» state- Thisvalueisthe cardholder's state of their billing address - If the transaction is foreign and thereis no
corresponding state, please enter acommainto thisfield - 25 maximum characters.

» Zip - Thisvaueiseither the five digit or nine digit billing postal code - If the transaction isforeign and there is
no corresponding postal code, please enter acommainto thisfield - 12 maximum characters.

» country - Thisvalueis the cardholder's country of their billing address - 45 maximum characters.
e phone - Thisvaueisthe customer's phone number - 25 maximum characters.
» email - Thisvalueisthe customer's email address - 255 maximum characters.

» Item Cost Methods - There are two methods for setting the amount to be billed to the customer. One of these
must be used with each split form transaction. If neither of these methods are included, the transaction will
not be allowed.

¢ Pre-Set Amount Method - Used when you have pre-set the amount of the transaction

e *_desc- Thisvalueisthe description of the order item. The * indicates the item number; 1_desc, 2_desc,
3_desc, etc. A field separator of underscore [1_desc] or dash [1- desc] may be used. In addition, if your
system doesn't allow field names beginning with anumber, you may useit em 1_desc, i tem 2_desc, €fC.
Only one naming convention per order form may be used.

e * _cogt - This value is the numeric amount of the price of the item including dollars, decimal, and cents
[XXX.xx]. The* indicatesthe item number; 1 _cost, 2 cost, 3_cogt, etc. A field separator of underscore
[1_cost] or dash [1- cost] may be used. In addition, if your system doesn't allow field names beginning
with anumber, youmay usei t em 1_cost,item 2_cost, etc. Only one naming convention per order form
may be used.

e * qty - Thisvalueisthe number of theitem desired. * indicatestheitem number; 1_qty,2_qty,3_qgty, €tc.
A field separator of underscore [1_qt y] or dash [1- gt y] may be used. In addition, if your system doesn't
allow field names beginning with anumber, youmay usei tem 1_qty,item 2_gty, etc. Only one naming
convention per order form may be used.

* Amount Entry Method - Used when you allow your customers to enter the amount that they are paying or
donating.

* total_input - Thisvalue should be"1" if you want to allow the customer to enter their own payment amount.

« total_input_desc - Thisvalueisthe description of the order item. The localized version of transaction total
will be used if not passed.

<HTML> <HEAD> <title> Order Fornx/title> </ HEAD>

<BODY BGCOLOR="#FFFFFF" >

<FORM Met hod="POST" Action="https://secure.itransact.com cgi-bin/ms/split.cgi"
AUTOCOVPLETE = "of f"><cent er> <BR> <P>

<i nput type="hi dden" name="hone_page" val ue="Your HonePage. coni >
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<i nput type="hi dden" nanme="nernane" val ue="Your Conpany">

<i nput type="hidden" nane="ret_addr" val ue="http://ww. Your Ret ur nAddr ess. cont' >
<i nput type="hi dden" name="vendor _id" val ue="XXXXX">

<t abl e w dt h=590> <TR> <TD> <P>

Select the item(s) below that you would |ike to order

Your transaction will be confirned by email.</P> <!/tabl e>

<I NPUT type="checkbox" nane="1-desc" val ue="ORDER | TEM' >

<B>ORDER | TEMK/ B> ( &#036 1.99 each)<BR>

<I NPUT type = "hidden" NAME="1-cost" val ue="1.99">

<INPUT type = "hidden" NAME="1-qty" val ue="1">

</ TD></t abl e>

<TABLE W DTH=590> <t d>

<strong><cent er ><HR><f ont si ze=-1 col or =bl ue>

<B>GENERAL | NFORMATI ON</ b></ FONT><HR></ st r ong></ cent er ></ t d>

</[tr> </ TABLE>

<TABLE W DTH=590> <TR> <TD ALI G\="ri ght">

<B>Fi rst Nane: </B> </ TD>

<TD><I NPUT NAME="first_nane" S| ZE=15>

<B>Last Nanme: </B> <INPUT NAME="| ast _nanme" SIZE=15> <BR> </ TD> </ TR>
<TR> <TD ALI G\="ri ght "><B>Addr ess: </ B> </ TD>

<TD><| NPUT NAME="addr ess" S| ZE=30><BR></ TD> </ TR>

<TR> <TD ALI G\="right"><B>City: </B></TD>

<TD><| NPUT NAME="city" S| ZE=15>

<B> State: </B> <|INPUT NAME="state" SIZE=2MAXLENGTH=2>

<B> ZIP: </B> <INPUT NAME="zip" SIZE=10 max| engt h=5><BR></ TD> </ TR>
<TR> <TD ALI G\="ri ght"><B>Country: </ B> </ TD><TD><| NPUT NAME="country"
S| ZE=45 val ue="USA" ><BR></ TD> </ TR>

<TR> <TD ALI G\="ri ght " ><B>Phone Nunber: </ B> </ TD>

<TD><strong><| NPUT NAME="phone" S| ZE=15><BR></TD> </ TR>

<TR> <TD ALI G\="ri ght">

<B>E- Mai | Address: </B> </ TD>

<TD><| NPUT NAME="emai | " S| ZE=30><BR></ TD>

</ TR> </ TABLE> <! HR wi dt h=590></ CENTER>

<P><CENTER>

<I NPUT TYPE="submit" VALUE="Proceed to Secure Server"> </ FORW> </BODY> </ HTM.>

3.2.3. Split Form - Optional Fields

These fields can be used to enhance your split forms, support additional data, and allow you to receive data back
to your server after atransaction.

* * VARIABLE - Thisvalue is an attribute of the order item. The * indicates the item number; 1_VARI ABLE,
2_VARI ABLE, 3_VARI ABLE, €etc. "VARI ABLE" can be anything. A field separator of underscore [1_VARI ABLE] or
dash[1- VARI ABLE] may be used. In addition, if your system doesn't allow field names beginning with anumber,
you may useitem 1_VARI ABLE, i t em 2_VARI ABLE, etc. Only one naming convention per order form may be
used.

<i nput name="1_si ze" val ue="Large">
<i nput nanme="1_col or" val ue="Wite">

» preauth - Pass this command if you only want to pre-authorize a credit card to be charged at a later time.
<i nput name="preauth"/>
» ret_mode - The value for thiscommand is either post or redi rect.
<i nput type="hi dden" nane="ret node" val ue="redirect">
or
<i nput type="hi dden" nanme="ret_node" val ue="post">

Please review all of the features of the Return Mode function [142].

» lookup - The value(s) of this command ig/are the desired predetermined values of some of the required/non-
required fields.

<i nput type="hi dden" nane="| ookup" val ue="first_nane">

131



Developer Information

Please review all of the details of the Lookup function [143].

passback - The value(s) of this command is/are the desired values of most of the non-Lookup fields.

<i nput type="hi dden" nane="ordernuni val ue="order#999" >
<i nput type="hi dden" nane="passback" val ue="order nuni >

Please review al of the details of the Passback function [143].

post_back_on_error - Thiscommand is used to request the decline and error responses be sent to the ret_addr
on failed transactions. The value for thisfield should be "1".

<i nput type="hi dden" nane="post_back_on_error" val ue="1">
Please review all of the details of the error postback system [142].

save - The value(s) for this command ig/are the name of any of the fields (see the section detailing this [126])
that you would like tracked through our meta-data system.

<i nput type="hi dden" nane="save" val ue="order nuni >

email_text...email_text10 - This/these command(s) can be used to add up to ten additional messages (up to
255 characters each) on the confirmation email generated by the gateway. Thisinformation will appear on both
the customer and merchant emails.

<i nput type="hidden" nane="enmil _text" val ue="Thanks for shopping with us today.">
<i nput type="hi dden" nane="enmil _text2" val ue="Pl ease shop with us again!">

cust_id - The value for this custom field can be a unique alpha-numeric identifier up to 40 characters assigned
on the merchant's end for tracking purposes. It is a searchable field.

<i nput type="hi dden" nane="cust_id" val ue="ABC123">

Formatting Commands - These optional fields (including the form tags) will allow you to change the way the
secure payment page will display. Many of these tags have corresponding settings [30] that can be controlled in
the Account Settings [19]. Use of any of the formatting commands will circumvent the corresponding settings
on your gateway.

 showaddr - The value of this field must be “1” if you wish for the address information that was entered on
thefirst half of Split Form to display.

<i nput type="hi dden" nane="showaddr" val ue="1">

 adtaddr - Thevaluefor thisis"1" if you would like the customer to enter a shipping addressif different from
the billing address.

<i nput type="hi dden" nane="altaddr" val ue="1">

« show_items- Thisdisplays order items on secure page instead of just the transaction total if you passavalue
Of 13 1" i

<i nput type="hi dden" nanme="show_itens" val ue="1">

» showcvv - The value of this field must be “1” if you would like to alow the customer to enter the CVV
number printed on their credit card for verification purposes.

* nonum - Useavalueof “1” to remove the check number field from the payment page for a check transaction.
<i nput type="hidden" nane="nonunl val ue="1">
* mertext - Thisallowsyou to add aline of text at the bottom of the secure payment page.

<i nput type="hi dden" name="nertext" val ue="Thank you. Pl ease cone again!">
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» Card Image Commands - Do not use for any card types you are not authorized to receive.

visaimage - If used, this value should be "1" if you are authorized to accept Visaif you want it to display,
and "0" if you are not authorized for Visa acceptance or you do not want it to display. This command
circumvents the setting in the gateway.

mcimage - This value should be "1" if you are authorized to accept MasterCard if you want it to display,
and"0" if you are not authorized for MasterCard acceptance or you do not want it to display. Thiscommand
circumvents the setting in the gateway.

<i nput type="hi dden" name="nti nage" val ue="0">

ameximage - This value should be "1" if you are authorized to accept AMEX if you want it to display,
and "0" if you are not authorized for AMEX acceptance or you do not want it to display. This command
circumvents the setting in the gateway.

discimage - This value should be "1" if you are authorized to accept Discover if you want it to display,
and "0" if you are not authorized for Discover acceptance or you do not want it to display. This command
circumvents the setting in the gateway.

<i nput type="hi dden" name="di sci mage" val ue="0">

dinerimage - Thisvalue should be"1" if you are authorized to accept Diners Card if you want it to display,
and"0" if you are not authorized for Diners Card acceptance or you do not want it to display. Thiscommand
circumvents the setting in the gateway.

<i nput type="hi dden" name="di neri mage" val ue="0">

» Payment Type Commands - Do not use for any card types you are not authorized to receive. A payment type
will only work correctly if you have been activated with the correct processor. If you would like to accept
additional payment types, please contact our support team.

acceptcards - Thisvalue should be"1" if you want card acceptance fields to display.

<i nput type="hi dden" name="acceptcards" val ue="0">
acceptchecks - This value should be "1" if you want check acceptance fields to display.
<i nput type="hi dden" name="acceptchecks" val ue="0">

accepteft - This value should be "1" if you want EFT acceptance fields to display.

<i nput type="hi dden" name="accepteft" val ue="0">

disable cards - Thistag allows you to remove the card acceptance fields from the final check out page if
you pass the value of “1”. This command circumvents the setting in the gateway.

nan

disable _checks - Thistag allows you to remove the check acceptance fields from the final check out page
if you pass the value of “1".This command circumvents the setting in the gateway.

<i nput type="hi dden" nane="di sabl e_checks" val ue="1">

« Image Commands - Y ou may submit images to us to host on our server.

background - This command allows your submission to call animage that you have uploaded to our server
to display as the background of the final checkout page. The background image should be named like
12345bg. gi f (or .jpg), where “12345" isyour Gateway |D. This command circumvents the setting in the

gateway- 133


http://support.itransact.com

Developer Information

<I NPUT type="hi dden" nanme="background" val ue=
"https://secure.itransact.conl i mages/ background/ 12345bg. gi f">

» Header Graphic Commands - Theselinesallow youto call an order form that displaysyour company'slogo
across the top of the final check out page. This same image will be used on Customer Billing Update page
for recurring transactions if you use that feature. These commands circumvent the setting in the gateway.

e mastimage - The value for thisis“1”. This must always be paired with the mast tag.

e mast - Thiscommand allows your script to call an image that you have uploaded to our server to display
as the header graphic of the final checkout page. Maximum mast width is 800 pixels. This must always
be paired with the mastimage tag. The header image should be named 12345nst . gi f (Or .jpg), where
“12345" isyour Gateway |D. This command circumvents the setting in the gateway.

<I NPUT type="hi dden" nane="nmasti mage" val ue="1">

<I NPUT type="hi dden" nane="nmast" val ue=
"https://secure.itransact.conl i mages/ mast/12345nst.gi f">

» Color Commands - Change the coloring used in the template of your secure payment page. These commands
circumvents the settingsin the gateway.

* bgcolor - Thistag allows you to designate the background color of the final checkout page.
<I NPUT type="hi dden" name="bgcol or" val ue="green">

« fontcolor - Thistag allows you to designate the color of the text on the final checkout page.

<I NPUT type="hi dden" nane="fontcol or" val ue="bl ue">

« alink - Thistag allows you to designate the color of an activelink.

<INPUT type="hi dden" name="alink" val ue="red">

« link - Thistag allows you to designate the color of alink.

<INPUT type="hi dden" name="I|ink" val ue="bl ue">

« vlink - Thistag alows you to designate the color of avisited link.

<INPUT type="hidden" name="I|ink" val ue="bl ue">
* Recurring Transaction Commands

 recur_recipe - Thevaluefor thisisthe Recurring Recipe [61] that you have built in your Control Panel. This
must always be paired with the recur_reps tag.

e recur_reps - This numeric value is the number of times you would like a transaction to follow the recurring
recipe which programs the gateway to bill a card on an ongoing basis at the merchant's request. This must
always be paired with the recur_recipe tag.

 recur_total - Thiscan beused if you are using the recurring billing feature to bill acard for adifferent amount
than the initiating transaction. This feature can only be used in conjunction with recipes set for split amount
recurring billing [63]. If you pass this, you must pass recur_desc.

 recur_desc - Thistag allows a merchant to change the billing description which appears on the confirmation
emailsfor recurring transactions. Thisfeature can only be used in conjunction with recipes set for split amount
recurring billing [63]. If you pass this, you must pass recur_total.

<i nput type="hi dden" name="recur_recipe" val ue="nonthly13">

<i nput type="hi dden" nanme="recur_reps" val ue="6">

<i nput type="hi dden" nanme="recur_total" val ue="50.00">

<i nput type="hi dden" name="recur_desc" val ue="Enter a description here.">

¢ Discount Commands
HScodit-cominands

134



Developer Information

* NegativeValueltem- Theformat isthesameasanormal item. A*_qty,*_desc, and*_cost must be passed
for the negative item. The command is only to be used in conjunction with at least one non-negative value
item with a positive total. This feature will subtract the amount of negative value item from the transaction
total. The gateway will not allow atransaction to processwith anegativetotal. A merchant should use the Post
A Credit [57]function if money needs to be credited to a customer's account. * indicates the item number;
1_desc, 2_desc, 3_desc, €tc. A field separator of underscore [1_desc] or dash [1- desc] may be used. In
addition, if your system doesn't allow field names beginning with a number, you may useitem 1_desc,
item 2_desc, etc. Only one naming convention per order form may be used.

<i nput type = "hidden" nane="1 _cost" val ue="100.00">

<input type = "hidden" name="1_desc" val ue="Item description">

<i nput type = "hidden" nane="1 qty" val ue="1">

<input type = "hidden" name="2_cost" val ue="-25.00">

<i nput type = "hidden" nane="2_desc" val ue="D scount description">
<input type = "hidden" nanme="2_qty" val ue="1">

The total to be charged to a customer's account in the above example is $75.00.

« *_discount - Thevalue of thisfield isthe amount in dollars and centswhich isamount of the discount given to
the customer. This amount will be subtracted from the*_cost of theitem it isbeing passed with. * indicates
theitem number; 1_di scount, 2_di scount, 3_di scount , etc. A field separator of underscore[1_di scount ]
or dash [1- di scount] may be used. In addition, if your system doesn't allow field names beginning with
anumber, you may useitem 1_di scount,item 2_di scount, etc. Only one naming convention per order
form may be used.

<i nput type "hi dden" name="1_cost" val ue="100. 00" >

<i nput type = "hidden" name="1_desc" val ue="I|tem Desc">
<input type = "hidden" name="1_qty" val ue="1">
<i nput type = "hidden" name="1_di scount" val ue="10.00">

The total to be charged to a customer's account in the above example is $90.00.

« * discount_percent - The value of this field is the percentage of the item amount being given to the cus-
tomer. This percentage will be subtracted from the * _cost of the item it is being passed with. * indicates
the item number; 1_di scount _percent, 2_di scount _per cent, 3_di scount _percent, etc. A field sepa
rator of underscore [1_di scount _percent] or dash [1-di scount _percent ] may be used. In addition, if
your system doesn't allow field names beginning with a number, you may usei t em 1_di scount _percent,
i tem 2_di scount _per cent, etc. Only one naming convention per order form may be used.

<input type = "hidden" name="1_cost" val ue="200.00">

<i nput type = "hidden" name="1_desc" val ue="I|tem Desc">

<input type = "hidden" nanme="1_qty" val ue="1">

<i nput type = "hidden" nane="1_di scount _percent" val ue="10.00">

Thetotal to be charged to a customer's account in the above example is $180.00.

3.3. BuyNow Button

3.3.1. BuyNow Button - Introduction

The BuyNow commands can be used to generate a button for each item that you list on your website. Each button
generates it's own secure payment page. This method isideal if you do not have your own secure server and you
only sell onetype of item. The BuyNow commands can be used to generate a button for each item that you list on
your website. Each button generates it's own secure payment page. This method isideal if you do not have your
own secure server and you only sell one type of item in any given order. A BuyNow button allows you to meet
all of the necessary CISP/PCI Security requirements laid out by the credit card issuing banks for accepting credit
cards through a gateway, without enduring the hassle and expense of meeting those requirements on your own
server. Clicking the button generates a form post from your page that submits case sensitive fields to the secure
payment page that resides on our secure server. Please remember that thisfeature will only alow for the purchase
of any quantity of asingle item. It does not operate like a shopping cart system which allows for the purchase of
any quantity of multiple products.
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Posts must be submitted to
https: //secur e.itransact.convcgi-bin/mas/buynow.cgi

Your post will generate the secure payment page. Y ou can use the optional style settings or form tag commands
to include images and colors to make the secure page look and feel more like your own site.

Example

Figure 3.34. BuyNow - Payment Page Example

<4\

7 POLA RIS WELLNESS

Ab

SECURE PAYMENT FORM
Payment Method

@ [visa| 2] e [ |
o=

Transaction Total: $240.00

Billing Address Shipping Address (optional)
FirstName: [ ] FirstName: [ ]
LastName:| ] LastName:| ]
Address:[ Address [
] ciy[ ]
State: [ | State: [

L — Y —

Country: L —
Phone Number: [ ]

E-Mail Address:
{Order confirmation will be sent to this e-mail address.
Card Information

CardNumber ] Exp. Date: __13) [ )

Your transaction may take up to two minutes to complete, depending on network traffic.

3.3.2. BuyNow Button - Required Fields
Please pass these fields for all BuyNow transactions.
* mername - The vaueisthe name of your company.

 vendor_id - Thisvalueisyour Order Form UID value or Gateway |D number. For security purposes, we suggest
using the randomly generated UID value. This value can be up to 20 characters.

» ret_addr - Thisvalueisthe HTML page or dynamic script that acustomer and/or datais passed to after an order
is submitted. Please remember that any images or information on this page must have the absolute addresses.
In most cases, this page will be emulated in our secure server environment.

» show_addr - The value of thisfield must be "1".

» Item Cost Methods - There are two methods for setting the amount to be hilled to the customer. One of these
must be used with each BuyNow transaction. If neither of these methods are included, the transaction will not
be alowed.

¢ Pre-Set Amount Method - Used when you have pre-set the amount of the transaction

e * desc- Thisvalueisthe description of the order item. The * indicates the item number; 1_desc, 2_desc,
3_desc, etc. A field separator of underscore [1_desc] or dash [1- desc] may be used. In addition, if your
system doesn't allow field names beginning with a number, you may useitem 1_desc, item 2_desc,
etc. Only one naming convention per order form may be used.

e * cost - This value is the numeric amount of the price of the item including dollars, decimal, and cents
[Xxx. xx]. The* indicates the item number; 1_cost, 2_cost, 3_cost, €tc. A field separator of underscore
[1_cost] or dash [1- cost ] may be used. In addition, if your system doesn't allow field names beginning
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with a number, you may use item 1_cost,item 2_cost, efc. Only one naming convention per order
form may be used.

e * (ty - Thisvalueisthe number of theitem desired. * indicatestheitem number; 1_qty,2_qty,3_qty, €tc.
A field separator of underscore [1_qt y] or dash [1- gt y] may be used. In addition, if your system doesn't
allow field names beginning with anumber, youmay usei tem 1_qty,i tem 2_qty, etc. Only one naming
convention per order form may be used.

* Amount Entry Method - Used when you allow your customers to enter the amount that they are paying or
donating.

« total_input - Thisvalueshould be"1" if you want to allow the customer to enter their own payment amount.

« total_input_desc - Thisvaueisthe description of the order item. The localized version of transaction total
will be used if not passed.

This example shows two BuyNow buttons.

<HTM.> <HEAD><tit| e>Secure Order Fornx/titl|e></ HEAD><BODY BGCOLOR="#FFFFFF"> <center> <BR>
<P> <tabl e wi dt h=590> <TR> <TD> <P>

<font size=+2>S</font>elect the item below that you would |ike to order.
<P>You wi |l then be taken to a SECURE server to enter your payment infornation.</P>
</tabl e> <lcenter> <table border=0 cel | paddi ng=7 w dt h=500>

<td align=left><B>ORDER | TEM &#036; 1. 00</ B></ FONT></ TD></t r >

<tr> <td><font size=2>CRDER | TEM/font></td> </tr>

<tr> <td> <FORM METHOD=" POST"

ACTI ON="ht t ps: // secure.itransact.com cgi - bi n/ mas/ buynow. cgi ">

<i nput type=submit val ue="Buy Now "></td></ FONT></ TD>

<I NPUT type=hi dden nane="vendor _i d" val ue="XXXXX">

<I NPUT type=hi dden nane="hone_page" val ue="http://ww. Your HonePage. cont >
<I NPUT type=hi dden nane="showaddr" val ue="1">

<i nput type=hi dden nane="1-desc" val ue="ORDER | TEM 1" >

<i nput type=hi dden nane="1-cost" val ue="1.00">

<b>Quantity: </ b><i nput type=text name="1-qty" size="3">

<I NPUT type=hi dden nane="ret_addr" val ue="htt p:// Your Ret ur nAddr ess. coni' >
<I NPUT type=hi dden nane="nernane" val ue="Your Conpany.">

</form> </table> <lcenter>

<t abl e border=0 cel | paddi ng=7 wi dt h=500> <td align=left>

<B>ORDER | TEM2  &#036; 2. 22</ B></ FONT></ TD></t r >

<tr> <td><font size=2>CRDER | TEM2</font></td> </tr>

<tr> <td> <FORM METHOD=" POST"

ACTI ON="ht t ps: // secure. itransact.coni cgi - bi n/ mas/ buynow. cgi ">

<i nput type=submit val ue="Buy Now "></td></ FONT></ TD>

<I NPUT type=hi dden nane="vendor i d" val ue="XXXXX">

<I NPUT type=hi dden nanme="home_page" val ue="http://ww. merchant. coni >

<I NPUT type=hi dden nane="showaddr" val ue="1">

<i nput type=hi dden nane="1-desc" val ue="ORDER | TEM 2" >

<i nput type=hi dden nane="1-cost" val ue="2.22">

<b>Quantity: </ b><i nput type=text name="1-qty" size=3>

<I NPUT type=hi dden nane="ret_addr"val ue="http:// Your Ret ur nAddr ess. coni' >
<I NPUT type=hi dden nanme="nernane" val ue="Your Conpany">

</forms </table> </ TD></t abl e></ BODY> </ HTM.>

3.3.3. BuyNow Button - Optional Fields

These fields can be used to enhance your forms, support additional data, and allow you to receive data back to
your server after atransaction.

 * VARIABLE - This value is an attribute of the order item. The * indicates the item number; 1_VARI ABLE,
2_VARI ABLE, 3_VARI ABLE, €efc. ‘VARI ABLE' can be anything. A field separator of underscore [1_VARI ABLE] or
dash[1- VARI ABLE] may be used. In addition, if your system doesn't allow field names beginning with anumber,
you may useitem 1_VARI ABLE, i tem 2_VARI ABLE, etc. Only one naming convention per order form may be
used.

<i nput nane="1_size" val ue="Large">
<i nput name="1_col or" val ue="\ite">
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preauth - Pass this command if you only want to pre-authorize a credit card to be charged at alater time.
<i nput nanme="preauth"/>

ret_mode - The value for this command is either post or redi rect .

<i nput type="hi dden" nane="ret node" val ue="redirect">

or

<i nput type="hi dden" nane="ret_ node" val ue="post">

Please review all of the features of the Return Mode [142] [142]function [142].

lookup - The value(s) of this command is/are the desired predetermined values of some of the required/non-
required fields.

<i nput type="hi dden" nane="| ookup" val ue="first_nanme">
Please review al of the details of the Lookup function [143].

post_back_on_error - Thiscommand is used to request the decline and error responses be sent to the ret_addr
on failed transactions. The value for thisfield should be "1".

<i nput type="hi dden" nane="post_back_on_error" val ue="1">
Pleasereview all of the details of the error postback system.

save - The value(s) for this command ig/are the name of any of the fields (see the section detailing this [126])
that you would like tracked through our meta-data system.

<i nput type="hi dden" nanme="save" val ue="order nuni >

email_text...email_text10 - This/these command(s) can be used to add up to ten additional messages (up to
255 characters each) on the confirmation email generated by the gateway. Thisinformation will appear on both
the customer and merchant emails.

<i nput type="hidden" nane="enmil _text" val ue="Thanks for shopping with us today.">
<i nput type="hi dden" nane="enmil _text2" val ue="Pl ease shop with us again!">

cust_id - The value for this custom field can be a unique alpha-numeric identifier up to 40 characters assigned
on the merchant's end for tracking purposes. It is a searchable field.

<i nput type="hi dden" nane="cust_id" val ue="ABC123">

For matting Commands - These optional fields (including the form tags) will allow you to change the way the
secure payment page will display. Many of these tags have corresponding settings [30] that can be controlled
in the Account Settings. Use of any of the formatting commands will circumvent the corresponding settings
on your gateway.

» showaddr - The value of thisfield must be"1".
<i nput type="hi dden" nane="showaddr" val ue="1">

 ataddr - Thevaluefor thisis"1" if you would like the customer to enter a shipping addressif different from
the billing address.

nan

<i nput type="hi dden" nane="altaddr" val ue="1">

» show_items- Thisdisplaysorder items on secure page instead of just the transaction total if you passavalue
of "1".

<i nput type="hidden" nane="show_itens" val ue="1">

» showcvv - The value of this field must be "1" if you would like to allow the customer to enter the CVV
number printed on their credit card for verification purposes.
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<i nput type="hi dden" nanme="showcvv" val ue="1">

nonum - Useavalue of “1” to remove the check number field from the payment page for a check transaction.
<i nput type="hi dden" name="nonunt val ue="1">

mertext - This allows you to add aline of text at the bottom of the secure payment page.

<i nput type="hi dden" name="nertext" val ue="Thank you. Pl ease cone again!">
Card Image Commands - Do not use for any card types you are not authorized to receive.

 visaimage - If used, thisvalue should be"1" if you are authorized to accept Visaif you want it to display,
and "0" if you are not authorized for Visa acceptance or you do not want it to display. This command
circumvents the setting in the gateway.

<i nput type="hi dden" nanme="vi sai mage" val ue="0">

* mcimage - This value should be "1" if you are authorized to accept MasterCard if you want it to display,
and"0" if you are not authorized for MasterCard acceptance or you do not want it to display. Thiscommand
circumvents the setting in the gateway.

<i nput type="hi dden" nanme="ncti nage" val ue="0">

» ameximage - This value should be "1" if you are authorized to accept AMEX if you want it to display,
and "0" if you are not authorized for AMEX acceptance or you do not want it to display. This command
circumvents the setting in the gateway.

<i nput type="hi dden" nanme="anexi mage" val ue="0">

* discimage - This value should be "1" if you are authorized to accept Discover if you want it to display,
and "0" if you are not authorized for Discover acceptance or you do not want it to display. This command
circumvents the setting in the gateway.

<i nput type="hi dden" nanme="di sci mage" val ue="0">

* dinerimage - Thisvalue should be"1" if you are authorized to accept Diners Card if you want it to display,
and"0" if you arenot authorized for Diners Card acceptance or you do not want it to display. Thiscommand
circumvents the setting in the gateway.

<i nput type="hi dden" nanme="di neri nmage" val ue="0">

Payment Type Commands - Do not use for any card types you are not authorized to receive. A payment type
will only work correctly if you have been activated with the correct processor. If you would like to accept
additional payment types, please contact our support team.

* acceptcards - Thisvalue should be"1" if you want card acceptance fields to display.
<i nput type="hi dden" nanme="acceptcards" val ue="0">

* acceptchecks - This value should be "1" if you want check acceptance fields to display.
<i nput type="hi dden" nanme="acceptchecks" val ue="0">

* accepteft - Thisvalue should be 1" if you want EFT acceptance fields to display.
<i nput type="hi dden" nanme="accepteft" val ue="0">

« disable cards - Thistag allows you to remove the card acceptance fields from the final check out page if
you pass the value of "1". This command circumvents the setting in the gateway.

<i nput type="hi dden" nanme="di sabl e_cards" val ue="1">

« disable checks- Thistag allows you to remove the check acceptance fields from the final check out page

if you pass the value of "1".This command circug®ents the setting in the gateway.


http://support.itransact.com
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<i nput type="hi dden" name="di sabl e_checks" val ue="1">
« Image Commands - Y ou may submit images to us to host on our server.

* background - This command allows your submission to call animage that you have uploaded to our server
to display as the background of the final checkout page. The background image should be named like
12345bg. gi f (or .jpg), where ‘12345’ isyour Gateway |1D. This command circumvents the setting in the
gateway.

<I NPUT type="hi dden" name="background"
val ue="https://secure.itransact.conl i mages/ background/ 12345bg. gi f">

» Header Graphic Commands - Theselinesallow you to call an order form that displaysyour company'slogo
across the top of the final check out page. This same image will be used on Customer Billing Update [87]
page for recurring transactions if you use that feature. These commands circumvent the setting in the
gateway.

e mastimage - The value for thisis"1". This must always be paired with the mast tag.

e mast - Thiscommand allows your script to call an image that you have uploaded to our server to display
as the header graphic of the final checkout page. Maximum mast width is 800 pixels. This must always
be paired with the mastimage tag. The header image should be named 12345nst . gi f (or .jpg), where
‘12345’ isyour Gateway ID. This command circumvents the setting in the gateway.

<I NPUT type="hi dden" name="mast" val ue=
"https:/secure.itransact.conlimages/ nmast/12345nst. gi f">

» Color Commands - Change the coloring used in the template of your secure payment page. These com-
mands circumvent the settingsin the gateway.

* bgcolor - Thistag allows you to designate the background color of the final checkout page.

<I NPUT type="hi dden" name="bgcol or" val ue="green">

« fontcolor - Thistag allows you to designate the color of the text on the final checkout page.

<I NPUT type="hi dden" nane="fontcol or" val ue="bl ue">

« alink - Thistag allows you to designate the color of an activelink.
<I NPUT type="hi dden" name="alink" val ue="red">

« link - Thistag allows you to designate the color of alink.
<I NPUT type="hi dden" name="Iink" val ue="bl ue">

« vlink - Thistag allows you to designate the color of avisited link.

<I NPUT type="hi dden" name="|ink" val ue="bl ue">
* Recurring Transaction Commands

 recur_recipe - Thevaluefor thisisthe Recurring Recipe [61] that you have built in your Control Panel. This
must always be paired with the recur_reps tag.

e recur_reps - This numeric value is the number of times you would like a transaction to follow the recipe
which programs the gateway to bill a card on an ongoing basis at the merchant's request. This must aways
be paired with the recur_recipetag.

 recur_total - Thiscan beused if you are using the recurring billing feature to bill acard for adifferent amount
than the initiating transaction. This feature can only be used in conjunction with recipes set for split amount
recurring billing [63]. If you pass this, you must pass recur_desc.
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 recur_desc - Thistag allows a merchant to change the billing description which appears on the confirmation
emailsfor recurring transactions. Thisfeature can only be used in conjunction with recipes set for split amount
recurring billing [63]. If you pass this, you must pass recur_total.

<i nput type="hi dden" name="recur_recipe" val ue="nonthly13">

<i nput type="hi dden" nane="recur_reps" val ue="6">

<i nput type="hi dden" name="recur_total" val ue="50.00">

<i nput type="hi dden" nanme="recur_desc" val ue="Enter a description here.">

» Discount Commands

* NegativeValueltem - Theformat isthe sameasanormal item. A *_qty,*_desc, and*_cost must be passed
for the negative item. The command is only to be used in conjunction with at least one non-negétive value
item with a positive total. This feature will subtract the amount of negative value item from the transaction
total. The gateway will not allow atransaction to processwith anegativetotal. A merchant should use the Post
A Credit [57] function if money needs to be credited to a customer's account. * indicates the item number;
1_desc, 2_desc, 3_desc, etc. A field separator of underscore [1_desc] or dash [1- desc] may be used. In
addition, if your system doesn't allow field nhames beginning with a number, you may useitem 1_desc,
item 2_desc, etc. Only one naming convention per order form may be used.

<i nput type = "hidden" nanme="1_cost" val ue="100.00">

<input type = "hidden" name="1_desc" val ue="I|tem description">

<i nput type = "hidden" nane="1_qty" val ue="1">

<input type = "hidden" name="2_cost" val ue="-25.00">

<i nput type = "hidden" nanme="2_desc" val ue="D scount description">
<input type = "hidden" name="2_qty" val ue="1">

The total to be charged to a customer's account in the above example is $75.00.

e * discount - Thevalue of thisfield isthe amount in dollars and cents which is amount of the discount given
to the customer. Thisamount will be subtracted fromthe* _cost of theitem it isbeing passed with. * indicates
the item number; 1_di scount, 2_di scount, 3_di scount , etc. A field separator of underscore [1_discount]
or dash [1- di scount] may be used. In addition, if your system doesn't allow field names beginning with
anumber, you may useitem 1_di scount,item 2_di scount, etc. Only one naming convention per order
form may be used.

<input type = "hidden" name="1_cost" val ue="100.00">

<i nput type = "hidden" nanme="1_desc" val ue="I|tem Desc">
<input type = "hidden" name="1_qty" val ue="1">

<i nput type = "hidden" nanme="1_di scount" val ue="10.00">

Thetotal to be charged to a customer's account in the above example is $90.00.

« * discount_percent - The value of this field is the percentage of the item amount being given to the cus-
tomer. This percentage will be subtracted from the * _cost of the item it is being passed with. * indicates
the item number; 1_di scount _percent, 2_di scount _per cent, 3_di scount _percent, etc. A field sepa-
rator of underscore [1_di scount _percent] or dash [1-di scount _percent ] may be used. In addition, if
your system doesn't allow field names beginning with a number, you may usei t em 1_di scount _percent,
i tem 2_di scount _per cent, etc. Only one naming convention per order form may be used.

<i nput type = "hidden" nane="1_cost" val ue="200.00">

<input type = "hidden" nanme="1_desc" val ue="I|tem Desc">

<i nput type = "hidden" nane="1_gty" val ue="1">

<input type = "hidden" name="1_di scount _percent" val ue="10.00">

Thetotal to be charged to a customer's account in the above example is $180.00.

3.4. Getting Data from Gateway

The gateway has methods for returning data to you after an HTML transaction. Those tools are the
ret_mode [142], lookup [143], and passback [143] functions. You may use any or all of the methods for
each transaction. The requested data will come back in a name/value pair string. The strings are aways signed
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with a PGP Signature [146] when either the lookup or passback function is used, so you can verify the response
came from our server.

3.4.1. What is ret_mode?

The Return Mode function (ret_mode) enables you to specify how your customers are returned to your return
address (ret_addr) after a successful transaction, as well as how transaction information is relayed to your script.

By default, customers are shown a“Thank You” page on the secure server after a successful transaction. When
the customer clicks the Cont i nue button, all name/value pairs are returned to your script using GET. However,
the Return Mode function allows the customer to bypass the “ Thank Y ou” page and be directed to your ret_addr.
This enables you to use the gateway services more seamlessly.

This function also has a feature enabling you to receive error messages and failures (declines) returned to a spec-
ified script on your server.

There are two values that can be used with the Return Mode Function. They are post and redirect. Each has a
specific function. Y ou can only use one method at atime.

3.4.1.1. Return Mode of Redirect

Theredirect value of ret_mode value can be used if your ret_addr isa static HTML document. After a successful
transaction, your customer is automatically redirected to your ret_addr, bypassing the “Thank You” page. Since
thisis asimple redirect, no passback or lookup values can be returned.

<i nput type="hi dden" name="ret_node" val ue="redirect">
3.4.1.2. Return Mode of POST

This method can only be used if the ret_addr page is a dynamic script/page. After a successful transaction, the
information you have requested from the processing server will be posted to your ret_addr. All lookup and passback
name/value pairs will be returned viathe POST.

<i nput type="hi dden" name="ret_node" val ue="post">
3.4.1.3. POST of Error Messages

If you would like decline and error messages [178] also sent to your ret_addr, you may use this feature. This
feature is very powerful, giving you complete control of the entire transaction process, because you can take the
error message and display it in your own error screen.

<i nput type="hi dden" nane="post_back_on_error" val ue="1">
Responses will appear as follows:

« If atransaction is declined, you will receive a name/value pair of “err=Text message of the error” along with
the name/value pairs for each passback and lookup variable requested.

 If aninternal error is encountered, you will receive a name/value pair of “die=1".
« If thetransaction is successful, neither of these will appear.

» Theresponses of err and die will never be sent on the same transaction. A transaction will either be successful,
an error, or adie.

3.4.1.4. Considerations and Restrictions

» When using ret_mode with the redirect option, your ret_addr page should reside on a secure server. If not, your
customers will receive abrowser security warning.

» When using ret_mode with the post option, your ret_addr URL should be on asecure (HTTPS) server. The page
will be displayed securely as an emulated page in the secure server environment.
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e When using ret_ mode, your ret addr must be an absolute URL, not a relative URL. (i.e. http://
www.your site.comycgi-bin/return.cgi is absolute. .../cgi-bin/return.cgi isrelative.) In addition, all links located
onyour ret_addr page must also be absolute URLSs.

» Theret_mode function uses a standard HTTP 1.1 POST.

* If your ASP or Cold Fusion application cannot "see" the incoming name/value pairs, you will need to consult
your documentation/system admin.

* For security reasons, you must use astandard port for post-back data. (port 80 for HTTP or port 443 for HTTPS)
In other words, aret_addr of http://mwww.yoursite.com; 9876 will not work correctly.

» The Return Mode function is much more dynamic than the standard GET method used to return customers to
your site. Please be aware that if your ret_addr is not available, unreadable, incomplete, times out, etc., your
customer's account will have already been billed and they will receive an error message. Only use the Return
Mode function if you are very familiar with CGI scripting. Always test your applications before making them
available to your users.

3.4.2. How do | use passback?

This feature gives a merchant the ability to request and receive information that was submitted as a part of the
order form post submission. This feature can be used to access any of the data that can not be retrieved via the
lookup function. Fields reserved for the lookup function can not be requested using the passback function. The
passhack and lookup functions can both be used on the same form. The passback function enables you to include
input variables in your order form that are passed back to your return address after the transaction is compl eted.
The value for the ret_addr must be a dynamic page or script that can accept, parse, and interpret name/value
pairs. In this example, the ret_addr field in the order form was set to http://mww.your site.com/cgi-bin/return.cgi.
This example uses two variables. They are named "fieldnamel" and "ordernum"”. This example shows variables
returned as part of the query string.

<I NPUT type="hi dden" nane="passback" val ue="fi el dnanel">
<I NPUT type="hi dden" nanme="fi el dnanel" val ue="0Ord">

<I NPUT type="hi dden" nane="passback" val ue="order nuni >
<I NPUT type="hi dden" nanme="order nuni val ue="99">

After a successful order has been completed, the customer is returned to the URL of theret_addr. Any requested
datawill be sent as part of the query_string or asname/value pairsfroman HTML POST. Ordersare alwayssigned
with a PGP Signature [146] when either the lookup or passback function is used.

Example
http://ww. site.cont cgi-bin/return.cgi ?fi el dnamel=0Cr d&or der num=99&si gnat ur e=PGPSI GNATUREHERE

Considerations

* Field names used for the lookup function are reserved and may not be used as passback field names. However,
the passback function may be used to request the contents of each description, cost, and quantity.

 Your ret_addr (return address) must be a script (such as Perl, PHP, ASP, CFM) that is capable of accepting and
parsing variables posted from an HTML form.

 Each passback field must contain a value. If the field contains no value or an invalid value, you will receive
a“nonexistent passhack parameter” error.

3.4.3. How do | use lookup?

Don't be confused by the name of this function. This feature provides the same functionality of the passback
function for 30 separate name/value pairs. The passback and lookup functions can both be used on the same
form. The lookup function allows you to request specific customer data from the processing server at thetime a
transactionisprocessed. All datarequested using thelookup functionissent directly to thereturn address (ret_addr)
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specified in the order form. The value for theret_addr must be adynamic page or script that can accept, parse, and
interpret name/value pairs. A merchant can request as many of the name/value pairs as needed.

The following fields can be received in the POST via the lookup function:

« first_name - Returns the value entered as the first_name.

* last_name - Returns the value entered as the last_name.

* address - Returns the value entered as the address.

* city - Returns the value entered as the city.

* state - Returns the value entered as the state.

* zip - Returns the value entered as the postal code.

 country - Returns the value entered as the country.

* phone - Returns the value entered as the phone.

+ email - Returns the value entered as the email.

» sfname - Returns the value entered as the shipping first name.

» dname - Returns the value entered as the shipping last name.

* saddr - Returns the value entered as the shipping address.

* ity - Returns the value entered as the shipping city.

* sstate - Returns the value entered as the shipping state.

» sZip - Returns the value entered as the shipping postal code.

* sctry - Returns the value entered as the shipping country.

+ authcode - Returns the credit card authorization code.

» cc_last_four - Returnsthe last four digits of the card number.

e ck_last_four - Returnsthe last four digits of the checking account number.
* cc_name - Returns the name of the card type used. "Visa', for example.

* total - Returnsthe transaction total.

» test_mode - Returns 1" if your account isin test mode or "0" if it is not in test mode.
» when - Time/date stamp in format of "20010509134443" - meaning 05/09/2001 at 13:44:43.
» Xid - Returnsthe transaction ID.

» batch_number - Returns the batch number for all transactions except EFT, since EFT transactions aren’t cur-
rently assigned batch numbers.

* avs response - Returns the address verification response.

* cvv2 response - Returnsthe CVV response.
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» confemail - Returns "1" if your account is set to send email confirmations to your customers or "0" if confir-
mations are not sent.

* entry_method - Returns either swipe or keyed.
* email_text (email_text2 - email_text9) - Returns the value(s) entered as the email _text field(s).

 balance - Returnsthe available credit line amount of the gift card/debit/prepaid if passed back from the proces-
Ssor.

» authorized_amount - Returns the partial amount that was approved for aretail swiped/keyed transaction.

* billing_update token - If atransactionisinitiating arecurring transaction tied to arecipe with Allow Customer
Update [63] enabled, thisis the value of the token to be used in alink to the secure billing update page. Should
be 60-80 characters.

To use the lookup function, simply add the the commands to HTML code to your order form with the appropriate
field name. Inthisexample, theret_addr field in the order form is http: //mamw.yourdomain.convcgi-bin/return.cgi.
The request would look like this:

<I NPUT type="hi dden" name="| ookup" val ue="first_nane">
<I NPUT type="hi dden" nane="| ookup" val ue="aut hcode">
<I NPUT type="hi dden" nanme="| ookup" val ue="total ">

<I NPUT type="hi dden" nanme="| ookup" val ue="xid">

<I NPUT type="hi dden" nanme="| ookup" val ue="phone">

Assuming the value for the first_name was "Bob", the response would look like this:

http://wwm. your donai n. conl cgi - bi n/return. cgi ?first_name=Bob&aut hcode=852346
&t ot al =29. 95&xi d=987654&phone=8015551212&si gnat ur e=PGPS| GNATUREHERE

Considerations

» Aswith any other dynamic web page, your ret_addr (return address) must be a CGI script or some other appli-
cation, such as CFM or ASP that is capable of parsing the name/value pairs that are passed.

» Requested lookup fields that do not have a value will not be included in the information passed back.

e Whilein test mode, an authcode lookup will return "000000" and an XID lookup will return "9999999999".

3.5. What is nvpairs.cgi?

This script is hosted on the gateway's servers. When used as the value for ret_addr, this script displays al name/
value pairs that were requested via lookup or passback as a URL-encoded string. This allows your script to parse
a standard URL -encoded string to obtain returned values.

The address is https://secure.itransact.conv/cgi-bin/mas/nvpairs.cgi

Figure 3.35. NVPairs Example

first_ 523 29.95&xid=987654&jl 01555121 PSIGNATUREHERE
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3.6. What is a PGP Signature?

One of the security features built into the transaction system is the use of a PGP signature. Each transaction
confirmation is sent to the merchant’ sreturn address (ret_addr), signed with a PGP signature. Thisisabullet-proof
security feature that gives amerchant the knowledge that the transaction confirmation was sent by the processing
server.

Y ou will need a PGP application installed on your server that supports dynamic verification of an RSA signature.
Find information about using PGP with Windows, Unix, Macintosh, Perl, Java, C++, and othersat the International
PGP home page.

You may obtain iTransact’s Public Key and examplesin the toolkit.
Considerations
» Transactions are only signed when either the passback [143] or lookup [143] function is used.

» Aswith any other dynamic web page, your ret_addr (return address) must be a CGI script or some other applica-
tion, such as CFM or ASPthat is capable of parsing the name/value pairsthat are passed, including the signature.

* For security reasons, you should always pass a unique variabl e to the system using the passback function. This
will cause the signature to have a unique value for each transaction.

3.7. Preventing Double HTML Submissions

The gateway has one method for preventing duplicated submissions of completed HTML transactions. However,
the duplicate prevention account setting [25]only prevents transactions that have already processed successfully.
Fortunately, there is a simple javascript that you can add to your forms to prevent double submissions at the point
of the end user accidentally double clicking the submit button. To access that code, please see the toolkit.

4. Recurring Billing Integration

4.1. Overview

iTransact gateway offers one of the most robust recurring billing features available on the Internet. Thisisan ideal
tool for merchants who hill according to a subscription or according to a set schedule. The recurring billing tool
automates ongoing billings in a simple manner which gives a merchant as much control as if you were manually
entering each of the transactions - without the hassle of manually entering the transactions. Thisis available for
credit card and check transactions. If you do not need to initiate a charge at the time of entry, use a zero amount
AV SOnly transaction type (if your processor has set your account to support that). Both the HTML [122] and
the XML API [90] support the passing of recurring data in the transaction submissions. There are also methods
for updating recurring transactions or turning them off. Additionally, the Control Panel interface provides methods
for manually activating/deactivating recurring billings.

4.2. Considerations

There are some basic ideas that you need to understand when using our recurring billing system. Please keep these
itemsin mind:

» A Recurring Recipe is the schedul e which contains the instructions as to when arecurring transaction is billed.
The Recurring Repetitions/Remaining Repetitions is the number of times that a transaction follows the recipe.
Once a transaction is set as a recurring transaction, it will continue to follow the recipe until the number of
repetitions cycles down to or is manually set to zero. The transaction on-hold setting will prevent future billings
without changing the number of repetitions.

 Separate recipes do not need to be built for transactions following the same schedule, even if the transactions
areinitiated at different times, have different amounts, and different necessary repetitions. There is no limit to
the number of transactions that can use the same recipe.
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e Thereisno limit to the number of recipes that you can build.

» Therecurring cycle beginseach night at 12 Midnight, Mountain time. Any necessary modificationsto arecurring
transaction, or its recurring recipe, must be completed prior to 11:59 PM for it to be reflected as a part of the
next day's recurring cycle. For instance, if it is January 31st and arecurring transaction is scheduled to process
on February 1st, that transaction can be modified up to 11:59 PM on January 31st. In further explanation, if a
merchant needed to set the remaining repetitions to zero to prevent future transactions, but missed the 11:59
PM deadline, the merchant would have access to change the number of remaining repetitions to zero. However,
sincethe cycle had already begun, the transaction would still be billed. Future transactions would be prevented,
but arefund or void would now be necessary because the transaction which the merchant had intended to stop
was hilled. The remaining repetitionsin such a case would display as*“-1".

* When atransactionisinitially submitted for processing, recurring details may be passed as part of the form that
will automatically create future recurring charges, based on the details that you provide. In addition, you may
also modify previously submitted transactions and mark them as recurring. This is done via the Transaction
Details window.

« If you do not need to initiate a credit card charge at the time of entry (and your processor supports this type
of transaction) use a zero amount AV SOnly transaction type. If your processor does not support AV SOnly
transactions, you can use a pre-auth for aminimal amount.

» The calculations used to determine when a transaction will recur are based on the initia transaction date and
when the transaction was set to recur. Please contact the support team for clarification.

» Thelargest allowed value for the Recurring Repetitionsis “99999”.

» Recurring transaction details can be updated by you or by the card holders.

4.3. The Recipe Builder

The Recurring Transaction [60] interface is used to access the Recipe Builder where you can setup and edit Re-
curring Recipes. Follow the setup instructions here.

4.4. Setting Transactions to Recur

A transaction can be set to recur automatically at the time of the transaction or manually anytime there after. There
are several methods to trigger recurring for atransaction.

4.4.1. Automatic Recurring Activation Using HTML

For any of the HTML methods, recurring transactions may be initiated at the time the original transaction is
processed. To initially set atransaction as recurring, ssmply add the following input fields to your HTML order
form. In this example we'll use the “monthly13” recipe and have the transaction recur six times, with arecurring
total of $100.00 and a recurring description of “test2”

<i nput type="hidden" nane="recur_recipe" val ue="nonthly13">

<i nput type="hi dden" name="recur_reps" val ue="6">

<l-- Below are Optional used with Split Recurring to set a different amount -->
<i nput type="hi dden" name="recur_total" val ue="100.00">

<i nput type="hi dden" name="recur_desc" val ue="test2">

4.4.2. Automatic Recurring Activation Using the API

For API transactions submitted with the AuthTransaction request, recurring transactions may be initiated at the
time the original transaction is processed. To initialy set atransaction as recurring, ssimply include the following
fields to your XML query. In this example we'll use the “monthly13” recipe and have the transaction recur six
times:

<Recurri ngDat a>
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<Reci pe>nont hl y13</ Reci pe>
<RenReps>6</ RenReps>
<I-- Can either supply Oderltenms or Total and Description (but not both)
to have recurring transactions run for a separate anount (Split Recurring) -->
<Orderltens>
<ltenr
<Descri pti on>t est </ Descri pti on>
<Cost >10. 00</ Cost >
<Qy>1</Qy>
</ltenmp
</ Orderltems>
<Tot al >10. 00</ Tot al >
<Descri pti on>desc</ Descri pti on>
</ Recurri ngDat a>

4.4.3. Manual Recurring Activation for Existing Transactions

This manual activation method can be used for transactions that were submitted viaHTML or XML. Once asale
transaction has been processed successfully, it can be set asarecurring transaction by following these simple steps:

1. Log into the Control Panel and open the Transaction Listing for the day when the origina transaction was
processed. L ocate the transaction that needs to be set to recur and click on the XID number to open the Trans-
action Detail screen.

2. Inthe Transaction Detail screen, click on the Go button in the Recur column.
3. Inthe Recurring Detailswindow, enter the number of repetitions (number of times atransaction needsto rebill)
and choose the Recurring Recipe name from the drop down menu. If you need to change the amount to be

billed or the items, uncheck theUse Ori gi nal Order 1t ens box and the editing and additional line toolswill
display. Once the necessary fields are completed, click the Set up Recurri ng button.

4. The Recurring Setup information page will display if al of the fields have been filled out correctly and the
detail has been updated.

Figure 3.36. Recurring Setup Window

Recurring Setup

Parent Transaction Schedule
XID: 103018 Recipe: Monthly1
Date: 2010-03-24 11:03:52 Interval: month

Next Run: 2010-04-01
Remaining Reps: 10

Billing Items
Description Quantity Price Total
Monthly Charge 1 $5.55 $5.55
Edit Setup

Billing Information
Contact Info Payment Info

Name: Customer Name Type: Card

Phone: 8885551234 Card Type: MasterCard

Email: email@domain.com Last Four: 5454

User ID: Test123ABC Expiration: 6/2010
Billing Address Shipping Address

123 Main St
BH Ca, 80210
USA

Edit Billing Info

(Go Back ) (Back To Detail )

4.4.4. Real-Time Recurring Activation for Virtual Terminal Transactions

The recurring transactions can be submitted through the Standard Virtual Termina [8]interface. Choosing this
interface allows for the entry of multiple Order Items, as well as separate shipping and tax charges. Access the
recurring billing information entry fields by clicking the Recur ri ng toggle. Using this interface will charge a
transaction in real-time, but will also schedule future transactions on that payment account. Enter the necessary
valuesinto the fields and the transaction will be billed and triggered to recur.
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4.5. Understanding the Recurring Setup Window

Figure 3.37. Recurring Setup Window

Recurring Setup

Parent Transaction
XID: 103018
Date: 2010-03-24 11:03:52

Schedule

Recipe: Monthly1
Interval: month

Next Run: 2010-04-01
Remaining Reps: 10

Billing Items
Description Quantity Price Total
Monthly Charge 1 $5.55 $5.55
Edit Setup

Billing Information

Contact Info
Name: Customer Name
Phone: 8885551234
Email: email@domain.com
User ID: Test123ABC

Billing Address
123 Main St
BH Ca, 80210
USA

Edit Billing Info

Payment Info
Type: Card

Card Type: MasterCard
Last Four: 5454
Expiration: 6/2010

Shipping Address

(Go Back ) ( Back To Detail )

This tools is used for manual setup and modification of recurring transactions. It is accessed by clicking the Go

button for recurring in the Transaction Listing or the Transaction Detail.

» Parent Transaction Data

e XID - Thisvaueisthe numericidentifier assigned automatically to atransaction when it is submitted through
the gateway system. Thisis the originating transaction and will be the parent transaction for al future recur-

ring attempts.

» Date - Thetime stamp of the original transaction attempt.

* Schedule Data

» Recipe - Thisvalueisthe name of the recurring recipe that is set to the transaction at that time.

 Interva - Thisidentifies the recipe type being used.

¢ Next Run - A calculated value for the next recurring attempt.

* Remaining Reps - The number of repetitions left that the transaction will continue to rebill until it cyclesto

ZEro or is set to zero.

* Billing Items Data

 Description - The recurring item description.

¢ Quantity - This number multiplied by the price value equals the total item amount.

e Price- Thisisthe cost of asingle item. This number multiplied by the quantity value equals the total item

amount.

 Edit Setup - Click thislink to be able to edit, modify, or add to the any of the billing items data.

* Billing Information Data

« Contact Info - Information being used for recurring transactions.

« Payment Info - Account information being used for recurring transactions.

* Billing Address - The information submitted to the processor for AV S verification on recurring transactions.
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» Shipping Address - The shipping address on file (not verified by the processor).

 Edit Billing Info - Click thislink to be able to edit, modify, or add to the any of the hilling information data.

4.6. Modifying, Suspending, or Canceling Recurring Transactions

The gateway provides several methods for modifying or canceling recurring transactions. Recurring information
can be modified so that future recurring attempts will be made using updated information. Changes must be sub-
mitted prior to 11:59 PM Mountain time the day before the recurring is scheduled to process. Updating the data
for a recurring transaction does not change information applied to the originating transaction itself, only future
transactions. Resubmits using the originating transaction will use the original transaction information.

* Modifying viathe Control Panel

1. Loginto the Control Panel and access the Transaction Detail window or open the Transaction Listing for the
day when the original transaction was processed. L ocate the transaction that needs to be modified and click
on the X1D number to open the Transaction Detail request screen.

2. In the Transaction Detail screen, click on the Go button in the Recur column to open the Recurring Setup
window.

3. To edit the recipe, the remaining repetitions, or item amounts, click Edit Set up. Modify the information
as necessary. Click into the Repet i ti ons field, and edit or delete the value, and enter the new number of
repetitions (set it to “0” to stop future recurrings). If you need to change the amount to be billed or the items,
uncheck the Use current 1t ens box and editing and additional line tools will display. Once the necessary
fields are completed, click the Updat e Recurring Setup button.

4. If you need to edit contact information or account information, click the Edit Billing Info. Edit any
necessary information and click the submi t button.

* Modifying viathe API

The RecurUpdate [107] request is used to update any of the data for a recurring transaction. A RecurUp-
dateResponse [113] will be generated.

» Suspending a Transaction Using the Manual Hold Setting
Placing atransaction on atemporary hold to prevent billingsis simple.

1. Loginto the Control Panel and access the Transaction Detail window or open the Transaction Listing for the
day when the original transaction was processed. Locate the transaction that needs to be modified and click
on the X1D number to open the Transaction Detail request screen.

2. Inthe Transaction Detail screen, click on the No link in the On Hold row of the Recurring Information area.

3. A window will pop up to verify that you want to place the transaction on hold. Click ok. The setting will
change from No to Yes. Thiswill temporarily prevent future recurrings (if done anytime prior to 11:59 PM
Mountain time on the day before the next scheduled transaction) for aslong as you deem necessary.

4. The transaction can be taken off hold following the same steps as above (but by clicking on the Yes and
toggling it to No).

» Customer Recurring Update

If you have setup your recipe to support it, your customers can update their own payment information without
you needing to do any manual entry yourself. The Customer Recurring Update tool will send out an email with
alink that the customer can follow to a secure page where they can modify their card information. Additionally,
you can choose to display a user specific link on an area of your site which the customer can follow to the
same secure update page.
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e Canceling a Recurring Transaction

To cancel arecurring transaction, set the value for the repetitions to zero (“0"). You can submit that request
through the Transaction Details, or through an API call.

4.7. Setting Scheduled-Type Transactions

Using ascheduled recipe allows you to run all of the transactions linked to arecipe at adate that can be controlled
and scheduled manually using the scheduling tool. Merchants can access the scheduling tool in the Recurring
Recipe list. In this example, the recipes named “Group 1" and “Group 2" are Scheduled-Type recurring recipes.
To open the scheduling tooal, click on the Go button in the Schedule column of the list.

Figure 3.38. Recurring Recipe List

RECURRING TRANSACTION RECIPES
Add Recipe
Recumnkg Help
| EREEE CREATED DEFINITION HISTORY SCHEDULE
1/13/2010 Repeat every month on
B2 stday | 3507 the 1st day o
" 1/13/2010 Repeat every 2 months
B2 Bimonthy15| 435500 on the 15th day =]
Daily 11{;’%’3?5110 Repeat every day
. 113/2010 Repeat every week on
friday 13:55:54 Friday
GROUP1 11{;_3;;%? Repeal every e
GROUP2 11{;’?;;931?0 Repeal every
quarterly 11{;%?%1;) Repeat every 90 days
YEARLY 112_35";,021; Repeat every 365 days
(Go Back ) ( Close Window )

Follow these steps to set a group of transactions to run:

1. The schedule tool will open.

Figure 3.39. Schedule Tool

SCHEDULING RECIPE 9121

Date: ("Show Calendar )
ITEMS

# Description Quantity Price Delete
New Clear
New Clear
New Clear
New Clear
New Clear

2. Click on the show cal endar button to open the scheduling calendar.
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Figure 3.40. Scheduling Calendar

CED &R

Mon | Tue |Wed | Thu | Frl | Sat | Sun

16 | 17 | 18 | 19 | 20 [ 21 | 22
23 | 24 | 25 | 26 | 27 | 28 | 29
30 | 31

3. Scroll to the correct month and year and then click on the appropriate day of the month and the Dat e field in
the Scheduling Tool will be populated.

4. Enter the description, quantity and price into the appropriate fields.

Figure 3.41. Using the Scheduling Tool

SCHEDULING RECIPE 9121

Date:  06/30/2010 ("Show Calendar )

ITEMS

# Description Quantity Price Delete
New | June 30th Billing 1 49.95 ("Clear )
New ("Clear)
New Clear )
New (Clear
New ("Clear )

5. If any modifications need to be made, either click the d ear button in the Delete column to clear the row, or
click the Reset button to clear the entire page.

4.8. Viewing Recurring Histories

Toview al of the customers using a specific recipe, view the Recurring Recipe list, choose the recipe in question,
and click the Go button in the History column.
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Figure 3.42. Recurring Recipe History

Transactions Associated with Recipe "1st’

ORIG
FIRST = LAST | AMOUNT
2013
‘;j'd‘_fg 125570 Mo Harry  Cook $12.23 $1500 12 [ View Edit
5223 . i W i
£-32.00 25569 Mo Jane Erown $40.00 F4.75 8 e
£ 13215041
‘;;;?1' 125568 ,'J_—ffa_ﬂ Bob  Jones $10.00 3385 10 | View i |

* RR = Remaining repstitions |

Records per page: 5D Update

Print Datail Back

TheYes or No valuein the On Hold column isatoggle switch that can be use to place arecurring billing on hold or
viceversa. Thered Yes indicates that atransaction is on hold and will not attempt. A Yes setting will also display
"Merchant" or "Recur Fail" to specify the reason for the transaction being on hold. If the merchant manually sets
atransaction on hold, it will list "Merchant". If "Recur Fail" displays, it means the transaction failed a recurring
attempt, and the gateway is set to put a transaction on hold if the recurring attempt fails. The green No indicates
that atransaction is not on hold and will attempt to bill according to the recipe.

To view all of the XIDsfor a specific customer, click on the vi ew button in the History column and a page listing
the history for a specific customer will display. If you need to edit any of theinformation for that transaction, click
the Edi t button in the Recur Setup column.

Figure 3.43. Recurring Transaction History

Recurring Transaction History for XID 108195

DATE & TIME TYPE XD STATUS =~ AMOUNT

1252011 11:15:20  Order 108135 Ok $10
V22011 07:45:07  Order 108202 Ok $2.00 |

Remaining repeditions = 16 |

Print Detail | Back

4.9. Recurring PostBack Feature

Merchants using the recurring transaction features of the gateway may specify a URL to receive transaction post-
back information after a recurring attempt. This can be enabled via the Account Settings in the Control Panel.
To use this feature, enter the URL to be used for postback information. Then select the checkbox for recurring.
Each time a recurring transaction is processed through the gateway system, the transaction server will post the
transaction results to the designated postback URL. The fields listed below will be available when the postback
function is used. Please note that al fields will be posted even if they do not have avalue.

» Xxid - Thisisthe value for the transaction ID assigned by the gateway.

» authcode - Thisisthe authorization code issued by the credit card processor.

» avs response - The value of thisisthe response received from the address verification system.

e cc_last_four - These arethelast four digits of the account number.

e cc_name- Thisidentifies the card type used.

» cvv2 response - Thevalue of thisisthe response received from the card verification value system.

* trans type- Thisshould be listed as “ order”.
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when - Thisisatime stamp in format of “20010509134443" (meaning 05/09/2001 at 13:44:43).

status - Thisindicates the validity of atransaction. The following responses are possible: “ok”, “error”, “fail”,
“begun”.

error_message - If atransaction fails, this value will be the error response.

recipe_name - Thisisthe name of the recurring recipe being used for the transaction.
recipe_every - Thisindicates the how often during a recurring period atransaction isto recur.
recipe_period - The valuefor thisis“day”, “week”, “month” or “scheduled”.

orig_xid - Thisvalue is the transaction ID for the originating/operating/Parent transaction.
rem_reps - This shows the number of timesthat a recurring transaction is set to cycle.
start_date - Thisisthe date of when the transaction was set as a recurring transaction.

*-desc - Thisvalueis the description of the order item. * indicates the item number.

*-cost - Thisvalueisthe cost of the order item. * indicates the item number.

*-gty - Thisvalueisthe quantity of the order item. * indicates the item number.

*-X - Thisvalueisan attribute of the order item. * indicatestheitem number. X isauser specified item attribute.

recur_desc - Thiswill have avalue if the merchant has passed arecur_desc field or if the field was modified
in the recurring system.

recur_total - Thiswill have avalue if the merchant has passed arecur_total field or if the field was modified
in the recurring system.

first_name - Thisisthe customer's first name.

last_name - Thisisthe customer's last name.

address - Thisisthe customer's billing address.

city - Thisisthe customer's billing city.

state - Thisisthe customer's billing state.

Zip - Thisisthe customer's billing postal code.

ctry - Thisisthe customer's country.

email - Thisisthe email address entered by the customer.

phone - Thisis the phone number submitted with the order.

phone - This is the phone number submitted with the order.

saddr - Thisis the shipping address.

scity - Thisisthe shipping city.

sctry - Thisisthe shipping country.

sfname - Thisis the first name of the person which will receive the shipment.
slname - Thisisthe last name of the person which will receive the shipment.
sstate - Thisisthe shipping state.

szip - Thisis the shipping postal code.

cust_id - Thisisthe merchant's optional custom id field passed with the transaction.
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« billing_update token - This parameter isincluded if the recipe has Allow Customer Update [63] enabled. It is
the value of the token to be used in alink to the secure hilling update page. Should be 60-80 characters.

e on_hold - This parameter is included if the recipe has Hold on Failure enabled. This will show a“1” for yes
(it's been put on hold) or a“0” for no (it is no longer on hold).

4.10. Recurring On-Hold

The gateway allows merchants to put specific transactions “on hold” to temporarily prevent recurring billing at-
tempts. This can be used automatically [63] or manually [153]. The Recurring On-Hold feature alows a mer-
chant to toggle recurring on and off for specific transactions, without changing the number of remaining repeti-
tions for that account. To place a transaction on hold, access the specific transaction (either in the Recurring His-
tory [152] interface [152] or in the Transaction Detail interface) and click on the On Hold toggle (which is
agreen No). A dialogue box will display verifying that you want to activate the hold for this transaction. Click
oK. The setting will change from No to Yes. To take the transaction off hold, follow the same procedure (but the
toggle will display ared Yes).

5. Form-Based Recurring Transaction Update

5.1. Introduction

Thismodule provides a seamless way for amerchant's website to allow acustomer to update their recurring billing
information. Depending on the "on hold" status of the recurring transaction it will also catch a customer up by
running a sale transaction. This reduces the amount of work that is required for a merchant to maintain their
recurring transactions.

A formishosted on the merchant'swebsite which allowsthe customer to enter new billing information. Thiswould
most likely be done within a customer interface that requiresalogin. Thisformis posted directly to iTransact's site
so that the merchant's servers never touch card information reducing PCI compliance issues. For added security,
the credentials for this request includes the use of a payload signature.

This process appears seamless to customers because of the postback mechanism. All authenticated requests to the
module result in a post to the merchant's website to render HTML to be displayed in the browser. This post is
doneinside of the request thread, and the results of the post are written to the active output stream. In addition to
the required fields, passback [143] input fields can be provided so that the merchant's scripts can pass through
session identifiers that will be returned in the postback.

5.2. Process Overview

5.2.1. Request Authentication

Requests are authenticated using a payload signature. For this module, the only request parameter used for the
payload is xid. The reason for thisisthis moduleisintended to be used in an browser environment. Requiring any
of the other data el ements to be used in the payload signature would require the signature to be generated using
Javascript or a background http call. This would add unnecessary complexity to the module.

The standard use scenario would be for amerchant to generate the payl oad signature while rendering the customer
update form.

Authentication failures will not result in a postback attempt. This includes requests that have no authentication
fields, have invalid postback URLSs or that have invalid payload signatures. If authentication fails, a page will be
rendered which indicates that there was an authentication failure. This page is non-branded and will simply notify
the customer that their attempt did no go through.

5.2.2. Request Validation

Once the request is authenticated, the input fields are validated. If there are any field validation errors, a postback
is generated to the error postback URL which includes field specific error information. This allows the postback
script to render aform with specific field errors.
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card_number, account_number, and cvv values should be validated client-side using JavaScript if possible since
wewill not postback these values. If invalid valuesresult in an error postback, then the customer will have to enter
these values again. There are several free JavaScript implementations of the Luhn 10 card validation algorithm.
We have included some options below although we do not endorse or provide technical support for their use.

* http://blog.planzer 0.org/2009/08/javascript-luhn-modul us-implementation/
* http://github.comymadrobby/creditcard_js

« http://javascript.internet.convforms/val -credit-card.html
5.2.3. Billing Info Validation/Recurring Authorization

If areguest passes al validations, the module will then look at the "on hold" state of the recurring transaction.
If the transaction is on hold, a Sale transaction will be attempted with the provided billing information. If the
transaction is not on hold and card information is being provided, a $1.00 PreAuth or an AV SOnly transaction
will be attempted which will validate the card information provided. If check information is being provided the
modulewill not try any account authentication. Thetype of transaction used for cardswill be dependent on whether
AV SOnly is supported for the merchant's processing network. AV SOnly is the preferred method for this type of
transaction and is the default. If the request results in a successful Sale transaction, the recurring transaction's "on
hold" state is cleared and the number of remaining recurring repetitionsis reduced by one.

If this transaction is not successful a postback is generated to the error postback URL. The presence of either
internal_err or proc_err designates what type of error occurred. A processor error is normally displayed to the
customer so that they have feedback about the problem with the card they attempted to use.

5.2.4. Email Notification

Depending on the merchant's recurring customer email setting, a confirmation email is sent to the customer for any
update that is successful. The email clearly indicates whether or not a sale transaction took place. A confirmation
email is always sent to the merchant's order email address on success.

5.2.5. Interface Postback

All authenticated requests to the module result in a post to the merchant's website to render HTML to be displayed
in the browser. This post is done inside of the request thread, and the results of the post are written to the active
output stream.

Currently, only one postback attempt is made. If this request fails, a page will be rendered which has basic infor-
mation useful to the customer. This page is non-branded and will simply notify the customer that their attempt
did/didn't go through and indicates that there was a system error. It is the responsibility of the merchant to ensure
that their postback pages are up and functional. We recommend using a tool like Nagios or Zenoss to monitor
your applications.

5.2.6. Background Postback
If an update is successful, an additional postback call can be made. Thisrequest is sent to the recurring postback
URL specified in the merchant's control panel and is run in the background. It is only sent if the merchant has

also enabled the recurring postback feature. 1t will be attempted every 10 minutesfor an hour in case the postback
address is unresponsive.

5.3. Module Interface

Request content should conform to the "application/x-www-form-urlencoded” content type. This means that the
modul e only accepts POST requests. If aGET request isinitiated against the model a405 error will bereturned with
an "Allow" header with the value of "POST". The "content-type" header should also be specified in the request.

The Module URL is: https://secure.itransact.com/merchant_api/billing_update
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5.4. Payload Signature Generation

5.4.1. Overview

To generate the payload_signature input parameter you are going to generate a string that looks like a HTTP
parameter set and sign this string using HMAC-SHA1. You need to sign the xid. The HMAC-SHA1 algorithm
generatesaresult that isnot web friendly so you haveto then Base64 encodeit so it can be sent through the request.

5.4.2. Signature Process

For this section we are going to assume that we are going to issue a request against XID "99999999". We have
been issued API credentials with akey of "12345678901234567890".

5.4.2.1. Generate The Payload

Note that although we are generating something that |ooks like part of aHTTP request URL we don't need to URI
encode it. The request should be a string without any carriage return or newline characters.

xi d=99999999
5.4.2.2. Sign The Payload

After Base64 encoding the output of our HMAC-SHA1 library we end up with a signature of
"QANVUdQjREN2hbcsKk Aok7Ma7/SM="

5.5. Input Fields For Form-Based Recurring Billing Update Re-
guest

The address to POST these request to is https://secure.itransact.comymerchant_api/billing_update

These are the parameters to use in the POST to the iTransact gateway. All fields are required unless indicated
asoptional.

Table 3.34. Recurring Billing Update Input Fields

Value Description Billing Type Required
aba Nine digit numeric ABA |Check Y es (checks)
routing number
account_number Bank account number Check Y es (checks)
account_source Either "checking" or "sav-|Check No

ings'. Default vaue is
checking. Thisisnot avail-
able for redicheck process-
ing.

account_type Either "persona"” or "busi- | Check No
ness'. Thisisvalid only for
CheckGateway processing

addr Customer address. Up to|Card, Check Yes
100 characters

api_username As displayed in the Gate-|Card, Check Yes
way Control Panel's Ac-
count Settings

card_number Credit card account. 14-16|Card Y es (cards)
digit numeric value must
validate to Luhn algorithm

city Customer city. Up to 25|Card, Check Yes
characters
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Value

Description

Billing Type

Required

ctry

Customer country. Up to
45 characters

Card, Check

Yes

Cardholder verification
value. 3-4 characters. OP-
TIONAL

Card

No

email

Must be a valid email ad-
dressin standard email for-
mat. Up to 255 characters

Card, Check

Yes

error_ret_addr

Must be absolute https ad-
dress used for Postback
URL location for field val-
idation, authentication er-
rors or declined attempts.

Card, Check

Yes

exp_month

Credit card expiration
month. Two digit numer-
ic month value [can be
01...12].

Card

Y es (cards)

exp_year

Credit card expiration year.
Four digit numeric year
value.

Card

Yes (cards)

first_name

Customer first name. Up to
50 characters.

Card, Check

Yes

last_name

Customer last name. Up to
50 characters.

Card, Check

Yes

passback]]

This field allows you
to pass additiona cus
tom fields that will come
through in the return post.
Include the open and
closed brackets [] charac-
ters with each passback re-
quest. There should be one
input field named "pass-
back[]" for every input
field that you want to have
returned to your applica-
tion. See the passback ex-
ample below.

Card, Check

No

payload_signature

HMAC-SHA1 signature of
the X1D parameter

Check

Yes

state

Cardholder state. Up to 25
characters

Card, Check

Yes

sec_code

Standard Entry Category. 3
characters

Check

No

success ret_addr

Must be absolute https ad-
dress used for Postback
URL location for success-
ful updates.

Card, Check

Yes

xid

The transaction ID (origi-
nating or Parent XID) tied
totherecurring transaction.

Card, Check

Yes
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Value Description Billing Type Required

zZip Customer postal code. Up|Card, Check Yes
to 20 characters

Passback[] Examples
<i nput type="hidden" name="nyfiel dl" val ue="datal">
<i nput type="hi dden" name="nyfiel d2" val ue="dat a2">

<i nput type="hi dden" nane="passback[]" val ue="nyfiel dl">
<i nput type="hi dden" name="passback[]" val ue="nyfi el d2">

Thefollowing is an example of arequest being generated from an HTML page.

Form-Based Recurring Billing Update Example - Card

<f or m met hod=post action="https://secure.itransact.coni merchant_api/billing_update">
<I-- APl Key for exanple is: 9pM5z2&R46WbVWSZ9Et -->
<pP>

APl User nanme <input type=text name=api _usernane val ue="test account XXXXXXXX">

<pP>

Payl oad Sig <input type=text nane=payl oad_si gnature val ue="PU y2kgl17r ML+f SEHLnmF0ZxCe8=" >
<pP>

XI D <i nput type=text nane=xid val ue="101166">

<p>

Error Return Address

<i nput type=text name=error_ret_addr val ue="https://ww.donain.conierrscript.cgi">
<pP>

Success Return Address

<i nput type=text name=success_ret_addr val ue="https://ww. domai n. con script.cgi">
<p>

Fi rst Nane <i nput type=text nane=first_nanme val ue="John">

<p>
Last Name <i nput type=text name=l ast_nane val ue="Sm t h">
<p>

Emai | <i nput type=text name=enmil val ue="email @onai n. coni' >
<p>

Address <input type=text name=addr val ue="123 Mai n ST">
<p>

City <input type=text nanme=city val ue="Bountiful ">

<p>

State <input type=text nane=state val ue="UT">

<p>

Zip <input type=text nanme=zip val ue="84010">

<p>

Country <input type=text name=ctry val ue="USA">

<p>

Card Nunmber <input type=text nanme=card_nunber val ue="5454545454545454" >
<p>

Exp Month <input type=text nane=exp_nonth val ue="11">
<p>

Exp Year <input type=text nane=exp_year val ue="2020">
<p>

CW <input type=text nane=cvv val ue="123">

</ P>

<br>

<i nput type=submit nane=go val ue="Process">

</ cent er>

</form

Form-Based Recurring Billing Update Example - Check

<f or m met hod=post action="https://secure.itransact.coni merchant_api/billing_update">
<I-- APl Key for exanple is: 9pM5z2&R46WbVWSZ9Et -->
<pP>

APl User nanme <input type=text name=api _usernane val ue="t est account XXXXXXXX">

<pP>

Payl oad Sig <input type=text nane=payl oad_si gnature val ue="PU y2kgl17r ML+f SEHLnF0oZxCe8=">
<pP>
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XI D <i nput type=text nane=xid val ue="101166">

<P>

Error Return Address

<i nput type=text name=error_ret_addr value="https://ww. domai n.conferrscript.cgi">
<pP>

Success Return Address

<i nput type=text name=success_ret_addr val ue="https://ww. domai n. conf scri pt.cgi">

<p>
Fi rst Nane <i nput type=text nane=first_nanme val ue="John">
<p>

Last Name <i nput type=text nanme=l ast_nane val ue="Sm t h">
<p>

Emai | <i nput type=text nanme=enmil val ue="enail @onai n. coni' >
<p>

Addr ess <input type=text nane=addr val ue="123 Main ST">
<p>

Cty <input type=text nane=city val ue="Bountiful ">

<p>

State <input type=text nane=state val ue="UT">

<p>

Zip <input type=text nane=zip val ue="84010">

<p>

Country <input type=text name=ctry val ue="USA">

<p>

ABA <input type=text nanme=aba val ue="124000054" >

<p>

Account Number <input type=text name=account_nunber val ue="12345">
<br >

<i nput type=submit nane=go val ue="Process">

</ cent er>

</form

5.6. Recurring Billing Update Responses

5.6.1. Recurring Billing Update Response Parameters

These are the parameters that can be included in arecurring billing update response.

Table 3.35. Standard Recurring Billing Update Response Fields

Value Description Billing Type Responses

aba Nine digit numeric ABA |Check All
routing number

account_source Either "checking" or "sav-|Check All
ings'. Default value is
checking. Thisis not avail-
able for redicheck process-

ing.

account_type Either "persona” or "busi-|Check All
ness'. Thisisvalid only for
CheckGateway processing

addr Customer address. Up to|Card, Check All
100 characters

authcode The approva number is-|Card Success
sued by card processor/is-
suer. Up to 8 alpha-numer-
ic characters

avs_category Address verification re-|Card Success
sponse category. See table
below for possible return
values.
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Value

Description

Billing Type

Responses

avs _response

The raw address verifica-
tion response code from
processor.

Card

Success

card_name

The credit card type sub-
mitted.

Card

All (If d

eterminable)

city

Customer city. Up to 25
characters

Card, Check

All

ctry

Customer country. Up to
45 characters

Card, Check

All

Cvv_response

The CVV verification re-
sponse from processor.

Card

Success

email

Account holder email ad-
dressin standard email for-
mat. Up to 255 characters

Card, Check

All

err_message

Thiswill beincludedinany
post to the error_ret_addr
for any validation, proces-
sor, or auth type errors.

Card, Check

Error

exp_month

Credit card expiration
month. Two digit numer-
ic month value [can be
01...12].

Card

All

exp_year

Credit card expiration year.
Four digit numeric year
value.

Card

All

first_name

Customer first name. Up to
50 characters.

Card, Check

All

internal_err

If aninternal error occurred
while processing the trans-
action, this value will be
"1". It will be blank other-
wise.

Card, Check

All

last_four

The last four digits of the
credit card account submit-
ted.

Card

All

last_name

Customer last name. Up to
50 characters.

Card, Check

All

Passback[] Fields

Any values passed as pass-
back[] variables will bein-
cluded

Card, Check

All

payload_signature

HMAC-SHA1 signature of
the al included parameters
signed using merchant's
API Key.

Card,Check

All

proc_err

If a processor type error
takes place, this value will
be"1". It will be blank oth-
erwise.

Card,Check

All

sec_code

Standard Entry Category. 3
characters

Check

All
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Value

Description

Billing Type Responses

state

Cardholder state. Up to 25
characters

Card, Check All

total

The dollar amount of the
sdle transaction or vali-
dation. If a preauth was
run then this would be
"1.00". If anAVSOnly was
run then the value will be
"0.00".

Card, Check All

trans xid

The Transaction |ID of the
transaction that was run
during the update.

Card, Check All (If determinable)

validation_err

If validation type error
takes place, this value will
be "1". It will be blank
otherwise. If equal to "1",
therewill beaField Valida-
tion Error Indicator includ-
ed in the response.

Card, Check All

xid

The transaction 1D (origi-
nating or Parent XID) tied
to therecurring transaction.

Card, Check All

zZip

Account holder postal
code. Up to 20 characters

Card, Check All

These are the potential values for avs_category that may be included in a Recurring Billing Update Response for

acredit card update.

Table 3.36. Potential AVS _Category Values - Recurring Billing Update Response Values

Value Description
address Street address matched
address postal Street address and postal code matched
address zip5 Street address and five digit postal code matched
address zip9 Street address and nine digit postal code matched

address ok_postal_format_error

Street address matched, postal code format error

global_non_participant

International with no AV'S support

international_address not_verified

International with no AV'S support

no_match No street address or postal code match
no_response No response

not_allowed Not allowed

postal Postal code matched

postal_ok_address format_error

Postal code matched, street address format error

service_not_supported

AV 'S service not supported for card

unavailable AV'S service not supported for card
Zip5 Five digit postal code matched
zip9 Nine digit postal code matched

These are the field validation response parameters than may beincluded in a Recurring Billing Update Response.
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Table3.37. Field Validation Error Indicators- Recurring Billing Update Response Fields

Field Description Description

aba err Indicates a validation error with the| Check
abafield.

account_number_v_err Indicates a validation error with the| Check
account_number field.

account_source v_err Indicates a validation error with the| Check
account source field.

account_type v_er Indicates a validation error with the| Check
account type field.

addr_v_err Indicates a validation error with the| Card, Check
addressfield.

card_number_v_err Indicates a validation error with the| Card
credit card account field.

city v_err Indicates a validation error with the| Card, Check
city field.

ctry v_er Indicates a validation error with the| Card, Check
country field.

CcVV_v_err Indicates a validation error with the|Card
CVV fidd.

email_v_err Indicates a validation error with the| Card, Check
email field.

exp_month_v_err Indicates a validation error with the|Card
expiration month field.

exp_year v_err Indicates a validation error with the| Card
expiration year field.

first_ name v_err Indicates a validation error with the| Card, Check
first name field.

last_ name v_err Indicates a validation error with the| Card, Check
last name field.

sec_code v_err Indicates a validation error with the| Check
SEC codefield.

state v_err Indicates a validation error with the| Card, Check
state field.

success ret_addr v_err Indicates a validation error with the| Card, Check
success ret_addr field.

xid v_err Indicates a validation error with the| Card, Check
transaction ID field.

Zip_v_err Indicates a validation error with the| Card, Check
postal code field.

6. Reporting API

6.1. Introduction

The sametool that generates the merchant reports available from the merchant control panel may also be accessed
externally, through our Reporting API. This allows you to automate the process of downloading either CSV or
XML transaction reports.
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6.2. Authentication

Authentication is handled using the combination of ausername and aHMAC digest. A HMAC digest verifies both
the authenticity and data integrity for a request payload. Our implementation is based on HMAC-SHA-1 using
a 160 hit key. Y ou can read more about HMAC at Wikipedia [http://en.wikipedia.org/wiki’HMAC] or for the ad-
venturous the RFC [ http: /imww.fags.org/rfcs/rfc2104.html] isavailable. By using asignature based authentication
scheme we can validate who generated an API request and ensure that the request was not atered using aman-in-
the-middle attack [ http://en.wikipedia.org/wiki/Man-in-the-middle_attack]. To access the reporting tool you will
sign a string containing all the request parameters you are posting to the report and then pass that in along with
your API username.

NOTE:The Reseller API Credentials can not be used with these requests.

6.3. Request Parameters

The integration with the reporting application is done through a form post. There are seven required parameters
that must be included with every regquest and there are also optional parameters that let you narrow down your
result set. The URL of the report application is

https: //secure.itransact.conmvjfe/tranglist/list.do

NOTE: The Reseller API Credentials can not be used with these requests.

6.3.1. Required Parameters
The following request parameters must be submitted with every request.
e apiUsername - Thisisthe APl username that has been assigned to you.
» outputFormat - Report Format. Valid input values are;
list-csv
list-xml

» payloadSignature - Thisis the payloadSignature that you have generated using any other request parameters.
Review complete documentation to see the specifics of how thisis generated.

 transDateFirst - Thisisthe start date for the set of transactions you are trying to access. The format is yyyy/
MM/dd.

 transDatel ast - Thisisthe end date for the set of transactions you are trying to access. The format is yyyy/
MM/dd.

 transTimeFirst - Thisisthestart timefor the set of transactionsyou aretrying to access. Theformat is HH: mm.

 transTimel ast - Thisisthe end timefor the set of transactions you are trying to access. The format is HH: mm.

6.3.2. Optional Parameters

Thefollowing parameters are optional search parameters. These search parametersdo not result in full text search-
es, so they will only match records that have identical field values.

 action - Transaction Type. The valid action inputs are:

order - Order which includes Sale, PreAuth and Force transactions. Use the subaction input to narrow down
the result to a specific type.

credit - Credit
void - Void
postauth - PostAuth
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auth - Authorization Code
avsCategory - AV S Response Category
avsResponse - AV'S Response Code
batchNumber - Batch Number

card - Card Type. Thisinput field can contain a single or comma separated list of card types to include in the
results. The valid card types are:

1 - American Express

3 - Discover

4 - Dinerg/Carte Blanche

7 - Mastercard

8-Visa

cvw2Response - CVV Response Code

email - Customer email

extUserid - Merchant supplied user ID (the cust_id field)
haddr - Billing Address

hcity - Billing City

hctry - Billing Country

hfname - Billing First Name

hiname - Billing Last Name

hstate - Billing State

hzip - Billing Postal Code

instr - Payment Instrument. VValid instr inputs are:
cc - Credit Card

ck - Check

eft - EFT

ip - Transaction |P Address Source

lastFour - Last four digits of the account number
parentXid - Parent transaction ID

phone - Customer phone

recur Recipe - Recurring recipe name

recur Status - Include only recurring transactions with this status. Status values are the same as the statusinput
parameter.

recur Xid - Include only recurring transactions that have recurXid as their parent XID.
saddr - Shipping Address
scity - Shipping City
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e sfname - Shipping First Name
» dname - Shipping Last Name
» sstate- Shipping State
» &Zip - Shipping Postal Code
* status- Transaction Status. Valid status values are:
ok - Transaction Completed Successfully
error - Transaction was refused by the processing network
fail - The transaction failed for an unexpected reason
avs fail - The AV Sresponsedid not satisfy the merchant’ sAV Srequirements at the time the transaction wasrun
unknown - An unknown error occurred
begun - Transaction did not complete which usually indicates an internal error
» subAction - Used to narrow down the result set to one type of action. Valid input values are:
force - Force Transaction
preauth - Preauth Transaction
sale - Sale Transaction
* total - Transaction total in the format DDDD.cc
* transSour ce - Transaction source. Valid input values are:
av - Autovoid
html - Web Form
phone - Phone
recur - Recurring
session - Virtual Terminal
xml - XML
» xidFirst - Thisisthe opening parameter that allows you to pull arange of specified transaction IDs.

» xidLast - Thisisthe closing parameter that allows you to pull arange of specified transaction I1Ds.

6.4. Generating the payloadSignature Value

The sametool that generates the merchant reports available from the merchant control panel may al so be accessed
externally though our reporting tool. Thisallows you to automate the process of downloading either CSV or XML
transaction reports.

6.4.1. Overview

To generate the payloadSignature input parameter you are going to generate a string that looks like a HTTP
parameter set and sign this string using HMAC-SHAL. You include al the parameters you are going to pass
through except for payloadSignature. This parameter set string also needs to be generated in alphabetical order.
The HMAC-SHA1 agorithm generates a result that is not web friendly so you have to then Base64 encode it so
it can be sent through the request.
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6.4.2. Signature Process

For this section, assume that we are going to issue a request to search for all credit card transactions between
"10/1/2007" and "10/31/2007" and we have been issued API credentials with a username of test with a key of
"12345678901234567890".

6.4.3. Assemble the Request Parameters

To emphasize the point that we are going to sort input parameters alphabetically in the signature, the instr field
islisted out of order:

apiUsername - test

outputFormat - list-xml

transDateFirst - 2007/10/01
transDatelast - 2007/10/31
transTimeFirst - 00:00

transTimelLast - 23:59

instr - cc

6.4.4. Generate The Payload

Note that although we are generating something that |ooks like part of aHTTP request URL we don't need to URI
encode it. The example below shows up in two linesin this document for formatting purposes but would actually
be a string without any carriage return or newline characters.

api User nane=t est & nst r =cc&out put For mat =l i st - xnl & r ansDat eFi r st =2007/ 10/ 01
& ransDat eLast =2007/ 10/ 31&t r ansTi neFi r st =00: 00&t r ansTi neLast =23: 59

6.4.5. Sign the Payload
After Base64 encoding the output of our HMAC-SHA1 library we end up with a signature of
cyel. 36oyyManvmmIWBHZJIv3Z1bE=

Remember, each transaction will have a unique payload. These examples are simply for testing. Do not try to use
this payload or the generated payloadSignature for your real transactions. It will not work.

6.4.5.1. Perl HMAC Signature Example

ny $EXPECTED S| GNATURE = ' cyel 360yyManvmmIWBHZIV3Z1bE=";
ny $payl oad = "api User name=t est & nst r =cc&out put For mat =I i st - xnl &"
"transDat eFi r st =2007/ 10/ 01&t r ansDat eLast =2007/ 10/ 31&"
"transTi meFi r st =00: 00&t r ansTi neLast =23: 59" ;
use Digest:: HVAC SHA1;
ny $hmac = Digest:: HVAC SHAL- >new( " 12345678901234567890") ;
$hmac- >add( $payl oad) ;
# The Perl Digest lib doesn't provide the trailing '=" character
ny $actual _si gnature = $hnmac->b64di gest . '=';
i f ($EXPECTED_SI GNATURE eq $actual _signature) {
print "Success!\n";
print "Signature: '$actual _signature'\n";
} else {
print "Failure!\n";
print "Expected Signature: '$EXPECTED S| GNATURE \ n";
print " Actual Signature: '$actual _signature'\n";

}
6.4.5.2. Java HMAC Signature Example
import java.util.*;

i mport javax.crypto. Mac;
i mport javax.crypto.spec. Secr et KeySpec;
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i mport org. apache. commons. codec. bi nary. Base64;

public class HVACSi gnature {
private static final String EXPECTED SI GNATURE = "cyelL36oyyManvnmmIWBHZJv3Z1bE=";
public static void main(String[] args) throws Exception {

java.security. Security.addProvi der (new com sun. crypt o. provi der. SunJCE());

Secr et KeySpec hmac = new Secr et KeySpec( "12345678901234567890". get Bytes(),

" HmacSHAL" ) ;

Mac mac = Mac. getlnstance( hnmac. get Al gorithm() );

mac.init( hmac );

String sigLoad = "api User name=t est & nst r =cc&out put For mat =l i st - xm &' +
"transDat eFi r st =2007/ 10/ 01&t r ansDat eLast =2007/ 10/ 31&t r ansTi meFi r st =00: 00&" +
"transTi neLast =23: 59";

byte[] digest = nac. doFi nal (siglLoad. getBytes());

String actual Signature = new Stri ng(Base64. encodeBase64(di gest));

i f (EXPECTED_SI GNATURE. equal s(act ual Si gnature)) {
System out. println("Success!");
Systemout.println("Signature: " + actual Signature);

}

el se {
Systemout. println("Failure!");
System out . printl n("Expected Signature: " + EXPECTED_ S| GNATURE) ;
Systemout.println(" Actual Signature: " + actual Signature);

}

}
}

6.4.5.3. Ruby HMAC Signature Example

require 'openssl’
requi re ' base64'
EXPECTED_SI GNATURE = ' cyelL36oyyManvmmIWBHZIv3Z1bE="'
payl oad = "api User nane=t est & nst r =cc&out put For mat =l i st - xm &' +
"transDat eFi r st =2007/ 10/ 01&t r ansDat eLast =2007/ 10/ 31&" +
"transTi neFi r st =00: 00&t r ansTi meLast =23: 59"
key = "12345678901234567890"
di gest =OpenSSL: : HVAC. di gest (OpenSSL: : Di gest : : SHAL. new key), key, payl oad)
actual _signature = Base64. b64encode(di gest)
# For sone reason, we end up with a new |ine character in the actual _signature...
act ual _si gnat ur e. chonp!
i f EXPECTED_SI GNATURE. eqgl ?(act ual _si gnat ur e)
puts ' Success!'’
puts 'Signature: ' + actual _signature
el se
puts 'Failure!’
puts ' Expected Signature: ' + EXPECTED_ S| GNATURE
puts ' Actual Signature: ' + actual _signature
end

6.5. APl Responses
6.5.1. XML Response Structure

If list-xml was specified for the outputFormat parameter a XML response structure is returned. The structure
includes both information about the values of the inputs and the individual transaction records. The example
provided below contains al the response elements that might be returned in the response.

<?xm version="1.0" encodi ng="1|SO 8859-1"?>
<transacti onSear chResul t >
<query>
<action />
<auth />
<avsCategory />
<avsResponse />
<bat chNumber />
<card />
<cvv2Response />
<emmil />
<custld />
<haddr />
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<hcity />

<hctry />

<hf nane />

<hl nane />

<hstate />

<hzip />

<instr />

<i p />

<| ast Four />

<nmer Name>Mer chant Nane</ nmer Nane>

<parentXid />

<phone />

<recur Reci pe />

<recur Status />

<recurXid />

<status />

<subAction />

<total />

<t ransDat eFi r st >2007/ 11/ 1</ t r ansDat eFi r st >

<transDat eLast >2007/ 11/ 2</ t r ansDat eLast >

<transTi neFirst />

<transTi neLast />

<xidFirst />

<xi dLast />

</ query>

<transacti ons>

<transacti on>
<acti on>or der </ acti on>
<aut h>1234567</ aut h>
<avsCat egor y>zi p5</ avsCat egor y>
<avsResponse>Z</ avsResponse>
<bat chNunber >7</ bat chNunber >
<car d>Aneri can Express</card>

<chi | dXi ds>
<chi | dXi d>123456789</ chi | dXi d>
</ chi | dXi ds>

<cvv2Response>M</ cvv2Response>
<emui | >t est @xanpl e. conk/ emai | >
<cust | d>12345</ cust | d>
<haddr>123 Street Nanme</haddr>
<hci ty>City</ hcity>
<hct ry>USA</ hctry>
<hf name>Fi r st </ hf nane>
<hl nane>Last </ hl nane>
<hst at e>UT</ hst at e>
<hzi p>84010</ hzi p>
<instr>cc</instr>
<ip>11.11.11.11</ip>
<itenms>
<itemindex="0">
<itenDetail code="cost">1.99</itenDetail >
<itenDetail code="desc">Item Description</itenDetail >
<itenDetail code="qty">1</itenDetail >
</item>
</itenms>
<nmer chant Dat a>
<val ue nanme="or der Nunmber " >123456789</ val ue>
</ mer chant Dat a>
<l ast Four >2000</ | ast Four >
<nmer Nanme>Mer chant Nane</ ner Nane>
<par ent Xi d>123456789</ par ent Xi d>
<phone>801- 555- 1212</ phone>
<r ecur Reci pe>r eci pe nane</recur Reci pe>
<recur St at us>ok</ recur St at us>
<recur Xi d>123456789</r ecur Xi d>
<saddr>123 Street Nane</saddr>
<scity>City</scity>
<sctry>USA</sctry>
<sf name>Fi r st </ sf nane>
<sl name>Last </ sl nane>

169



Developer Information

<sst at e>UT</ sst at e>
<szi p>84010</ szi p>
<st at us>ok</ st at us>
<subAct i on>sal e</ subActi on>
<total >1.99</total >
<transDat e>11/ 1/ 2007 12: 00: 00</ t r ansDat e>
<transSr c>sessi on</transSrc>
<xi d>123456789</ xi d>
</transacti on>
<transacti on>

</transacti on>
</transactions>

</transacti onSear chResul t >

6.5.2. CSV Response Structure

If list-csv was specified for the outputFormat parameter a comma delimited response structure is returned. This
report has one line per transaction but the number of columnsiis variable depending on the transaction datain the
report. There are two data el ements that cause the number of columnsto vary:

* If thereare any child transactions each child transaction X1D isadded as a separate column. If there are no child
transactions there are no columns added to the report.

» Since each line contains all the order items, the number of order item columns in a report is based on the
transaction in the set with the largest number of order items.

Each line can be viewed as having five different sections.

1. Header Set One - Thisis afixed set of header values.

acti on, aut h, avsCat egor y, avsResponse, bat chNunber, card

. Header Set Two - Thisisavariable set of header values based on whether any child XIDsexist and if so on how
many. For each child XD associated with atransaction a column is added. For any given report the number of
childX1D columnsisequal to the maximum number of child X1Ds associated with any transaction in the report.

childXid 0, childXid_ 1, childXid_2
. Header Set Three - Thisisafixed set of header values.

cvv2Response, custld, email, haddr, hcity, hctry, hf nane, hl nane, hst ate, hzi p,instr,ip

. Header Set Four - This set of headers consists of the order items for the request. Each order item has a mini-
mum of three values associated with it (cost, qty, desc), although there can be more. Each value generates two
columns, one for the value code and one for the actual value. The column headersin this section are zero based
meaning your order item numbers are not preserved in the report. If you passthrough items 1 and 2 you will still
have column header nameslikeitem 0 code 0. Let's consider an example transaction with two order items:

Table 3.38. Output Example

Item # Cost Quantity Description
1 $1.00 1 ltem 1
2 $2.00 2 Item2, with comma

Since we have six order item attributes, this will result in twelve columns being generated. The output that
would be generated for this example transaction is shown below.

itemO _code 0,item O value 0,item O code 1,item O value 1,item 0 code 2,item 0 _val ue_ 2,

item1 code O,item1 value O,item1 code_1,item1 value 1,item 1 code_2,item 1 _val ue_2
cost, 1. 00, desc, Item 1, qty, 1, cost, 2. 00, desc, | t enR&#44; with commm, qty, 2

. Header Set Five - Thisisafixed set of header values.

| ast Four, mer Nane, mi d, par ent Xi d, phone, r ecur Reci pe, r ecur St at us, recur Xi d, saddr, scity,
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sctry, sf nane, sl nane, sst at e, szi p, st at us, subAction,total ,transDate,transSrc, xi d

6.6. Testing the Process

If you would like to test your HMAC signature process without having to hit our servers, use the demo signature
generated as atest base. If you use the same set of parameters your code should generate the same signature value
that was shown in the example.

7. Deprecated XML Method

7.1. Overview

You should not use this method for integrating with the gateway. This is a deprecated method. Information is
included herefor the reference of usersstill utilizing this older version. Future versions of this documentation may
not include information regarding this method. If you are using this system, please consider making the necessary
modifications to your site to utilize the newer XML Connection Method [90] (using the API keys).

Merchants using thisinterface submit transactions directly with the transaction processing server may do so using
XML. XML requests are posted directly to the processing server viaHTTPS, ensuring the security of the submit-
ted information. XML responses are generated during the same connection, reducing the number of connections
required to process atransaction. The XML schema provides an easy alternative for devel opers wishing to process
real-time transactions. Because XML is open-architecture, developers may create their own Windows COM ob-
jects, Javaapps, PHP routines, Perl libraries, standardized Web Services, etc. If amerchant's application can gen-
erate XML, the merchant can process transactions using this method. Since the XML method is simply another
method for processing transactions, all gateway features remain available. This includes the Virtual Terminal,
Transaction Listing [32], Testing Interface, etc. By default, this feature is not activated on a gateway account.
Please contact the support team to have this feature activated.

There are two separate interface modules available when using the XML connection method (xmltrans.cgi and
xmltrans2.cgi) . Each interface is built for specific types of transactions. Merchants have access to use both mod-
ules.

7.2. Considerations
« If using Java, download the Java Secure Socket Extension package available at http://java.sun.com.

« If using aMicrosoft technology (such as ASP), amerchant may use the XMLHTTPRequest object of msxml.dll.
This solution is built upon wininet.dll, which is not scalable. Consult Microsoft documentation for details.

 If using PHP, a merchant may use the CURL Library functions found at http://www.php.net/manual/en/
ref.curl.php.

e The XML Connection method is not activated on a gateway account by default. If amerchant desiresto usethe
XML Connection method, an XML activation request needs to be sent to the support team.

7.3. The xmltrans.cgi Module

The use of this module allows a merchant to submit force, preauth, and sale transactions. Transactions submitted
using this module will be listed in the transaction listing and email confirmations can be sent. These transactions
can also be set as recurring. SaleRequests should be sent to the following URL:

https://secure.itransact.comvcgi-bin/rc/xmlitrans.cgi

7.3.1. MIME Type Information

The above cgi is accessed with an HTTP POST and requiresa CONTENT _TY PE header to be specified. Either
"application/x-www-form-urlencoded" or "text/xml" must be used. If "application/ x-www-form-urlencoded"is
sent then the HTTP body must contain valid form markup. See WW3 Form Spec for details at w3.org. If "text/
xml" is used then the HTTP body should only contain the XML request. If the incorrect MIME type is used, the
following response will be sent back to your server:

<?xm version="1.0" standal one="yes" ?>
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<Gat ewayFai | ur eResponse>
<St at us>FAI LED</ St at us>
<Er r or Cat egor y>REQUEST _FORMAT</ Er r or Cat egor y>
<Err or Message>Unexpected m nme type: </ErrorMssage>
</ Gat ewayFai | ur eResponse>

7.3.2. The SaleRequest

To run atransaction, a SaleRequest query must be generated.

<?xm version="1.0" standal one="yes" ?>
<Sal eRequest >
<Cust oner Dat a>
<Emai | >nane@onai n. conk/ Enai | >
<l-- Optional Custld-->
<Cust | d>12345</ Cust | d>
<Bi | | i ngAddr ess>
<Addr ess1>100 This Street</Addressl>
<Fi r st Name>John</ Fi r st Nane>
<Last Nanme>Smi t h</ Last Nane>
<Ci ty>Yourtown</City>
<St at e>NY</ St at e>
<Zi p>55555</ Zi p>
<Count r y>USA</ Count r y>
<Phone>230- 555- 1212</ Phone>
</ BillingAddress>
<l-- Optional Shipping Address -->
<Shi ppi ngAddr ess>
<Addr ess1>100 This Street</Addressl>
<G ty>Thatcity</Cty>
<Fi r st Name>John</ Fi r st Nane>
<Last Nane>Sni t h</ Last Nane>
<St at e>NY</ St at e>
<Zi p>55555</ Zi p>
<Count r y>USA</ Count r y>
<Phone>231- 555- 1212</ Phone>
</ Shi ppi ngAddr ess>
<Account | nf o>

<l-- Include either credit card or check info. Not both.-->
<l-- For Credit card transaction. -->
<Car dl nf o>

<CCNunm»5454545454545454</ CCNun
<CCWb>05</ CCVb>

<l-- CCM nust be two digits. -->
<CCYr >2002</ CCYr >

<l-- CCYr nust be four digits. -->

<l-- CW2 is optional. Pass only if your Gateway account requires it.

<CW2Nunber >123</ CVWW2Nunber >
<CW2I | | egi bl e>1</ CW2l |1 egi bl e>
<l-- Submit only if CW nunber is illegible. -->
</ Car dI nf 0>
<!-- For Check transactions. -->
<Checkl nf o>
<ABA>324377516</ ABA>
<Account >12345</ Account >
<Account Type>busi ness</ Account Type>

<!-- business or personal -->
<l-- Optional -->

<CheckNun®»100</ CheckNun®
<l-- Optional -->

<CheckMenmo>Meno text here</ CheckMeno>
</ Checkl nf o>
</ Account | nf 0>
</ Cust oner Dat a>
<Tr ansact i onDat a>
<!-- AuthCode optional. (IND CATES FORCE TRANSACTI QN) -->
<Aut hCode>12345</ Aut hCode>
<!-- Preauth optional. (IND CATES PREAUTH TRANSACTI QN) -->
<Pr eaut h/ >
<Vendor | d>XXXXX</ Vendor | d>
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<Vendor Passwor d>PASSWORD</ Vendor Passwor d>

<l-- Optional. This information will be saved on our
servers and is available in the XM_ transaction report. This is
useful if you want to save your own transaction neta-data with a transaction. -->
<Vendor Dat a>
<El ement >

<Name>r epl d</ Name>
<Val ue>1234567</ Val ue>
</ El ement >
</ Vendor Dat a>
<HonePage>ht t p: / / ww. exanpl e. com</ HomePage>
<l-- Optional -->
<Recurri ngDat a>
<Recur Reci pe>t est </ Recur Reci pe>
<Recur Reps>5</ Recur Reps>
<!-- Optional (For Split Recurring) -->
<Recur Tot al >100. 00</ Recur Tot al >
<l-- Optional (For Split Recurring) -->
<Recur Desc>t est 2</ Recur Desc>
<l-- Optional (For Split Recurring) -->
</ Recurri ngDat a>

<I-- Optional. Text here will be included in transaction confirmation emails. -->
<Enmi | Text >
<l-- Up to 10 Enmil Textltem el ements all owed. - ->

<Enmmi | Text | tenpl i nel</ Enmil Text|tenm>
<Emmi | Text | tenpl i ne2</ Enmi | Text | t en»>
</ Emai | Text >
<Orderltens>
<ltenp
<Descri ption>i teml</ Descri pti on>
<Cost >5</ Cost >
<Qy>1</Qy>
</ltem>
<ltenp
<Descri pti on>i t enR</ Descri pti on>
<Cost >3. 50</ Cost >
<Qy>1</ Qy>
</ltem>
<l tenp
<Descri pti on>i t enB</ Descri pti on>
<Cost >- 2. 99</ Cost >
<Qy>1</Qy>
</l ten>
</Orderltens>
</ Tr ansact i onDat a>
</ Sal eRequest >

7.3.3. The SaleResponse

The SaleResponse is essentially a duplicate of the information provided in the SaleRequest with additional ap-
prova and verification information included. This information is included in a response from the transaction
servers. Note that ALL fields are provided in the response even if they were not included in the request. The
schema is shown here with demo data.

<Sal eResponse>
<Cust on®er Dat a>

<Enmi | >nane@lonai n. conx/ Emai | >

<Bi | | i ngAddr ess>
<Addr ess1>100 Thi s Street </ Addressl>
<G ty>Yourtown</City>
<Fi r st Name>John</ Fi r st Nane>
<Last Nanme>Smi t h</ Last Nane>
<St at e>NY</ St at e>
<Zi p>55555</ Zi p>
<Count r y>USA</ Count r y>
<Phone>230- 555- 1212</ Phone>

</ Bi | | i ngAddr ess>

<Shi ppi ngAddr ess>
<Addr ess1>100 This Street</Addressl>
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<Addr ess2>Bui | di ng 3</ Addr ess2>
<Cty>Thatcity</Cty>
<Fi r st Name>John</ Fi r st Nane>
<Last Nane>Sni t h</ Last Nane>
<St at e>NY</ St at e>
<Zi p>55555</ Zi p>
<Count r y>USA</ Count r y>
<Phone>231- 555- 1212</ Phone>
</ Shi ppi ngAddr ess>
<Account | nf 0>
<I-- For Credit card transactions. -->
<Car dl nf 0>
<CClLast Four >5454</ CCLast Four >
<CCNane>Mast er car d</ CCNane>
</ Car dl nf o>
<l-- For Check transactions. -->
<Checkl nf o>
<Account Type>Busi ness</ Account Type>
<CheckNun>100</ CheckNunw
<CheckMeno>Menp t ext here. </ CheckMeno>
</ Checkl nf o>
</ Account | nf 0>
</ Cust oner Dat a>
<Transact i onDat a>
<St at us>OK</ St at us>
<l-- WIIl be one of: ERROR, FAIL, FAILED, K -->
<!-- ErrorCategory will be one of
AVS_FAI LURE - Transaction will be automatically voi ded.
CW2_FAI LURE - Transaction will be automatically voided.
| NTERNAL_ERROR - Sonet hi ng unexpect ed happened.
PROCESSCR_ERROR - Sonet hi ng such as DECLI NED, etc .
PROCESSOR_FAI L -
REQUEST_FORMAT - Request received has an invalid format.
REQUEST_VALI DATION - XM. content is invalid. -->
<Err or Cat egor y></ Er r or Cat egor y>

<l-- ErrorMessage coul d be anything. -->
<Err or Message></ Err or Message>
<I-- Authorization code received from processi ng network. -->
<Aut hCode>12345</ Aut hCode>
<!-- AVSResponse is actual AVS response received fromthe processor. -->

<AVSResponse>A</ AVSResponse>
<l-- AVSCategory will be one of
address - Address Matched
address_postal - Address and postal patched
address_zi p5 - Address and five digit Zl P nmatched
address_zi p9 - Address and nine digit Zl P natched
address_ok_postal _format_error - Address matched, postal format error
gl obal _non_participant - International with no AVS support
i nternational _address_not _verified - International with no AVS support
no_match - No address or postal match
no_response - No response
not _all owed - Not all owed
postal - Postal match
postal ok _address_format_error - Postal matched, address format error
servi ce_not_supported - AVS service not supported for card
unavai | abl e - AVS service unavail abl e.
zip5 - Five digit ZI P matched
zip9 - Nine digit ZIP matched -->

<AVSCat egor y>Addr ess</ AVSCat egor y>
<I-- CW2Response is actual response received fromthe processor. -->

<CW2Response>M</ CVWW2Response>

<Ti meSt anp>20021003172303</ Ti neSt anp>
<l-- TestMdde indicates the test status of your gateway account.
O=of f 1=on -->

<Test Mbde>0</ Test Mode>

<Tot al >100</ Tot al >

<Xl D>10000</ XI D>

<Recurri ngDat a>

<Recur Reci pe>t est </ Recur Reci pe>
<Recur Reps>5</ Recur Reps>
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<Recur Tot al >100</ Recur Tot al >
<Recur Desc>t est 2</ Recur Desc>
</ Recurri ngDat a>
</ Tr ansact i onDat a>
</ Sal eResponse>

7.4. The xmltrans2.cgi Module

The use of thismodule allows amerchant to submit Refund, Force, Postauth, Retry and V oid transactions based on
previoustransactions, and Credit transactionsthat were not generated through the gateway. Transactions submitted
using this module will be listed in the transaction listing and email confirmations can be sent.

https: //secure.itransact.conmvcgi-bin/rc/xmltrans2.cgi

7.4.1. MIME Type Information

This cgi is accessed with an HTTP POST and requires a CONTENT_TY PE header to be specified. Either "ap-
plication/x-www-form-urlencoded" or "text/xml" must be used. If "application/ x-www-form-urlencoded" is sent
then the HTTP body must contain valid form markup. See WW3 Form Spec for details at w3.org. If "text/xml" is
used then the HTTP body should only contain the XML request. If theincorrect MIME typeis used, the following
response will be sent back to your server:

<?xm version="1.0" standal one="yes" ?>
<Gat ewayFai | ur eResponse>
<St at us>FAI LED</ St at us>
<Er r or Cat egor y>REQUEST_FORMAT</ Er r or Cat egor y>
<Error Message>Unexpected m nme type: </ErrorMessage>
</ Gat ewayFai | ur eResponse>

7.4.2. Testing Tools for xmltrans2.cgi

You can run al requests through xmltrans2 in test mode in order to help with the integration process. There are
three different ways to run a XML transaction in test mode:

1. Enablethe Test Mode checkbox in your merchant Account Settings. Please remember thisturns on Test Mode
for all transactions.

2. SetuptheTest User First Name[24] field in your merchant account settings. Any xmltrans2 request that contains
a BillingAddress FirstName tag with this same value will be run as a test transaction. Thisis only applicable
to a couple transactions such as CreditTransaction.

3. Send through a TestMode tag with the value "TRUE". The TestMode tag which is in the TransactionControl
structure always overridesthe other test settings. This meansthat sending through TestMode equal to "FALSE"
will cause a transaction to be run as alive transaction regardless of what values are in the Account Settings.

7.4.3. Requests

The xmitrans2.cgi request schemas are the same as the schemas used by the API. The only difference is the
credential set that is used. Instead of the user and signature, the deprecated method uses the Vendorldentification
set. That is made up of the following:

* Vendorld - Your five digit gateway ID.
* VendorPassword - Y our gateway password.

» HomePage - Y our website URL.

<Vendor | dentifi cati on>
<Vendor | d>XXXXX</ Vendor | d>
<Vendor Passwor d>t est </ Vendor Passwor d>
<HomePage>htt p: / / exanpl e. conx/ HonePage>
</ Vendor | denti fi cati on>
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7.4.4. Responses
7.4.4.1. TransactionResponse

Transaction requests will return this response structure.

<?xm version="1.0" standal one="yes" ?>
<Gat ewayl nt er f ace>
<Tr ansact i onResponse>
<Transacti onResul t >
<St at us>t ext </ St at us>
<l-- WII be one of: ERROR, FAIL, FAILED, K -->
<Err or Cat egor y>t ext </ Er r or Cat egor y>
<l-- ErrorCategory will be one of
AVS_FAI LURE - Transaction will be automatically voi ded.
CW2_FAI LURE - Transaction will be automatically voided.
I NTERNAL_ERROR - Sormet hi ng unexpect ed happened.
PROCESSCOR_ERROR - Sonet hi ng such as DECLI NED, etc .
PROCESSOR _FAI L -
REQUEST_FORMAT - Request received has an invalid format.
REQUEST_VALI DATION - XM. content is invalid. -->
<Err or Message>t ext ; / Err or Message>

<!-- ErrorMessage could be anything. -->
<Aut hCode></ Aut hCode>
<!-- Authorization code received from processi ng network. -->

<AVSCat egor y></ AVSCat egor y>
<I-- AVSCategory wi |l be one of
address - Address Matched
address_postal - Address and postal patched
address_zi p5 - Address and five digit zip matched
address_zi p9 - Address and nine digit zip matched
address_ok_postal _format_error - Address natched, postal format error
gl obal _non_participant - International with no AVS support
international _address_not_verified - International with no AVS support
no_match - No address or postal match
no_response - No response
not allowed - Not all owed
postal - Postal match
postal _ok_address_format _error - Postal matched, address format error
servi ce_not _supported - AVS service not supported for card
unavai |l abl e - AVS service unavail abl e.
zip5 - Five digit zip nmatched
zip9 - Nine digit zip matched -->
<AVSResponse></ AVSResponse>

<l-- AVSResponse is actual AVS response received fromthe processing network. -->
<CW2Response></ CVWW2Response>
<l-- CWW2Response is actual CW response received fromthe processing network. -->

<Ti meSt anp></ Ti neSt anp>
<Test Mode>FALSE</ Test Mbde>
<I-- TestMode indicates the test status of your gateway account. TRUE/ FALSE -->
<Tot al ></ Tot al >
<XI D></ XI D>
<Cust oner Dat a>
<Bi | | i ngAddr ess>
<Addressl />
<City></Cty>
<Fi r st Nane></ Fi r st Nane>
<Last Nane></ Last Nanme>
<St at e></ St at e>
<Zi p></ Zi p>
<Count r y></ Count ry>
<Phone></ Phone>
</ Bi | | i ngAddr ess>
<Shi ppi ngAddr ess>
<Addr ess1></ Addr ess1>
<Cty></Cty>
<Fi r st Nane></ Fi r st Nane>
<Last Nane></ Last Nanme>
<St at e></ St at e>
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<Zi p></ Zi p>
<Count ry></ Count ry>
<Phone></ Phone>
</ Shi ppi ngAddr ess>
</ Cust oner Dat a>
</ Transact i onResul t >
</ Tr ansact i onResponse>
</ Gat ewayl nt er f ace>

7.4.4.2. RecurUpdateResponse

Thisrequest allows you to modify the transaction information and recurring commands for arecurring transaction.

<?xm version="1.0" standal one="yes" ?>
<Gat ewayl nt er f ace>
<Recur Updat eResponse>
<St at us>ok</ St at us>
<Err or Cat egor y></ Er r or Cat egor y>
<Err or Message></ Err or Message>
<Ti neSt anp>20060621154341</ Ti neSt anp>
<Test Mode>FALSE</ Test Mode> <! -- TRUE/ FALSE - - >
<Recur Det ai | s>
<RenmReps>10</ RenReps>
<Reci peNane>dai | y</ Reci peNanme>
<Recur Tot al >1. 00</ Recur Tot al >
</ Recur Det ai | s>
</ Recur Updat eResponse>
</ Gat ewayl nt er f ace>

7.4.4.3. RecurDetailsResponse

RecurDetail sResponse - The RecurDetails request will generate aresponse like this:

<?xm version="1.0" standal one="yes" ?>
<CGat ewayl nt er f ace>
<Recur Det ai | sResponse>
<St at us>ok</ St at us>
<Er r or Cat egor y></ Er r or Cat egor y>
<Error Message></ Err or Message>
<Ti meSt anp>20060621154341</ Ti meSt anp>
<Test Mode>FALSE</ Test Mode> <!-- TRUE/ FALSE -->
<Recur Det ai | s>
<Car dExpi r ed>FALSE</ Car dExpi red> <!-- TRUE/ FALSE -->
<Car dExpi resW t hi nThi rt y>FALSE</ Car dExpi resW t hi nThirty> <!-- TRUE/ FALSE - ->
<Car dLast Four >1234</ Car dLast Four >
<Car dName>Vi sa</ Car dName>
<RenReps>10</ RenReps>
<Reci peNane>dai | y</ Reci peNane>
<Recur Tot al >1. 00</ Recur Tot al >
</ Recur Det ai | s>
</ Recur Det ai | sResponse>
</ Gat ewayl nt er f ace>

8. Testing Your Integration

8.1. Introduction

The gateway has multiple ways that will allow you to run test transactions against the gateway to verify that your
integration is correct. When you have set your account into to Test Mode (automatically or manualy), you can
use this demo account information:

Demo Credit Card Information

» Card Number - 5454545454545454

» Expiration Date - Any date after the current date
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Demo Checking Account Infor mation
* ABA Routing Number - 324377516

» Account Number - 1234567890

8.2. Test User First Name

Read about the first name testing method here [24].

8.3. Test All Checkbox

Read about the the Test All mode here[24].

8.4. API Test TransactionContol

Read about the testing TransactionControl element for the API here.

8.5. Testing Other Features

If you need to test live functionality like recurring, voids, or transaction searches, you will need us to activate
additional testing settings for you. Please send your request to ticket.liaison@itransact.com.

9. Errors and Failures

Transactions can potentially fail one of many reasons. Most failure responses are generated by the EFT processor,
credit card processing networks, and the credit card issuing banks. The information below includes the response
asit's received from the processor and how the gateway interprets and displays that message.

9.1. NBE Errors

Transactions can potentially fail one of many reasons. Most failure responses are generated by the credit card
processing networks and the credit card issuing banks. Theinformation bel ow includestheresponse asit'sreceived
fromthe processor and how the gateway interpretsand displaysthat message. Thisisalonglist, but in not compl ete.
Processors are always adding new support for errors. If you experience an error not listed here, please let us know
so that we can add support in the gateway.

* Response - DECLINE

Message - Code: NBEOOL Y our credit card was declined by the credit card processing network. Please use
another card and resubmit your transaction.

* Response- DECLINED YM

Message - Code: NBEOOL Y our credit card was declined by the credit card processing network. Please use
another card and resubmit your transaction.

* Response- DECLINED R

Message - Code: NBEOOL Y our credit card was declined by the credit card processing network. Please use
another card and resubmit your transaction.

¢ Response- DECLINE RP

Message - Code: NBEOOL Y our credit card was declined by the credit card processing network. Please use
another card and resubmit your transaction.

* Response- AUTH DECLINED 200
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M essage - Code: NBEOO1 Y our credit card was declined by the credit card processing network.
Please use another card and resubmit your transaction.

Response - TRANS DENIED

Message - Code: NBEOOL Y our credit card was declined by the credit card processing network. Please use
another card and resubmit your transaction.

Response- INVALID C

Message - Code: NBEQOO2 We received a response that this is an invalid card. Please use another card and
resubmit your transaction.

Response - EXPIRED CARD

M essage - Code: NBEQO3 The card appearsto be expired. Please use another card and resubmit your transaction.
Response - INCORRECT PIN

M essage - Code: NBEOO4 This system cannot be used to process ATM cards.

Response - PICK UP CARD

Message - Code: NBEQOS The credit card processing network has recognized this card as lost or stolen. The
transaction has been cancelled.

Response- CALL

M essage - Code: NBEOO6 The processing network has responded with a CALL error. Please do not resubmit
your transaction. There may be a problem processing your card. Please call your credit card company at the
phone number listed on the back of your card.

Response - AMOUNT ERROR

M essage - Code: NBEQO7 The dollar amount of thistransactionisinvalid. Please verify theinformation entered
and resubmit.

Response- INVLD TERM ID 1

M essage - Code: NBEQO8 The credit card processing network has responded with an Invalid Merchant Number
error. Your transaction has been cancelled.

Response- INVLD TERM ID 2

M essage - Code: NBEOQ9 The credit card processing network has responded with an Invalid SE Number error.
Y our transaction has been cancelled.

Response - RECORD NOT FOUND

Message - Code: NBE010 We received a response that this record could not be found. The transaction has
been cancelled.

Response - MUST SETTLE

M essage - Code: NBEO11 The credit card processing network has responded withaMUST SETTLE error. We
apologize for the inconvenience.

Response - REC NOT FOUND

Message - Code: NBEOQ13 We received a response that this record could not be found. The transaction has
been cancelled.
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Response - PLEASE RETRY

M essage - Code: NBEO14 We received a PLEASE RETRY message. Please attempt your transaction again
or use adifferent card.

Response - has already been settled
M essage - This transaction has already been settled. Y ou will need to issue a credit instead.
Response - Invalid Bank Number

M essage - Code: NBEO016 The credit card processing network has responded with a Bank Number error. Y our
transaction has been cancelled.

Response - javax.management.ReflectionException
M essage - Our servers are currently undergoing scheduled maintenance. Please try back later...
Response - TRANSACTION NOT FOUND

Message - Code: NBEQO17 The processing network no longer has an authorization for this transaction. The
transaction cannot be voided.

Response - INVALID M

M essage - Code: NBEO18 The credit card processing network has responded with an "Invalid Merchant Num-
ber" error. Y our transaction has been cancelled.

Response- INV TRAN T
M essage - Code: NBEOQ19 Invalid transaction type. Please verify and resubmit.
Response - AP DUPE

Message - Code: NBEQO20 The credit card processing network has recognized this as a duplicate transaction.
We apologize for the inconvenience.

Response - EDC UNAVAILABLE

Message - Code: NBE021 The credit card processing network has responded with an EDC Unavailable error.
Please use another card or try your transaction later. We apologize for the inconvenience.

Response - TRANSMIT

M essage - Code: NBEO22 Thistransaction cannot be processed. If you are attempting aV OID you must process
acredit instead.

Response - EXPIRED CA
M essage - Code: NBE023 The card appearsto be expired. Please use another card and resubmit your transaction.
Response- INV CVV2 M

M essage - Code: NBE024 The CVV 2 information entered isinvalid. Please verify theinformation and resubmit
your transaction.

Response - CVC2 MISMATCH

M essage - Code: NBE025 The CV C2 information entered isinvalid. Please verify the information and resubmit
your transaction.

Response - CVV2 MISMATCH
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M essage - Code: NBE026 The CVV 2 information entered isinvalid. Please verify theinformation and resubmit
your transaction.

Response - CARD NO. ERROR
M essage - Code: NBEO27 Card number error. Please use another card or resubmit your transaction.
Response - PIC UP

Message - Code: NBE028 The credit card processing network has recognized this card as lost or stolen. The
transaction has been cancelled.

Response - UNAUTH TRANS
M essage - Code: NBE029 Unauthorized transaction. Please use another card and resubmit your transaction.
Response - INVLD EXP

M essage - Code: NBEO30 Y ou have entered an invalid expiration date. Please return to the form and
verify the information entered.

Response - ISSUER UNAVAIL

M essage - Code: NBEO032 Y our card issuer cannot validate your request. Please use another card and resubmit
your transaction.

Response - INVALID EX

Message - Code: NBEO33 Y ou have entered an invalid expiration date. Please return to the form and verify
the information entered.

Response - INVLD CODE ACCT

M essage - Code: NBEQ34 The credit card processing network has responded with an invalid code error. Please
check your input and try your transaction again. We apol ogize for the inconvenience.

Response - SERV NOT ALLOWED

M essage - Code: NBEQ35 The credit card processing network does not allow this card type or service. Please
use adifferent card and try your transaction again.

Response - INVALID TRAN

Message - Code: NBEQ36 This transaction cannot currently be processed. The credit card processing network
has responded with an invalid transaction error. Please try back later. We apologize for the inconvenience.

Response - AMEX NOT ALLOWED

Message - Code: NBEO37 This transaction cannot be processed. American Express cards are not accepted.
Please use a different card and resubmit your transaction.

Response - ERROR 06

M essage - Code: NBE038 We received an error response while processing your card. Please use another card
and resubmit your transaction.

Response - NO SUCH ISSUER

Message - Code: NBE039 The credit card processing network has responded with a NO SUCH ISSUER ER-
ROR. Please use a different card. We apologize for the inconvenience.

Response - DATE ERROR
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Message - Code: NBE040 We received a DATE ERROR while processing your card. Please use another card
and resubmit your transaction.

Response - RE ENTER

Message - Code: NBEO41 The credit card processing network has responded with a RE ENTER message.
Please try your transaction again. We apologize for the inconvenience.

Response - WRONG PIN

Message - Code: NBE042 ATM cards cannot be used. The card used must display the Visa, Mastercard, Amer-
ican Express or Discover symbol.

Response - LOST

Message - Code: NBE043 The credit card processing network has recognized this card as lost or stolen. The
transaction has been cancelled.

Response- NO REPLY

M essage - Code: NBE044 We were unable to obtain a response from the credit card processing net- work.
Please try your transaction again. We apologize for the inconvenience.

Response - ALREADY REVERSED

M essage - Code: NBEO45 This transaction has already been reversed.

Response - VALID RECORD

M essage - Code: NBEO46 This transaction cannot be voided. Y ou will need to issue a credit instead.
Response - INVALID AM

Message - Code: NBEO47 We received a response that thisis an invalid amount. Please resubmit your trans-
action.

Response - SYSTEM ERROR or Unknown Error

M essage - Code: NBE048 The credit card processing network experienced a system error during your transac-
tion. Please resubmit your transaction

Response - ACCT LENGTH

M essage - Code: NBE049 The credit card processing network hasresponded withan ACCT LENGTH ERROR.
Please verify your entries and resubmit your transaction.

Response - PIN EXCEED

M essage - Code: NBEO50 ATM cards cannot be used. The card used must display the Visa, Mastercard, Amer-
ican Express or Discover symbol.

Response - INVALID ACCT

M essage - Code: NBE051 We received a response that thisis an invalid account. Please use another card and
resubmit your transaction.

Response - DUPLICATE

Message - Code: NBE052 The credit card processing network has recognized this as a duplicate transaction.
We apologize for the inconvenience.

Response- OVER LIMIT
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M essage - Code: NBE053 The credit card processing network has responded withaLIMIT error. We apologize
for the inconvenience.

Response - INVALID Pl

Message - Code: NBEO54 ATM cards cannot be used. The card used must display the Visa, Master- card,
American Express or Discover symbol.

Response - NO ACCOUNT

Message - Code: NBEOS5 The credit card processing network has responded with a No Account message.
Please check your input and try your transaction again. We apologize for the inconvenience.

Response- INVLD AMOUNT

M essage - Code: NBEO56 We received a response that thisis an invalid amount. Please resubmit your trans-
action.

Response - NO CHECK ACCOUNT

Message - Code: NBEO057 Y our card was declined by the credit card processing network. Please contact your
bank regarding the checking account associated with your debit card.

Response - NOT PERMITTED
M essage - Code: NBEO58 This transaction type is not permitted by the processing network.
Response - INVLD PIN

Message - Code: NBEO59 ATM cards cannot be used. The card used must display the Visa, Mastercard, Amer-
ican Express or Discover symbol.

Response - OVR LIMT AMT
M essage - Code: NBEO60 Y our transaction amount cannot be processed. Y our transaction has been cancelled.
Response - INVLD MERCH ID

M essage - Code: NBEO61 The credit card processing network has responded with an INVALID MERCHANT
ID message. Y our transaction has been cancelled.

Response - Unknown AccountType

Message - Code: NBEO62 The EFT provider has responded with an Unknown AccountType error. Thistrans-
action cannot be processed.

Response - DECLINE-CV2 FAIL

M essage - Code: NBEO63 Y our credit card was declined because of an invalid CV2 entry. Please verify your
information and resubmit your transaction.

Response - CUSTOMEREMAIL

M essage - Code: NBE064 The EFT provider has responded with a CUSTOMEREMAIL error. Please verify
that your email address was entered and is correct.

Response - temporarily disabled

M essage - Code: NBEO66 Transaction processing is currently disabled for maintenance. Please try
back later.

Response - valid 2 character state abbreviation

183



Developer Information

Message - Code: NBEO67 The STATE entry must contain avalid two-character state abbreviation.
Response - MAXIMUM ATTEMPTS

Message - Code: NBEO69 We were unable to obtain a response from the credit card processing net- work.
Please try your transaction later. We apol ogize for the inconvenience.

Response - DINERS NOT ALLOW

M essage - Code: NBEQ70 Thistransaction cannot be processed. Diners Club cards are not accepted. Please use
adifferent card and resubmit your transaction.

Response - maximum daily spending

Message - Code: NBEO71 Y ou have exceeded your maximum daily spending limit. Please contact customer
service for assistance.

Response- INV TERM ID

M essage - Code: NBEQ72 The credit card processing network has responded with an INV TERM D error.
Y our transaction has been cancelled.

Response - AMNT TOO LRG

Message - Code: NBEO73 The credit card processing network has responded with a AMNT TOO LRG error.
We apologize for the inconvenience.

Response - INVALID STORE

M essage - Code: NBEQ74 The credit card processing network has responded with an INVALID STORE error.
Y our transaction has been cancelled.

Response - TERM ID ERROR

M essage - Code: NBEQ75 The credit card processing network has responded with an TERM ID ERROR mes-
sage. Y our transaction has been cancelled.

Response - FAILURE CV

Message - Code: NBEQ76 The credit card processing network has responded with a FAILURE CV message.
Please try your transaction again. We apologize for the inconvenience.

Response - FAILURE HV

Message - Code: NBEQ77 The credit card processing network has responded with a FAILURE HV message.
Please try your transaction again. We apologize for the inconvenience.

Response - Unknown Error

M essage - Code: NBEQ78 Y our credit card was not approved. Please use another card and resubmit your trans-
action.

Response- CARD NOT ALLOW

M essage - Code: NBEO79 Y our account does not accept this card type. Please use a different card.
Response - SEC VIOLATION

M essage - We received a SEC VIOLATION response from Discover. Please try again using the CVV code.

Response - SECURITY VIOLATION
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Message - Code: NBE0O8B1 We received a SECURITY VIOLATION response from Discover. Please try again
using the CVV code.

9.2. NAVS Errors

These errors are generated based on the auto-void settings chosen by the merchant in the Fraud Controls.

Response - no_match

Message - Code: NAV S001 The address and zip entered do not match the address and zip listed on
your credit card account. Y our transaction will be voided.

Response - address

M essage - Code: NAV S002 The zip code entered does not match the zip code listed on your credit card account.
Y our transaction will be voided.

Response - zip5

Message - Code: NAV S003 The address entered does not match the address on your credit card ac-
count. Your transaction will be voided.

Response - zip9

M essage - Code: NAV S004 The address entered does not match the address on your credit card account. Y our
transaction will be voided.

Response - no_response

Message - Code: NAVS005 The address and/or zip code listed on your account could not be verified. We
received no AV Sresponse. Y our transaction will be voided.

Response - avs_incompatible card type

Message - Code: NAV S006 The address and zip code could not be verified because of an incompatible card
type. Y our transaction will be voided.

Response - cardnumber_not_on _file

M essage - Code: NAV S007 The address and zip code could not be verified. Your card number isnot on filein
the processing network database. Y our transaction will be voided.

Response - domestic_address not_verified

M essage - Code: NAV S008 The address entered could not be verified. Y our transaction will be
voided.

Response - unavailable

Message - Code: NAV S009 The address and zip code verification service is unavailable for your credit card
account. Y our transaction will be voided.

Response - service_not_supported

Message - Code: NAV S010 The address and zip code verification service is not supported for your
credit card account. Y our transaction will be voided.

Response - address verification _not_supported

M essage - Code: NAV S011 The address and zip code verification serviceis not supported for your credit card
account. Y our transaction will be voided.
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Response - global_non_participant

M essage - Code: NAV S012 The address and zip code verification service is not supported outside of
the United States. Y our transaction will be voided.

Response - avs_error

Message - Code: NAVS013 The address and/or zip code listed on your account could not be verified. We
received an AVS error response. Y our transaction will be voided.

Response - postal

M essage - Code: NAV S014 The address entered does not match the address on your credit card account. Y our
transaction will be voided.

9.3. NBF Errors

These errors indicate that there was a communication error or a system error.

Response - SERV NOT ALLOWED

M essage - Code: NBFOO1 The credit card processing network does not alow this card type or request. SERV
NOT ALLOWED error.

Response - INVALID TERM ID

Message - Code: NBF0O2 The credit card processing network has responded with an Invalid Term Id error.
Y our transaction cannot be processed.

Response - INVLD VOID DATA
M essage - Code: NBFOO03 This transaction cannot be voided. Y ou will need to issue a credit instead.
Response - APPL TYPE ERROR

Message - Code: NBF0O0O4 The credit card processing network has responded with an Appl Type error. Y our
transaction cannot be processed.

Response - REC NOT FOUND
M essage - Code: NBF0OO5 This transaction cannot be voided. Y ou will need to issue a credit instead.
Response- INVLD TERM ID 1

M essage - Code: NBFO06 The credit card processing network has responded with an Invalid Merchant Number
error. Your transaction has been cancelled.

Response- INVLD TERM ID 2

M essage - Code: NBFOO7 The credit card processing network has responded with an Invalid SE Number error.
Y our transaction has been cancelled.

Response - INVLD DATA

M essage - Code: NBFOO8 The credit card processing network has responded with an invalid data error. Please
verify the information and resubmit.

Response - AMOUNT ERROR

M essage - Code: NBF009 The dollar amount of thistransaction isinvalid. Please verify theinformation entered
and resubmit.

Response - The transaction has already been settled

186



Developer Information

M essage - Code: NBF010 This transaction cannot be voided. Y ou will need to issue a credit instead.
Response - Caughtl OException:Read timed out

Message - Code: NBFO11 The Elavon/Nova processing network is not responding to our request for authoriza-
tion. Please try your transaction later. We apologize for the inconvenience.

Response - invalid data

M essage - Code: NBF012 The credit card processing network has responded with an invalid data error. Please
verify the information and resubmit.

Response - Maximum number of attempts exceeded

M essage - Code: NBF013 The Elavon/Nova processing network is not responding to our request for authoriza-
tion. Please try your transaction later. We apologize for the inconvenience.

Response - Maximum Postal Code size is 12 characters

Message - Code: NBF014 The maximum postal code size is 12 characters. Please verify this information and
resubmit.

Response - Response Timeout

M essage - Code: NBFO15 The processing network is not responding to our request for authorization.
Please try your transaction again.

Response - Invalid Bank Number

M essage - Code: NBF016 The credit card processing network has responded with a Bank Number error. Y our
transaction has been cancelled.

Response - CardCVV2Data/CVV 2Indicator
M essage - Code: NBFO17 The CVV number entered isinvalid. It must be three or four digitsin length.
Response - nova.NovaM erchantL ockFactory.getNovaHybr

Message - Code: NBF018 This transaction could not be processed. The support team has been notified of the
problem.

Response - This request has already been settled
M essage - Code: NBF019 This transaction cannot be voided. Y ou will need to issue a credit instead.
Response - INVALID STOREKEY

M essage - Code: NBF020 This transaction cannot be processed. The processing network has responded with
an INVALID STOREKEY error.

Response - NOT PERMITTED

M essage - Code: NBF021 This transaction type is not permitted by the processing network

Response - VALID RECORD TO VOID

M essage - Code: NBF022 This transaction cannot be voided.

Response - suspended for maintenance

M essage - Code: NBF023 Our servers are currently undergoing scheduled maintenance. Please try back later.

Response - temporarily disabled
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Message - Code: NBF024 Transaction processing is currently disabled for maintenance. Please try back later
* Response- EDC UNAVAILABLE

M essage - Code: NBF025 The credit card processing network has responded with an EDC Unavailable error.
This indicates that the processing network application is not available. Please use another card or try your
transaction later. We apologize for the inconvenience

* Response- NO REPLY/TRANSMIT ERROR

M essage - Code: NBF027 We were unable to obtain aresponse from the credit card processing network. Please
try your transaction again. We apologize for the inconvenience.

* Response- DUPLICATE

Message - Code: NBF028 The credit card processing network has recognized this as a duplicate transaction.
We apologize for the inconvenience.

* Response - valid 2 character state abbreviation
Message - Code: NBF029 The STATE entry must contain a valid two-character state abbreviation.
* Response - DECLINE

Message - Code: NBFO30 Your credit card was declined by the credit card processing network. Please use
another card and resubmit your transaction.

» Response - Consumer verification negative.

M essage - Consumer verification negative

9.4. NCVV Errors

These auto-void errors indicate that the cardholder’s card security value verification did not meet your required
level of validation.

* Response-"" or -
M essage - Code: NCVV001 No CVV2 Response Was Returned. Y our Transaction Will Be Voided
* Response- P
M essage - Code: NCVV002 CVV2 Information Was Not Processed. Y our Transaction Will Be Voided
* Response- N
Message - Code: NCVV003 CVV?2 Information Did Not Match. Y our Transaction Will Be Voided
* Response- U
M essage - Code: NCVV 004 Issuer Not Certified For CVV2. Your Transaction Will Be Voided
* Response- S

M essage - Code: NCVV005 Y ou indicated that CVV 2 was not available, however theissuer indicatesit should
be present. Y our Transaction Will Be Voided

9.5. THR Errors

Thereisonly one THR error. When THROOL is displayed, this indicates that your account has the Restrict Order
Usage[25] feature activated and it has been engaged by adeclined transaction attempt. The THR error will display
for a specific |P address until the restriction time has expired. Thisis how the error message displays:
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» Code: THROO1 This transaction has been suspended and will not be processed. Please see the section for ad-
ditional information.

9.6. VCC Errors

VCC errors are errors generated by the card validation script. All credit card account numbers follow a specific
algorithm. If a bogus account number is attempted, aVVCC error will display:

e Code: VCCO001 The credit card number entered contains non-numeric characters. Please verify.
» Code: VCCO002 The credit card entered matches no known card type. Please use a different card.
» Code: VCCO003 The credit card number entered has the wrong number of digits.

e Code: VCCO004 The credit card number entered isinvalid. Please verify and resubmit.

9.7. VALSYS Errors

If you receive a response that mentions VALSY S, it indicates that your account has been taken out of test mode,
but does not have an active merchant account enabled in the gateway. This error can befixed either by reactivating
test mode, or adding a merchant account to the gateway. Merchants may also experience this error by passing a
"FALSE" value for TestMode through the the xml method if there gateway has no active merchant account. Never
passa"FALSE" value for TestMode on a gateway that is strictly atest account.

9.8. REQUEST_VALIDATION Errors

If you receive a response that mentions REQUEST VALIDATION, it indicates that the credentials being used
are incorrect, or the | P address submitting the request has not been set as an allowed addressin the IP Filter [26].
The rest of the response will indicate the cause of the error.

9.9. REQUEST_FORMAT Errors

If you receive a response that mentions REQUEST FORMAT, it indicates that your request is not following the
required specifications. Please refer to the documentation.

9.10. VXN Errors

If you receive a response that mentions VXN, it indicates that your Datawire ID account information is invalid.
Please contact the support team for help.
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Chapter 4. Glossary

1. Glossary of Terms

Authorization - Receiving an approval for acredit card transaction from acard issuing bank through aresponse
from a credit card processing network.

Authorization Code - Alpha-numeric response received from the processing network indicating a credit card
transaction approval. Approvals “freeze’ a specified amount on a customer's credit line, but will not actually
charge the card until batch settlement.

AVS - The Address Verification System is one of the credit card industry's methods to prevent fraud. It is used
to verify the billing address for Internet-based transactions. Domestic US transactions can be verified using the
AVS, but very few foreign credit card banks support AVS.

AV SOnly - Thistransaction type can be used to verify the AVSand CVV datafor acredit card without charging
the card. A zero amount AV SOnly transaction can be setup to recur or be resubmitted for actual charges. This
is not available for check transactions.

Batch - A group of credit card transactions - normally batched together by day - which deposits together by
card type to a merchant.

Batch Settlement - When the gateway system closes the group of open authorizations and completes the trans-
action process. Batch settlement takes place each day that there is at least one transaction or when a manual
batch settlement is generated.

Brick and Mortar - Physical retail storefronts. Often used to indicate that a businessis not Internet based.

BuyNow Format - A simple method to add a button to a website to allow a customer to place an order by
clicking on abutton on the merchant's site which takes them to a secure server environment where atransaction
can be submitted.

Child Transaction (CXID) - A transaction that was processed from a previously entered, or Parent transaction.
CID - American Express Card I dentification number listed as a security code on the front of AMEX cards.

CISP - Cardholder Information Security Program is Visa's standard requirements for safeguarding personal
cardholder information. The gateway system meets and exceeds these standards.

Control Panel - The administrative interface that allows a merchant to activate, learn about, and utilize the
features of the gateway.

Crediting - To generate arefund to a customer's account. Money is withdrawn from a merchant's account and
deposited into the customer's account.

Credit Card Merchant Account - An account which authorizes a merchant to accept a specified credit card
type.

CVV - Cardholder Verification Vaues are the three or four digit security codes listed on the back of most
credit cards.

Deposit - When the merchant account or EFT account makes direct payment into a merchant's bank account.
E-Commer ce - The buying and selling of goods and services over the Internet.

EFT - Electronic Funds Transfer. Thisisamethod for accepting check paymentsover the Internet. Alsoreferred
to as ACH/Automated Clearinghouse transactions.

Encryption - The trandation of datainto a secure format. Encryption isthe most effective way to achieve data
security. To read an encrypted file, you must have access to a key or password that enables you to decrypt it.
Encrypted information is unintelligible.
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Form Wizard - A smple tool used to create basic order form pages that are built to the specifications of the
gateway.

Gateway System - A tool used by businesses to accept payments by credit cards and check over the Internet.
These systems securely submit transaction information to credit card processing networksand record and display
the approval or decline responses.

HTML - Hypertext Markup Language. A basic web language that can be used to create order forms which
communicate with the gateway.

Merchant - A business which accepts credit cards or checks as payment for their services or products.

Merchant/Developer Toolkit - Aninterface which providesintegration information and examplesfor the gate-
way account.

NACHA Processing - The gateway can create direct NACHA formatted file. To use this system, a merchant
must meet necessary requirementswith their bank and i Transact must run athrough averification processbefore
amerchant can utilize the system. To inquire, please submit a support ticket.

Parent Transaction (PXID) - An original transaction from which subsequent, or Child, transactions have been
processed.

Partial Authorization - The industry calls this a "split-tender purchase transaction." This allows you as a
merchant to approve a partial amount on a debit, prepaid, or gift card transaction, and then allow the remaining
balance be paid with another card or payment method. This improves your customer's payment experience
because instead of their card being totally declined, they will have the ability to make a partial payment on the
card they want to use and then immediately compl ete the transaction with another form of payment. This will
increase your customers' payment options and help you complete more sales.

PCI - Payment Card Industry Data Security Standard. The credit card industry's standard requirements for
safeguarding personal cardholder information. The gateway system meets and exceeds these standards.

Pre-authorization - A transaction which only verifies the card account and “freezes’ a set amount in the ac-
count, but it does not actually chargethe card. A pre-authorized transaction can be converted to afull transaction
by running a post-authorization on the transactions. If no post-authorization is run, the money is never paid to
the merchant.

Processing Networ k/Platform - The merchant service center which processes credit card transactions.

Real-Time Processing - When a credit card is approved over the Internet within seconds of being submitted
through a merchant's gateway account.

Recurring Recipe - The schedule which dictates when a transaction rebills.
Recurring Transactions - Transactions which occur on an ongoing basis according to schedule or recipe.
RediCheck - iTransact’s proprietary check draft printing service.

Refund - To generate a credit to a customer's account. Money is withdrawn from a merchant's account and
deposited into the customer's account.

Resubmit - A function which allows a merchant to process a subsequent credit card transaction through the
gateway based on previous transactions without having to re-enter the credit card information.

Ret_addr - The full URL to which customers are directed after order completion.

Ret_maode - The Return Maode Function enables you to by-pass the intermediate "Continue" page that is dis-
played after atransaction completes. Thisisuseful if you would like your online transaction system to be "trans-
parent” to the end-user. This applies for both valid and declined transactions.

SEC Codes - Thisisthe standard entry class used for EFT processing.
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Secure Server - Technology that is required to be used for websites that want to accept payments. Merchants
may use their own secure servers or they can use the gateway's secure servers if they utilize the Split Form
method.

Shopping Cart - Thisis a dynamic order form system which allows a merchant's website to calculate things
like shipping and taxes. A shopping cart can be used to submit transaction information to the gateway system.

Split Form - An HTML order format which allows a merchant to process transactions securely without their
own secure server. A customer enters public information on a merchant's non-secure page and then is taken to
a secure server page to enter private information.

SSL - Secure Socket Layer technology is a protocol designed to enable secure transmission of information
on the Internet. It provides encryption and integrity of communications along with strong authentication using
digital certificates.

Standard Form - An HTML order format used by merchants who have their own secure servers.

Test Mode- A setting in an account which allows amerchant to test the functionality of their order forms. When
an account isin TestMode, no transactions will be processed or charged. The gate- way system will generate
emails and postbacks, but nothing will be recorded in the Transaction Listing.

Test Transaction Accounts- In Test Mode, you may use the following test account information:
For processing credit cards:

* Credit Card Number: 5454545454545454

* Exp. Date: anything not expired

For processing echecks:

» Checking ABA Number: 324377516

» Account Number: 1234567890

Transaction Listing - Thisinterface allows a merchant to view a history of transactions based on a date range
selected in the Control Panel interface.

URL - Uniform Resource Locator. It isastring of characters conforming to a standardized format, which refers
to aresource on the Internet (such as a document or an image) by its location. The web address of a page on
the Internet.

URL (Absolute) - The full file address of awebpage including "http://" or "https://".

Virtual Terminal - An online interface that allows a merchant to manually process credit card transactions as
if it was being entered and processed through a physical credit card terminal.

Void - This is used to prevent an authorized transaction from closing in a batch settlement. This cancels a
transaction. A transaction can be voided up until batch settlement begins. After that time a credit/refund must
be run on atransaction. For all processors, a void will attempt to reverse the approval and release the frozen
authorized funds back to a cardholders available credit line. If the reversal is unsuccessful, avoid of an autho-
rized transaction cancels the charge, but does not cancel an authorization. An authorization freezes fundsin an
account, so that a completed charge can withdraw those frozen funds. A voided authorization may "freeze" the
funds in the customer's account for up to 10 days.

XML - Extensible Markup Language. A very flexibletext format that can be used to generate transaction queries
through the gateway system.

2. SEC Code Information

The Standard Entry Class Codes
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Due to NACHA requirements, it is mandatory for some merchants to pass a standard entry class code to as an
identifier with EFT transactions. If you have a CheckGateway account that is listed as using multiple SEC codes,
you will need to pass through an appropriate code here. If you are listed as using a single code, this field will
be optional. We are not able to verify the status of your account with CheckGateway before sending through
requests. This means that any errors due to using a SEC code not supported by your account will be generated by
CheckGateway. If you do not know how your account is setup with CheckGateway, please contact their customer
service department.

The gateway supports the three letter values for the SEC Codes. Here is an explanation of those.

» WEB - Internet (Initiated and authorized viathe web through a secure system, can be asingle entry or recurring
debit, 60 day return timeframe may apply)

* ARC - Accounts Receivable (Used for check conversion of one-time payments received viaUS Mail or adrop
box, 60 day return timeframe may apply)

» BOC - Back Office Conversion (Used for check conversion of one-time payments received at points-of-pur-
chase or manned payment locations, 60 day return timeframe may apply)

» CCD - Corporate Credit Or Debit (B2B payments or disbursements, can be a single entry or recurring transac-
tion, 24 hour return timeframe)

e POP - Point Of Purchase (Check provided at point-of-purchase, and the scanned, voided, and returned to cus-
tomer, for a one-time payment less than $25,000.00, 60 day return timeframe may apply)

» PPD - Prearranged Payment (Requires written authorization from customer for debits, can be used for credits,
60 day return timeframe for unauthorized returns)

* RCK - Returned Check (Entry of apreviously bounced check for less than $2500.00, NSF fee must beinitiated
as a separate transaction, 60 day return timeframe may apply)

e TEL - Telephone (One-time payment initiated and authorized via phone call, can receive authorization in writ-
ing or viataped phone conversation, 60 day return timeframe may apply)

A merchant can hard code these values into their Standard forms or XML reguests. The Split and Buynow forms
support entry of these values on the non-secure page. The Virtual Terminal provides a drop down menu to alow
for entry of the SEC Code.
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